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TERMS OF REFERENCE

SUPPLY, INSTALTATION, TESTING, AND COMMISSIONING OF QUEZON CIW
CYBERSECURIW SYSTEM . PHASE 2

I. PROJECT BACKGROUND, DESCRIPTION AND OBJECTIVES

a. Rationate

Quezon City Locat Government has been recognized for its best practices
in digitat transformation, providing efficient and modern pubtic services to its
constituents and the citizens of the Phitippines.

Like any other city, Quezon City handtes sensitive information, such as
citizens' personal detaits, financiat data, and other confidential records, which
must be safeguarded against unauthorized access.

Given the complex information systems and the interconnection of various
otfices and departments within Quezon City LGU, the city seeks to engage a
quatified third-party service provider. This provider witt design and imptement a
cybersecurity sotution that is efficient, comprehensive, and secure.

As cyberattacks grow more frequent and sophisticated, they present
significant risks to the city's infrastructure, disrupt essential services, and result
in financiat losses. Therefore, it is essentiaI to imp[ement effective cybersecurity
measures to prevent these attacks and mitigate their potentia[ impact.

Cybersecurity is critical for Quezon City to safeguard sensitive data, avert
cyberattacks, compty with regutatory requirements, and uphotd its reputation.

b. Obiectlves

i. To enhance the city's security posture by improving measures that
protect sensitive information and systems.

ii. To reduce risks by minimizing the tiketihood of data breaches,
cyberattacks, and other security incidents.

iii. To improve compliance by ensuring adherence to industry
standards and regulations.

iv. To establish a faster incident response by implementing efficient
processes to promptly address security threats.

Scope of Work and Deliverabtes

The service provider shatt deliver the following:

a. Securlty Command Center - Enterprise Llcense
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ii,

iii.

iv.

vi.

vii.

viii.

ix.
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Mutti-Ctoud Coverage (GCP, AWS, Azure)

Ctoud Security Posture Management

Ctoud Worktoad Protection Program

Cloud Security Compliance
Cloud Attack Path Simulation
Ctoud Virtuat Red Teaming

Ctoud Infrastructure as Code (IaC) validation
Ctoud Infrastructure Entitlement Monitoring
Enterprise Security Operations,

1. Threat detection
2. Investigation
3. Response capabitities with case

automated ptaybooks

Integrated Ctoud threat inteIigence
Integrated AI summarization of reports
IT service management platform integration

management and

x.

b. MSSP + Secops Capabillty-Buitding

i. The service provider will conduct bi-monthty web scans on 50+ web
apptications to identify vulnerabitities and protect web assets.

L. Web scanning must be performed bi-monthty utitizing the
Cloud Web Security Scanner.

ii. The service provider wit[ collaborate with QC-ITDD and detiver the
{ollowing plans:

1. Ctoud Infra Organization Poticy current state review and
imptementation.

2. Ctoud Resource Hierarchy review and
changes/implementation.

3. Ctoud IAM poticy review and changes/implementation.
4. Cloud Network review and changes/imptementation.
5, Data and Storage review and security posture improvement
6. Compute engine review and security posture improvement.
7. Backup and DR review/recommendations
8. Load batancer review and Ctoud Armor rules

recommendations/implementation.
9. Kubernetes setup review and security

recommendations/implementation for posture
im provement.

iii. The service provider wit[ imptement the following:
1. Security Management and Optimization: 2417 t36S

monitoring and management of security threats. Imptement
and improve security poticies to comply with relevant
standards. Keep systems up-to-date with security patches to
minimize vutnerabilities.
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2. Security Posture Assessments: Identify vutnerabilities,
remediate, continuously refine security strategy and adapt to
evolving threats,

iv. The service provider wit[ deliver comprehensive training programs

to equip QC-ITDD's cybersecurity personnel with the knowtedge

and skitts necessary to effectivety utitize the Security Command

Center. These training sessions cover a wide range of topics,
inctuding platform navigation, configuration options, atert
management, and best practices,

v. The Service Provider witt provide the fottowing capacity-buitding
initiatives:

1. To assist in the creation of a dedicated Security Operations
(SecOps) team within the Quezon City Locat Government
(QC_LGU).

2. To provide comprehensive training and knowtedge transfer
to the newly formed SecOps team, ensuring their
proficiency in cybersecurity practices.

3. Evatuate existing security procedures and knowtedge base

to identify areas for improvement.
4. Create new security procedures and knowledge base

entries to address identified gaps and enhance the team's
capabitities.

c- Incldent Response Retalner (40 Unlts)
The Principal Service Provider shalt detiver the fotlowing:

t.

ii.

iii.

iv,

Computer security incident response support
Digital forensics, [og, and ma[ware analysis support
Incident remediation assistance
Respond to requests within a maximum of four (4) hours

On scope agreement, an Incident Response Lead witt be assigned
within twenty-four (24) hours

Abitity to provide technotogies to perform further in depth
investigation.
Atl work activities witt be performed without day and time
restrictions.
The fottowing Deliverabtes may be produced for Incident Response
Services:

l-. Incident Response Service Status Reporting - During the
engagement, the Principal Service Provider wi[[ provide
weekly status reporting that wilt summarize activities
completed, key engagement statistics, issues requiring
attention and plans for the next reporting period.

2. Incident Response Service Finat Report - Upon comptetion
of any Incident Response Service engagement, The Principal
Service Provider wit[ provide a detaited finat report covering
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the engagement activities, results and recommendations for
remediation in a written detailed technical document.

3. Incident ResDonse Service Executive Briefing - Upon

completion of any Incident Response Service engagement
and as required to inform senior executives or board [eve[

members, the Principat Service Provider wi[[ provide an

executive brief that summarizes engagement results and

recommendations in executive format.
ix. Any unused IRR units at the end of the year may be reallocated to

other expertise on demand services, such as red teaming and

tabtetop exercises.

III. PROJECT STANDARDS AND REQUIREMENTS

The fotlowing are the minimum qualifications and requirements for the Supptier
or Bidder:

a. Track Record

i. The service provider must be in the same industry as per their
Department of Trade and Industry (DTI) Securities and Exchange

Commission (SEC) or fiting for at least ten (10) years.

ii. The service provider must be an operational company for at least
ten (L0) years.

iii. The service provider must have satisfactority implemented a similar
proiect 'testing and commissioning a cybersecurity system for
Quezon City LGU" within the last one (1) year.

iv. The service provider shoutd have imptemented a pubtic sector
ctoud-hosting web apptication lirewatl and security services project
with a singte compteted contract amounting to at least fifty percent
(507o) of the ABC.

b. Organlzatlon

i. The service provider must have updated Platinum status in
PHILGEPS.

ii. The service provider must be a duty registered corporation with an
SEC fiting.

iii. The service provider must be f ited with SEC or DTI as an IT company
with the purpose of software development and the suppty of IT-
related goods and services.

iv. The service provider must have an active and updated registration
with the Nationa[ Privacy Commission.
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v. The service provider must be a PREMIER/highest [eve[ partnershlp
certificate. The bidder wi[[ be required to submit an appropriate
Partnership Level certification from its associated Principal Service
Provider.

vi. The service provider must be a Partner Advantage SecOps Reseller.
The bidder wi[[ be required to submit an appropriate document or
proof from its associated Principat Service Provider.

c. Prlncipat Service Provider Capabitltles

i. The Principal Service Provider must have at least 15 years of
experience in incident response and forensic investigations related
to cyber security across various countries and verticals.

ii. The Principal Service Provider must have a gtobat team of
consultants of 300 or more dedicated to incident response and

compromised assessment.
iii. The Principal Service Provider must have a gtobat team of incident

investigators [ocated in at least 20 countries.
iv. The Principal Service Provider must have its own Threat Inte[ Team

of at teast 200 or more cyber threat intelligence analysts generating

market [eading intel.
v. The Principa[ Service Provider must have deep knowtedge of attack

methodologies, background, objectives, target countries/verticals
categorized by specific APT groups.

vi. The Principal Service Provider must be rated a Leader in Incident
Response by Forrester Wave (QL 2022).

vii. The Principat Service Provider must be rated a Leader in Externat

Threat Intettigence Services by Forrester Wave (Q3 2023).

d. ManpowerRequirements

The proposed project team must consist of quatified experts and

specialists, as outlined in the following tabte. A minimum of four (4)

distinct individuals are required, ensuring that there is no duptication of
rotes. However, the service provider may augment the team with
additional personne[ if deemed necessary to effectivety execute the
project.

The bid document must include comprehensive curriculum vitae or any
equivalent for a[[ proposed team members, hightighting their relevant
experience in information systems and cybersecurity practices.

a. One (1) Project Manager
i. At teast four (4) years experience in managing IT retated

projects; solutioning of cyber security threats.
ii. Graduate of any 4-year computer course or IT related course.
iii. Must have a certificate on Cloud Digitat Leader or a

connected Project Management disciptine.
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b. One (1) Security Engineer
i. At least three (3) years experience in sotving cyber security

threatS.
ii. Graduate of any 4-year computer course or IT related course.
iii. Must have a certificate on Proiessionat Cloud Security

Engineer or a connected Cybersecurity discipline.
c. At Least Two (2) Incident Response Specialists/ Experts from the

Principat Service Provider
i. Experience with cybersecurity tools: Famitiarity with network

traffic analyzers, endpoint protection solutions, intrusion

detection systems, and security information and event
management (SIEM) systems.

ii. Mastery of various operating systems: Demonstrated

expertise in Windows, Linux, and macOS.

iii. In-depth comprehension of cybersecurity principtes:

Inctuding proficiency in network security, endpoint security,

ctoud security, threat intettigence, and digitaI forensics.

iv. Substantial hands-on experience in incident response:

Demonstrated abitity to handle a variety of cyberattacks,
inctuding data breaches, ransomware, and malware

infections.
v. Experience with threat intetligence: A sotid understanding of

threat actors, tactics, techniques, and procedures CrTPs).

d. Additional Documents

i. DPO Officer certified by NPC

ii. Valid Nationat Privacy Commission Certiticate or Officiat

Receipt as proof of renewat for CY 2024.
iii. The bidder must have the fottowing certifications/

credentials:
1. Three (3) SecOpsTechnicalCredentials

2. Three (3) Professionat Ctoud Architect

3. Seven (7) Professionat Ctoud Developer

4, Ten (10) Certified Ctoud Digital Leader

IV. PROJECT DEVETOPMENT AND DEPTOYMENT DURATION

The contract duration shatt be twetve (12) months commencing on the date of

execution. Throughout the contract period, the service provider shall maintain a

cottaborative partnership with the Quezon City Information Technotogy

Development Department's cybersecurity team.

While on-site visits are not a contractua[ requirement, the service provider is

committed to regutar engagement with the Quezon City Locat Government Unit and

relevant departments. This engagement wilI encompass meetings, workshops, and
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other appropriate communication channels to ensure timely updates, support, and

alignment with the City's rybersecurity strategic objectives.

Proiect Implementatlon Plan

Prolect Timetine: Twelve months or 365 catendal days

Q1 Q2 Q3

Activity!2345679910
Planning and Preparation

Q4

LT L2

Data Ingestion and Normalization

Rule Creation and Alerting

Integration and Ptaybook Development

MSSP + Secops Capabitity Building,

V. APPROVEDBUDGETCOST

The Approved Budget for this Contract (ABC) amounts to Twenty One Miltion

Pesos (P2L,000,000.00) , inctusive of Value-Added Tax (VAT).

VI. DELIVERYANDPAYMENTSCHEDUTE

The project shatt be paid on the schedule indicated below:

Descrlption Deliverables
schedule of

Dellvery
MITESTONE 1
. Payment equivatent to 50% of the contract

amount shalt be made upon Conduct of
Proiect Kick-ofi and submission of Proiect
Inception Report

Conduct of Project Kick-ot{, and

Submission of Project Inception
Report

Within Fifteen (15)
calendar days upon
receipt of notice to

Proceed (NTP)

MILESTONE 2
. Payment equivatent to 20% otthe contract

amount shat[ be made upon Submission of
Prool o{ the Deployment and Comptetion of
Provisioning, Instattation, Conf iguration and

Testing of Security Command Center (QC

SCC) Enterprise Software License, Incident

Prool of Delivery of Quezon City
Security Command Center (QC

SCC) Enterprise Softwaro License
Completion of Provisioning,
Installation, Configuration and
Testing ol Security Command

within Ninety (90)
calendar days

upon receipt of notice
to Proceed (NTP)

'p-

Ongoing MonitorinE and Refinement

Continuous Improvement and

Expansion

Incident Response Retainer
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Response Retainer Access, and MSSP

accomplishments.
Center (QC SCC) EnterPrise
Software License
Proof of Incident Response
Retainer Access (Service

Agreement/ Contract)
Security Posture and Vulnerability
Assessment Re rts

MILESTONE 3
. Payment equivalent to 20% ofthe contract

amount shat[ be made upon the conduct ol
Training, Knowledge Transfer, and

Submission of Proiect Comptetion

Document.

Trainings/ Workshops (SCC and
Sec0ps Capability-Buitdin$
Conduct ol Knowledge Transler

Within One Hundred
Eighty (180) catendar
days upon receipt of

notice to Proceed
(NTP)

}ITLESTONE 4
. Payment equivalent to 10% o{ the contract

amount shall be made upon Submission of
Pro Com etion Documents.

Submission ol Proiect ComPletion
Documents

Within Three Sixty
(360) calendar days

upon receipt ol notice
to Proceed (NTP)

Detivery must be in Quezon city Government, Quezon City Hatt compound, Eulptlcal

Road, Dillman, Quezon Clty, Metro Manila.

VII. BASIS OF PAYMENT

Upon the QC-ITDD's officiat verification or confirmation of the successful

deptoyment, imptementation, or detivery of a completed mitestone, the QC - ITDD

witt authorize the futt payment of the corresponding milestone perce, as stipulated

in thE DELIVERY AND PAYMENT SCHEDULE.

VIII. PENALTIES FOR BREACH OF CONTRACT

Failure to detiver the services according to the standards and requirements set

by the City shatt constitute an offense and shatt subject the Contractor to penalties

and/or tiquidated damages pursuant to RA 9L84 and its revised Implementing Rules

and Regu[ations.

IX. CANCELLATION OR TERMINATION OF CONTRACT

The guidetines contained in RA 9L84 and its revised IRR shalt be fottowed in the

termination of any service contract. In the event the City terminated the Contract

due to defautt insolvency, or for cause, it may enter negotiated procurement

pursuant to section 53 (d) of Rn 9184 and its IRR.

Approved by:

@/,il
PAUL RENE S. PADILLA
Head, QC-ITDD
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REPUBLIC OF THE PHIIIPPINES

qUEZON CITY

INFORMATION TECHNOTOGY

DEVELOPMENT DEPARTMENT

COST DERIVATION
CYBERSECURITY SYSTEM

iri

Item
No.

1

ITEM DESCRIPTION'SPECIFICATION UNIT QTY UNIT COST TOTAL COST

SECURITY COMMAND CENTER - Enteryrlse License 1 4,200,000.00 4,200,000.00

Multi-Cloud Covorage (GCP, AWS, Azure)
Cloud Secuirty Posture Msnag€mer
Cloud Workload Protecllon Program
Cloud Socurity Compliance
Cloud Attack Path Slmulation
Cloud Mrtual Red Toaming
Cloud lnfrastruclure as Code (l8C) validation
Cloud lnlrastruclure Entitlement Monitoring
Enterprise Sccurity Operations,
Thr€at delection & lnvestigation
Response cepabilities with case management and automat€d playbooks
lr{€grated Cloud lhreat intelligence
lntegratod Al summarization of reporls
lT service managemer{ platform ir egralion

MSSP + Socops Capability-Buildlng Lot 1 ?t 1,8@,000.00 1't,800,000.00
Cloud Web Security Scenning
Cloud lnfra Organizatlon Policy cunont state review and implementatlon.
Cloud Resource Hierarchy review and changesnmplemeriation.
Cloud IAM policy rsview and chsnges/implemenlalion.
Cloud Network revi€w 8nd changes/implementation.
Oata and Slorage review and security posturB improvement
Compute engine review and security posture improvemenl.
Backup and DR reviewrecommondations
Load balancer rsvie and Cloud Armor rules
recommendetions/implemsntalion.
Kubemetes setup rsview and secudty recommandations/implementation for
poslure impmvement.
Security Management and Optimization yvith 24fll365 monitoring and
managemenl of secudty threats.
Securiv Posture Assessments
Comprehensive training programs to efiectively utilize the Securtty
Commdnd Center.

LGU lntemal s (SecOps) CaDability-Buildinq
lncldent Retainer Units 40 ?125,0@.00 5,000,000.00

Dlgltal forensics, log. and malwere analysis support
lncident r€mediation assistance
Provide technologles to p€rform further in depth investiggUon.
All wofl( aclivities vyill be podomed without day and time restricttons.
lncidenl R€sponse Servico Status Reporling
lncider Response Service Final Report technical document.
lncider( Response SeMce Executive Brioting
Reallocation of unusgd units to other expertiso on demand servic€s, such as
red leaming or cyber security training.

TOTAL: PHP 21,000,(x)0.00

2

3

Note: Mark-up inclusion: Provlsion for lnflation, VAT, City Tax, Allowable COA percentage prollt for suppliers, Foreign Exchange Rate & Bid
document fees;

Terms of Payment: Milestone payment (1-year Contract)
Dellvery Period : Milestone Delivery (1-year Contract)

';:l[,m,;,,., Noted bv:ruru
PAUL REI{f5, PADILLA

Head, ITDD
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