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Preface

These Philippine Bidding Documents (PBDs) for the procurement of Goods

through Competitive Bidding have been prepared by the Government of the Philippines
for use by any branch, constitutional commission or office, agency, department, bureau,

offrce, or instrumentality of the Govemment of the Philippines, National Govemment
Agencies, including Govemment-Owned and/or Controlled Corporations, Government
Financing Institutions, State Universities and Colleges, and Local Government Unit'
The procedures and practices presented in this document have been developed through

broad experience, and are for mandatory use in projects that are financed in whole or in
part by the Govemment of the Philippines or any foreign government/foreign or
intemational financing institution in accordance with the provisions of the 2016 revised
Implementing Rules and Regulations of Republic Act No. 9184.

The Bidding Documents shall clearly and adequately define, among others: (i)
the objectives, scope, and expected outputs and/or results of the proposed contract or
Framework Agreement, as the case may be; (ii) the eligibility requirements of Bidders;
(iii) the expected contract or Framework Agreement duration, the estimated quantity in
the case of procurement of goods, delivery schedule and/or time frame; and (iv) the

obligations, duties, and/or functions of the winning bidder.

Care should be taken to check the relevance ofthe provisions ofthe PBDs against

the requirements of the specific Goods to be procured. If duplication of a subject is

inevitable in other sections ofthe document prepared by the Procuring Entity, care must

be exercised to avoid contradictions between clauses dealing with the same matter.

Moreover, each section is prepared with notes intended only as information for
the Procuring Entity or the person drafting the Bidding Documents. They shall not be

included in the final documents. The following general directions should be observed

when using the documents:

a. All the documents listed in the Table of Contents are normally required
for the procurement of Goods. However, they should be adapted as

necessary to the circumstances of the particular Procurement Project.

Specific details, such as the "name ofthe Procuring Entity" and"address

for bid submission," should be fumished in the Instructions to Bidders,
Bid Data Sheet, and Special Conditions of Contract. The final documents
should contain neither blank spaces nor options.

This Preface and the footnotes or notes in italics included in the Invitation
to Bid, Bid Data Sheet, General Conditions of Contract, Special
Conditions of Contract, Schedule of Requirements, and Specifi cations are

not part of the text of the final document, although they contain
instructions that the Procuring Entity should strictly follow.

The cover should be modified as required to identifu the Bidding
Documents as to the Procurement Project, Project Identification Number,
and Procuring Entity, in addition to the date ofissue.
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e Modifications for specific Procurement Project details should be provided
in the Special Conditions of Contract as amendments to the Conditions of
Contract. For easy completion, whenever reference has to be made to
specific clauses in the Bid Data Sheet or Special Conditions of Contract,
these terms shall be printed in bold typeface on Sections I (Instructions to
Bidders) and III (General Conditions of Contract), respectively.

For guidelines on the use of Bidding Forms and the procurement of
Foreign-Assisted Projects, these will be covered by a separate issuance of
the Government Procurement Policy Board.
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Glossary of Acronyms, Terms, and
Abbreviations

ABC - Approved Budget for the Contract.

BAC Bids and Awards Committee.

Bid - A signed offer or proposal to undertake a contract submitted by a bidder in response to
and in consonance with the requirements of the bidding documents. Also referred to as

Proposal and Tender. (2016 revised IRR, Section 5 [c])

Bidder - Refers to a contractor, manufacturer, supplier, distributor and/or consultant who
submits a bid in response to the requirements of the Bidding Documents. (2016 revised IRR,
Section 5[d])

Bidding Documents - The documents issued by the Procuring Entity as the bases for bids,
fumishing all information necessary for a prospective bidder to prepare a bid for the Goods,

Infrastructure Projects, and/or Consulting Services required by the Procuring Entity. (2016

revised IRR, Section 5[e])

BIR Bureau of Internal Revenue.

BSP - Bangko Sentral ng Pilipinas

Consulting Services - Refer to services for Infrastructure Projects and other types ofprojects
or activities ofthe GOP requiring adequate external technical and professional expertise that
are beyond the capability and/or capacity ofthe GOP to undertake such as, but not limited to:
(i) advisory and review services; (ii) pre-investment or feasibility studies; (iii) design; (iv)
construction supervision; (v) management and related services; and (vi) other technical services

or special studies. (2016 revised IRR, Section 5[i])

CDA - Cooperative Development Authority

Contract - Refers to the agreement entered into between the Procuring Entity and the Supplier
or Manufacturer or Distributor or Service Provider for procurcment of Goods and Services;

Contractor for Procurement of Infrastructure Projects; or Consultant or Consulting Firm for
Procurement of Consulting Services; as the case may be, as recorded in the Contract Form
signed by the parties, including all attachments and appendices thereto and all documents
incorporated by relerence therein.

CIF - Cost Insurance and Freight.

CIP - Carriage and Insurance Paid.

CPI - Consumer Price Index.

DDP - Refers to the quoted price of the Goods, which means "delivered duty paid."

DTI Department of Trade and Industry.

EXW - Ex works.

FCA - "Free Carrier" shipping point.

FOB - "Free on Board" shipping point.
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Foreign-funded Procurement or Foreign-Assisted Project- Refers to procurement whose

funding source is from a foreign govemment, foreign or intemational financing institution as

specifred in the Treaty or Intemational or Executive Agreement. (2016 revised IRR, Section

stbl).

Framework Agrcement - Refers to a written agreement between a procuring entity and a

supplier or service provider that identifies the terms and conditions, under which specific

purchases, otherwise known as "Call-Offs," are made for the duration ofthe agrcement. It is in

the nature of an option contract between the procuring entity and the bidder(s) granting the

procuring entity the option to either place an order for any of the goods or services identified
in the Framework Agreement List or not buy at all, within a minimum period of one (1) year

to a maximum period of three (3) years. (GPPB Resolution No. 27-2019)

GFI - Govemment Financial Institution

GOCC - Govemment-owned and/or -+ontrolled corporation.

Goods - Refer to all items, supplies, materials and general support services, except Consulting
Services and Infrastructure Projects, which may be needed in the transaction of public
businesses or in the pursuit ofany govemment undertaking, project or activity, whether in the

nature of equipment, fumiture, stationery, materials for construction, or personal property of
any kind, including non-personal or contractual services such as the repair and maintenance of
equipment and fumiture, as well as trucking, hauling, janitorial, security, and related or
analogous services, as well as procurement of materials and supplies provided by the Procuring
Entity for such services. The term "related" or "analogous services" shall includc, but is not

limited to, lease or purchase of offtce space, media advertisements, health maintenance

services, and other services essential to the operation of the Procuring Entity. (2016 revised
IRR, Section 5[r])

GOP - Govemment of the Philippines.

GPPB - Govemment Procurement Policy Board.

INCOTERMS - Intemational Commercial Terms.

Infrastructure Projects - lnclude the construction, improvement, rehabilitation, demolition,
repair, restoration or maintenance of roads and bridges, railways, airports, seaports,

communication facilities, civil works components of information technology projects,

inigation, flood control and drainage, water supply, sanitation, sewerage and solid waste

management systems, shore protection, energy/power and electrification facilities, national
buildings, school buildings, hospital buildings, and other related construction projects of the

government. Also referred to as civil worl<s or worl<s. (2016 revised IRR, Section 5[u])

LGUs - Local Government Units.

NFCC - Net Financial Contracting Capacity.

NGA - National Govemment Agency.

PhiIGEPS - Philippine Govemment Electronic Procurement System

Procurcmcnt Project - refers to a specific or identified procuremcnt covcring goods,

infrastructure project or consulting services. A Procurement Project shall be described,

detailed, and scheduled in the Project Procurement Management Plan preparcd by the agency

which shall be consolidated in the procuring entity's Annual Procurement Plan. (GPPB Circular
No.06-2019 dated l7 July 2019)
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SEC - Securities and Exchange Commission

SLCC - Single Largest Completed Contract.

Supplier - refers to a citizen, or any corporate body or commercial company duly organized

and registered under the laws where it is established, habitually established in business and

engaged in the manufacture or sale of the merchandise or performance of thc general services

covered by his bid. (Item 3.8 of GPPB Resolution No. 13-2019, dated23 May 2019). Supplier

as used in these Bidding Documents may likewise refer to a distributor, manufacturer'

contractor, or consultant.

UN - United Nations
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Section I. Invitation to Bid
Notes on the Invitation to Bid
The Invitation to Bid (lB) provides information that enables potential Bidders to decidc
whether to participate in the procurement at hand. The IB shall be posted in accordance with
Section 21.2 of the 2016 revised IRR of RA No. 9184.
Apart from the essential items listed in the Bidding Documents, the IB should also indicate

the following:
a. The date of avaitability of the Bidding Documents, which shall be from the time the

IB is first advertised/posted until the deadline for the submission and receipt ofbids;
b. The place where the Bidding Documents may be acquired or the wcbsite wherc it

may be downloaded;
c. The deadline for the submission and receipt of bids; and

d. Any important bid evaluation ci,lteia (e.g., the application ofa margin ofpreference
in bid evaluation).

The IB should be incorporated in the Bidding Documents. Thc information contained in the

IB must conform to the Bidding Documents and in particular to the relevant information in
the Bid Data Sheet.
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Section II. Instractions to Bidders

Notes on the Instructions to Bidders

This Section on the Instruction to Bidders (ITB) provides the information necessary for
bidders to prepare responsive bids, in accordance with the requirements of the Procuring
Entity. It also provides information on bid submission, eligibility check, opening and

evaluation ofbids, post-qualification, and on the award ofcontract.
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l. Scope ofBid

The Procuring Entity, Quezon City Local Government wtsftes to receive Bids for the

SUPPLY, INSTALLATION, TESTING AND COMMISSIONING OF QUEZON
CITY CYBERSECURITY SYSTEM (PHASE 2) FORTHE YEAR2025 (EARLY
PROCUREMENT ACTMTY) with identification number ITDD -25-lT -0129. '

[Note: The Project ldentification Number is assigned by the Procuring Entity based on

its own coding scheme and is not the same as the PhiIGEPS reference number, which
is generated after the posting of the bid opportunity on the PhiIGEPS website.J

The Procurement Project (referred to herein as "Project") is composed of One (l) item,
the details of which are described in Section VII (Technical Specifications).

2. Funding Information

2.1. the GOP through the source of funding as indicated below for 2025 in the

amount of TWENTY ONE MILLION PESOS AND 00/100 ONLY,
(Php21,000,000.00).

2.2. The source of funding is:

a. LGUs, the proposed Local Expenditure Program

3. BiddingRequirements

The Bidding for the Project shall be govemed by all the provisions ofRA No. 9184 and

its 2016 revised IRR, including its Generic Procurement Manuals and associated
policies, rules and regulations as the primary source thereof, while the herein clauses

shall serve as the secondary source thereof.

Any amendments made to the IRR and other GPPB issuances shall be applicable only
to the ongoing posting, advertisement, or IB by the BAC through the issuancc of a
supplemental or bid bulletin.

lhe Biddcr, by the act of submitting its Bid, shall be deemed to have verified and
accepted the general requirements of this Project, including other factors that may affect
the cost, duration and execution or implementation ofthe contract, project, or work and
examine all instructions, forms, terms, and project requirements in the Bidding
Documents.

4. Corrupt, Fraudulent, Collusive, and Coercive Practices

The Procuring Entity, as well as the Bidders and Suppliers, shall observe the highest
standard of ethics during the procurement and execution of the contract. They or
through an agent shall not engage in corrupt, fraudulent, collusive, coercive, and

obstructive practices defined under Annex "I" ofthe 2016 revised IRR ofRA No. 9184
or other integrity violations in competing for the Project.

5. Eligible Bidders

5.1 . Only Bids of Bidders found to be legally, technically, and financially capable
will be evaluated.

Foreign ownership exceeding those allowed under the rules may participate
pursuant to:

t2
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5.3

5.4.

When a Treaty or International or Executive Agreement as

provided in Section 4 ofthe RA No. 9184 and its 2016 revised IRR
allow foreign bidders to participate;

ll. Citizens, corporations, or associations ofa country, included in the

list issued by the GPPB, the laws or regulations of which grant
reciprocal rights or privileges to citizens, corporations, or
associations of the Philippines;

llr. When the Goods sought to be procured are no1 available from local
suppliers; or

lv When there is a need to prevent situations that defeat competition
or restrain trade.

Pursuant to Section 23.4.1.3 of the 2016 revised IRR of RA No.9184, the Bidder
shall have an SLCC that is at least one (l) contract similar to the Project the

value of which, adjusted to current prices using the PSA's CPI, must be at least

equivalent to:

a. For the procurement of Non-Expendable Suppli-es and Serviccs: l'he
Bidder must have completed a single contract that is similar to this Projcct,
equivalent to at least fifty percent (507o) of the ABC.

The Bidders shall comply with the eligibility criteria under Section 23.4.1 of the
2016IRR ofRA No. 9184.

6. Origin of Goods

There is no restriction on the origin of goods other than those prohibited by a decision
of the UN Security Council taken under Chapter VII ofthe Charter of the UN, subject
to Domestic Preference requirements under ITB Clause 18.

7. Subcontracts

7.1 The Bidder may subconftact portions of the Project to the extent allowed by the

Procuring Entity as stated herein, but in no case more than twenty percent (20%o)

of the Project.

The Procuring Entity has prescribed that: Subconlracting is not allowed

8. Pre-Bid Conference

The Procuring Entity will hold a pre-bid conference for this Project on the specified
date and time and either at its physical address and/or through videoconferencing as

indicated in paragraph 6 of the IB.

9. Clarification and Amendment of Bidding Documents

Prospective bidders may request for clarification on and/or interpretation ofany part of
the Bidding Documents. Such requests must be in writing and received by thc
Procuring Entity, either at its given address or through electronic mail indicated in the

)
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IB, at least ten (10) calendar days before the deadline set for the submission and receipt
of Bids.

10. Documents comprising the Bid: Eligibility and Technical Components

10.1. The first envelope shall contain the eligibility and technical documents of the

Bid as specifred in Section VIII (Checklist of Technical and Financial
Documents).

10.2. The Bidder's SLCC as indicated in ITB Clause 5.3 should have been completed
within the last three (3) years prior to the deadline for the submission and receipt
of bids.

10.3. If the eligibility requirements or statements, the bids, and all other documents
for submission to the BAC are in foreign language olher than English, it must
be accompanied by a translation in English, which shall be authenticated by the

appropriate Philippine foreign service establishment, post, or the equivalent
office having jurisdiction over the foreign bidder's affairs in the Philippines.
Similar to the required authentication above, for Contracting Parties to the
Apostille Convention, only the translated documents shall be authenticated
through an Apostille pursuant to GPPB Resolution No. 13-2019 dated 23 May
2019. The English translation shall govem, for purposes of interpretation of the

bid.

11. Documents comprising the Bid: Financial Component

11.1 The second bid envelope shall contain the financial documents for the Bid as

specified in Section VIII (Checklist ofTechnical and Financial Documents).

tl.2. If the Bidder claims preference as a Domestic Bidder or Domestic Entity, a
certification issued by DTI shall be provided by the Bidder in accordancc with
Section 43.1.3 of the 2016 revised IRR ofRA No. 9184.

11.3. Any bid exceeding the ABC indicated in paragraph 1 of the IB shall no1 be
accepted.

11.4. For Foreign-funded Procurement, a ceiling may be applied to bid prices
provided the conditions are met under Section 31.2 ofthe 2016 revised IRR of
RANo.9l84.

12. Bid Prices

12.1. Prices indicated on the Price Schedule shall bc entered separately in the
following manner:

For Goods offered from within the Procuring Entity's countrya

t The price of the Goods quoted EXW (ex-works, ex-factory, ex-
warehouse, ex-shou,room, or off-the-shelf, as applicable);

The cost of all customs duties and sales and other taxcs already
paid or payable;

The cost of hansportation, insurance, and other costs incidental to
delivery of the Goods to their final destination; ald

u.

lu.
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iv. The price ofother (incidental) services, ifany, listed in e.

b. For Goods offered from abroad:

Unless otherwise stated in the BDS, the price of the Goods shall
be quoted delivered duty paid (DDP) with the place of destination
in the Philippines as specified in the BDS. In quoting the price,
the Bidder shall be free to use transportation through carriers
registered in any eligible country. Similarly, the Bidder may
obtain insurance services from any eligible source country.

11. The price of other (incidental) services, if any, as listed in Scction
VII (Technical Specifications).

13. Bid and Payment Currencies

13.1. For Goods that the Bidder will supply from outside the Philippines, the bid
prices may be quoted in the local currency or tradeable currency accepted by the

BSP at the discretion of the Bidder. However, for purposes of bid evaluation,
Bids denominated in foreign currencies, shall be converted to Philippine
currency based on the exchange rate as published in the BSP referencc rate

bulletin on the day ofthe bid opening.

13.2. Payment of the contract price shall be made in:

a. Philippine Pesos.

14. Bid Security

14.1. The Bidder shall submit a Bid Securing Declarationl or any form of Bid Security
in the amount indicated in the BDS, which shall be not less than the percentage

of the ABC in accordance with the schedule in the BDS.

74.2. The Bid and bid security ir no case shall exceed One Hundred Twenty (120)

calendar days from the date of opening of bids, unless duly extended by the
bidder upon the request of the Head of the Procuring Enlrly (HoPE) of the

Quezon City Local Government. Any Bid not accompanied by an acceptable
bid security shall be rejected by the Procuring Entity as non-responsive.

15. Sealing and Marking of Bids

Each Bidder shall submit one copy ofthe first and second components of its Bid.

The Procuring Entity may request additional hard copies and./or elcctronic copies ofthe
Bid. Flowever, failure of the Bidders to comply with the said rcquest shall not be a
gound for disqualifi cation.

If the Procuring Entity allows the submission ofbids through online submission or any

other electronic means, the Bidder shall submit an electronic copy of its Bid, which
must be digitally signed. An electronic copy that cannot be opened or is comrpted shall
be considered non-responsive and, thus, automatically disqualified.

I [n the case of Framework Agreement, the u[dertaking shall refer to entering into coni?ct with the Procuring Entity and
fumishing ofthe pedo.mance security or the performance securing declaration within ten (10) calendar days from receipt of
Notice to Execute Framework Agreement.
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16. Deadline for Submission of Bids

16.1. The Bidders shall submit on the specified date and time through manual
submission as indicated in paragraph 7 ofthe IB.

17. Opening and Preliminary Examination of Bids

17.1. The BAC shall open the Bids in public at the time, on the date, and at the place
specified in paragraph 9 ofthe IB. The Bidders' representatives who are prescnt
shall sign a register evidencing their attendance. In case vidcoconferencing,
webcasting or other similar technologies will be used, attendancc ofparticipants
shall likewise be recorded by the BAC Secretariat.

In case the Bids carurot be opened as scheduled due to justifiable reasons, the
rescheduling requirements under Section 29 ofthe 2016 revised IRR of RA No.
9184 shall prevail.

17.2. Tt'rc preliminary examination of bids shall be govemed by Section 30 of the
2016 revised IRR ofRA No. 9184.

18. Domestic Preference

18.1. The Procuring Entity will grant a margin of preference for the purpose of
comparison of Bids in accordance with Section 43.1.2 of the 2016 revised IRR
of RANo.9184.

19. Detailed Evaluation and Comparison of Bids

19.1. The Procuring BAC shall immediately conduct a dctailed evaluation of all Bids
rated "passed," using non-discretionary pass/fail criteria. The BAC shall
consider the conditions in the evaluation of Bids under Seclion 32.2 of the 2016
revised IRR ofRA No. 9184.

19.2. If the Project allows partial bids, bidders may submit a proposal on any of the
lots or items, and evaluation will be undertaken on a per lot or item basis, as the
case maybe. In this case, the Bid Security as required by ITB Clause 15 shall be

submitted for each lot or item separately.

19.3. The descriptions ofthe lots or items shall be indicated in Section VII (Technical
Specifications), although the ABCs of these lots or items are indicated in the
BDS for purposes of the NFCC computation pursuant to Section 23.4.2.6 of the
2016 revised IRR of RA No. 9184. The NFCC must be sufficient for the total
of the ABCs for all the lots or items participated in by the prospective Bidder.

19.4. llhe Project shall be awarded as follows:

One Project having several items that shall be awarded as one contract

Except for bidders submitting a committed Line of Credit from a Universal or
Commercial Bank in lieu of its NFCC computation, all Bids must includc the
NFCC computation pursuant to Section 23.4.1.4 ofthe 2016 revised IRR of RA
No. 9184, which must be sufficient for the total of the ABCS for all the lots or
items participated in by the prospective Bidder. For bidders submitting the
committed Line of Credit, it must be at least equal 10 ten percent (10%) of thc
ABCs for all the lots or items participated in by the prospective Biddcr.

t6

19.5.



20. Post-Qualification

20.1. Within a non-extendible period of five (5) calendar days from receipt by the

Bidder of the notice from the BAC that it submitted the Lowest Calculatcd Bid,
the Bidder shall submit its latest income and business tax retums filed and paid

through the BIR Electronic Filing and Payment System (eFPS) and othcr
appropriate licenses and permits required by law and stated in the BDS.

21. Signing ofthe Contract

21.1. The documents required in Section 3'1.2 of the 2016 revised IRR of RA No.
9184 shall form part of the Contract. Additional Contract documents arc

indicated in the BDS.
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Section III. Bid Data Sheet

Notes on the Bid Data Sheet

The Bid Data Sheet (BDS) consists of provisions that supplement, amend, or specify in
detail, information, or requirements included in the ITB found in Section II, which are

specific to each procurement.

This Section is intended to assist the Procuring Entity in providing the specific informalion
in relation to corresponding clauses in the ITB and has to be prepared for each specific
procurement.

The Procuring Entity should specify in the BDS information and requirements specific to
the circumstances of the Procuring Entity, the processing of the procurement, and the bid
evaluation criteria that will apply to the Bids. In preparing the BDS, the following aspects

should be checked:

Information that specifies and complements provisions of the ITB must be
incorporated.

a.

b. Amendments and/or supplements, ifany, to provisions ofthe ITB as necessitated by
the circumstances of the specific procurement, must also be incorporated.
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Bid Data Sheet
ITB

Clause
5.3 For this purpose, contracts similar to the Project shall be

a. A single contract sirnilar to lhe items lo be bid and must be at least Jifty
percent (50%) of the ABC.

b. Completed within the last three (3) years prior to the deadline for the
submission and receipt ofbids substantially in a FORM prescribcd by thc
QC-BAC-GOODS AND SERVICES, must be accompanied by a copy
of Certilicate of Acceptance by the end-user or OIIiciaI Receipt (O.R)
or Sales Invoice (S.I.) issued for the Contract.

7.1 Subcontracting is not allowed.

t2 The price of the Goods shall be quotedDDP within Quezon City or the applicable
Intemational Commercial Terms (INCOTERMS) for this Project.

14.1 The bid security shall be in the form ofa Bid Securing Declaration, or any of the
following forms and amounts:

a. The amount of not less than Php420,000.00 or equivalent to two percent (2olo)

ofABC if bid security is in cash, cashier'Vmanager's check, bank
draff/guarantee or irrevocable letter ofcredit; or

b. The amount ofnot less than Phpf,050,000.00'or equivalent to five percent (5%)
of ABC if bid security is in Surety Bond.

19.3

19.3 [In case the Project will be awarded by lot, list the grouping of lots by
specifying the group title, items, and the quantity for every identified lot, and the
corresponding ABC for each lot.l

[In case the project will be awarfud by item, list each item indicdting its quantity
and ABC.I

20.2 List of required licenses and permits relevant to the Project and the
corresponding law requiring it.

. No additional Requirements

21.2 Additional required documents relevant to the Project that are required by
existing laws and/or the Procuring Entity.

o Noaarized Amdavit ofUndertaking (with project number and project iitle) stating
compliance to the following:

a. The service provider must be in the sam€ industry as per their SEC filing for
at least ten (10) iears.

b. The service provider must be an operational company for at least ten (10) years.

c. The service provider must haye satisfactorily implemented a similar projcct
"testing and commissioning a cybersecurity system for Quezon City LCU"
within the lastone (l) year.'

d. The Principal Service Provider must have at least 15 years of experience in
incident response and forensic investigations related to cyber security across
various countries and verticals.

e. The Principal Service Provider must have a global team ofconsultants of300
or more dedicated to incident response and compromised assessment. '

f The Principal Service Provider must have a global team of incident
investigators located in at least 20 countries. '

/

l9



g. l}lc Principal Service Provider must have its own Thrcat Intcl Toam ofat lcast
200'or more cyber threat intelligence analysts genemting markct leading intel.'

h. The Principal Service Provider must have deep knowledge of aftack
methodologics, background, objectivcs, targct countries/verticals categorized
by specific APTgroups.

i. Thc Principal Service Providcr must be rated a Lcader in lncident Responsc by
lorrcstcr Wavc (Ql 2022).

j. The Principal Servicc Provider must bc ratcd a l,cadcr in llxtcmal Thrcat
Intclligence Services by lrorrester Wave (Q3 2023). -

Copy of Valid and Current Registration Certificate from thc National Privacy
Commission or Official Reccipt as proof of renewal lor CY 2024

The scrvicc providcr must havc a PREMIER/highcst lcvel partncrship ccrtilicate.
The biddcr will bc required to submit an appropriatc Partncrship Lcvcl
ccrtification from its associated Principal Scrvice Providcr.

Th€ service providcr must bc a Partner Advantagc Sccops Rcscllcr. Thc biddcr
will be required to submit an appropriatc documcnt or proof from its associatcd
Principal Scrvice Provider.

Ccrtilicatc of Satisfactory/Completion Scrvicc from at lcast onc (l) client that the
bidder has succcssfully implemcnted the following requircd solution listcd.

Organizational Chart for thc project (with project numbcr and projcct titlc) '

List of Manpower Requiremcnts (with projcct number and projcct titlc) '
Bidder must submil the following as supporting documents for the List of Manpower
Requirements:

D Copy of curriculum yitde or any equitalenl for all proposed team members,
highlighting lheir relevqnl experience in inl[ormqtion systems and cyber
securily prqctices

D Copy o{Certificatiorl/s / Credentials required per nanpower

a. One (l) Projcct Managcr '

i. At least four (4) years expcrience in managing I'l'rslated projccts;
solutioning of cyber security thrcats.

ii. Graduate ofany 4-year computcr course or I'l'relatcd coursc.
iii. Must have a certificatc on Cloud Digital-t-eadcr or a connectcd

Project Managemcnt discipline.
b. One (l) Security Engineer

i. At lcast threc (3) years cxpcrience in solving cybcr sccurity threats.
ii. Graduate of any 4-year computcr course or I'l related coursc.
iii. Must have arcertificate on Professional Cloud Sccurity Dngineer or a

connected Cybersecurity discipline.
c. At I-east Two (2) tncident Response Specialists/ Experts from thc P ncipal

Scrvicc Providcr
i. Experience with cybcrsecurity tools: Familiarity with network tralfic

analyzers, cndpoint protection solutions, intrusion detcction systcms,
and security information and cvent management (SIEM) systems.

ii. Mastcry of various opcrating systems: Dcmonstrated expertise in
Windows, Linux, and macOs. -

iii. In-dcpth comprehension of cybcrsccurity principlcs: Including
prolicicncy in network sccurity, cndpoint sccurity, cloud sccurity,
threat intelligence, and digital forcnsics. .

iv. Substantial hands-on expcricnce in incidcnl rcsponse: I)emonsfatcd
ability to handle a varicty of cyberattacks, including data brcachcs,
ransomware, and malware infections. .

v. lixperience with threat intelligcncc: A solid understanding of thrcat
actors, tactics, techniques, and proccdures (1'1Ps). .

d. Data Protcction Officer (DPO) ccrtificd by the National Privacy Commission
(NPC)

c. 'Ihrce (3) SecOps 1'echnical Credcntials
f. Three (3) Professional Cloud Architect
g. Scvcn (7) Professional Cloud Dcveloper
h. ]'cn (10) Certified Cloud Digital l,eader

)
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Section IV. Generol Conditions of Contract

Notes on the General Conditions of Contract

'l'hc General Conditions of Contracl (GCC) in this Scction, rcad in conjunclion with thc
Spccial Conditions ofContract in Section V and othcr documents listcd thcrcin, should bc a
completc document expressing all the rights and obligations of thc partics.

Mattcrs govcming performance of the Supplicr, payments undcr thc contracl, or mattcrs
affccting thc risks, rights, and obligations of thc partics under thc contract arc includcd in
thc GCC and Special Conditions of Contract.

Any complcmcntary information, which may be necded, shall bc introduced only tkough
thc Special Conditions of Contract.
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1. Scope ofContract

'l'his Contract shall includc all such items, although not spccifically mcntioncd, that can
bc rcasonably inferrcd as bcing rcquired for its complction as if such itcms were
cxprcssly mentioned hcrcin. All the provisions of RA No. 9184 and its 2016 rcviscd
IRR, including the Gencric Procurement Manual, and associatcd issuanccs, constitulc
thc primary source for the tcrms and conditions of the Contract, and thus, applicable in
contract implementation. Ilcrcin clauses shall scrvc as the secondary sourcc for the
tcrms and conditions of thc Contract.

'l'his is without prejudicc to Sections 74.1 and74.2 ol thc 2016 rcviscd IRI{ of ItA No.
9184 allowing the GPPB to amend the IRR, which shall be applied to all procurement
activilies, the advertisemcnt, posting, or invitation of which wcrc issucd after thc
cffcctivity of the said amcndment.

Additional requiremenls for the complction of this Contract shall bc provided in thc
Spccial Conditions of Contract (SCC).

2. Advance Payment and Terms ofPayment

2.1. Advance paymcnt of the contract amount is provided under Anncx "D" of thc
rcvised 2016 IRR ofRA No. 9184.

2.2. 'Ihe Procuring IJntity is allowed to detcrminc thc terms of paymcnt on thc partial
or staggered dclivcry of the Goods procurcd, providcd such partial paymcnt
shall correspond to thc value of the goods dclivcred and acceplcd in accordance
with prevailing accounting and auditing rulcs and regulations. 'l'hc tcrms of
payment are indicatcd in the SCC.

3. PerformanceSecurity

Within tcn (10) calcndar days from receipt of thc Noticc of Award by thc llidder from
thc Procuring Entity but in no case later than prior to thc signing of thc Contracl by both
partics, the successful Biddcr shall furnish the pcrformancc sccurily in any of the forms
prcscribed in Section 39 ofthc 2016 reviscd IRR ofRA No. 9184.

4. Inspection and Tests

'l'hc Procuring Ilntity or i1s reprcsentativc shall havc thc right to inspcct and/or to tcst
thc Goods to confirm thcir conformity to the Projcct spccifications at no cxlra cost to
thc Procuring Enlity in accordance with the Gcncric Procurement Manual. In addition
10 tcsts in the SCC, Scction IV (Tcchnical Spccifications) shall spccify what
inspcclions and/or tcsts thc Procuring Entity rcquircs, and whcrc thcy are to be
conducted. The Procuring lintity shall notify the Supplier in writing, in a timely
manncr, ofthe identity ofany representatives retained for thesc purposcs.

All rcasonablc facilitics and assistance for thc inspection and tcsting of Goods,
including access to drawings and production data, shall bc providcd by thc Supplicr to
thc authorized inspeclors at no charge to the Procuring Enlity.

5. Warranty

6. l. In order to assurc that manufacturing dclccts shall be corrcctcd by thc Supplicr,
a warranty shall bc rcquired fiom the Supplier as providcd undcr Scction 62.1
of thc 2016 rcviscd II{R of RA No. 9184.
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6.2 Thc Procuring llnlily shall promptly notifu the Supplicr in writing of any claims

arising under this warranty. Upon rcccipt of such noticc, the Supplicr shall,

rcpair or replacc the dcfective Goods or parts thcrcof without cost to thc

Procuring Entity, pusuant to the Gencric Procurcmcnt Manual.

6. Liability of the Supplier

'l'he Supplier's liability under this Contract shall bc as providcd by the laws of thc
Rcpublic of thc Philippincs.

If thc Supplier is a joint venture, all partners to the joint vcnturc shall be jointly and

scverally liablc to thc Procuring Entity.
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Section V. Special Conditions of Contract

Notes on the Special Conditions of Contract

Similar to the BDS, thc clauses in this Scction are intendcd to assist thc Procuring llntily in
providing contract-spccific information in rclation 1o corrcsponding clauscs in thc GCC
found in Seclion IV.

'l'hc Spccial Conditions of Contract (SCC) complement the GCC, specilying contractual
requircmenls linked to thc special circumstances of thc Procuring Entily, thc Procuring
Iintity's country, thc scctor, and the Goods purchascd. In prcparing this Scction, thc
following aspccts should bc checked:

a. Information that complements provisions of thc GCC must be incorporatcd

b. Amcndmcnts and/or supplcmcnts to provisions of thc GCC as necessitalcd by thc
circumstanccs of thc spccific purchasc, must also bc incorporatcd.

Ilowcvcr, no special condition which defcats or negates thc gcneral intent and purpose of
thc provisions ofthc GCC should bc incorporated hercin.
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GCC
Clausc

I

S ecial Conditions of Contract

llislhereanyadditionalrequirements/orlhecompletionofthisContract.I.he
following requirements and the corresponding provisions may be deleted,
amended, or retained depending on its applicability to this Conlracl:J

Dclivery and Documcnts -
For purposes of thc Contract, "EXW," "IOl]," 'TCA," "CIF," "CIP," "DDP"
and othcr trade tcrms uscd to describc thc obligations ofthc partics shall have
the meanings assigncd to them by the currcnt edition of INCOTIII{MS
publishcd by thc Intcmational Chambcr of Commerce, Paris. 'l'hc Dclivery
tcrms of this Contract shall be as follows:

ll,-or Goods suppliedfrom abroad, state:1"'l'hc delivery terms applicablc to thc
Contract arc DDP dclivcred findicate place ofdeslination). In accordance with
INCOTE,RMS."

I lror Goods supplied from within the Philippines, stdte:l "'l'hc dclivcry terms
applicablc to this Contract arc delivcrcd lindicate place of deslinalionl. Rjsk
and title will pass from the Supplier to the Procuring Entity upon rcccipt and
final acceptancc of thc Goods at their final dcstination."

Delivery of thc Goods shall be madc by thc Supplicr in accordancc with thc
tcrms specified in Scction VI (Schedulc of Rcquircmcnts).

Ior purposes of this Clause the Procuring lintity's Representativc at thc Project
Silc is [indicate name(s)].

Incidental Scrviccs -
'l'hc Supplier is rcquircd to providc all of thc following scrviccs, including
additional services, if any, specificd in Scction VL Schcdulc of I{cquiremcnts:
Select appropriole requirements and delele the rest.

a. pcrformancc or supcrvision of on-sitc assembly and/or start-up of
the supplicd Goods;

b. fumishing of tools required lor asscmbly and/or maintenancc of thc
supplicd Goods;

c. fumishing of a detailed operations and maintenance manual for each
appropriatc unit ofthe supplicd Goods;

d. performance or supervision or maintcnance and/or rcpair of the
supplied Goods, for a period of timc agreed by thc partics, providcd
that this scrvicc shall not rclicvc thc Supplicr of any warranty
obligations under this ContracU and

training of thc Procuring Ilntity's pcrsonnel, at thc Supplier's plant
and/or on-sitc, in assembly, start-up, operation, maintcnancc, and./or
repair ofthc supplicd Goods.

[Specify additional incidenlal service requiremenls, as needed. f
'l'hc Contract pricc for the Goods shall include thc priccs chargcd by thc
Supplier for incidental services and shall no1 cxcccd the prevailing ratcs chargcd
to other parties by the Supplier for similar scrviccs.

c

f.
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Sparc Parts -
'l'hc Supplier is rcquircd to provide all ofthc following matcrials, notifications,
and information pertaining to spare parts manufactured or distributcd by the

Supplier:

Select appropriate requirements and delete the rest

a. such spare parts as the Procuring Entity may elect to purchasc from thc
Supplier, providcd that this election shall not relieve thc Supplicr of any

warranty obligations under this Contract; and

b. in the event of termination ofproduction ofthc spare parts:

advancc notificalion 1o thc Procuring Ilntity of thc pending
termination, in sufficient timc to pcrmit thc Procuring L,ntity to
procurc necdcd requirements; and

following such termination, fumishing at no cost to thc Procuring
Entity, the blueprints, drawings, and specifications of the spare

pans, if rcqucsted.

'l'he spare parts and other componcnts rcquircd arc lislcd in Scction VI
(Schcdule of Rcquircmcnts) and the cost thereof are includcd in thc contracl
price.

'fhc Supplier shall carry sufficient invcntorics to assurc cx-stock supply o[
consumablc sparc parts or components for thc Goods for a pcriod of lindicote
here the time period specified. If not used indicale a time period of lhree times
the warranty periodl.

Spare parts or componcnts shall be supplicd as promptly as possiblc, but in any
casc, within finsert appropriate time period) months ofplacing thc ordcr.

Packaging -
'l'he Supplier shall providc such packaging ofthe Goods as is rcquircd to prevcnt
thcir damagc or dctcrioration during triursit to their final dcstination, as

indicaled in this Contract. The packaging shall be sufficicnt to withstand,
without limitation, rough handling during transit and exposurc to cxtremc
tcmpcratures, salt and prccipitation during transit, and opcn storagc. Packaging
casc size and wcights shall take into considcration, whcrc appropriate, thc
rcmolcncss of thc Goods' final dcstination and the abscncc of hcavy handling
facilities at all points in transit.

1'he packaging, marking, and documentation within and outsidc thc packages
shall comply strictly with such special rcquirements as shall bc cxprcssly
provided for in thc Contract, including additional requiremcnts, ifany, specified
below, and in any subscquent instructions ordcred by the Procuring lintity.

'l'hc outer packaging must be clearly markcd on a1 lcast four (4) sidcs as follows:

Name of thc Procuring I intily
Name of the Supplicr

ll
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Contract Dcscription
Final Destination
Gross wcight
Any special lifting instructions
Any special handling instructions
Any relcvant HAZCI IEM classifications

A packaging list identifying the contcnts and quantitics ofthc packagc is to bc

placed on an accessible point ofthc outer packaging ifpractical. Ifnot practical

the packaging list is to be placcd inside thc outer packaging bu1 outside the

secondary packaging.

Transportation -
Where thc Supplier is required under Contract to deliver the Goods CIF, CIP,

or DDP, transport ofthc Goods to the port of destination or such othcr namcd
place of dcstination in the Philippines, as shall be spccificd in this Contract,
shall be arranged and paid for by the Supplicr, and thc cost thcrcol shall bc

includcd in thc Contract Pricc.

Whcre the Supplier is required under this Contract to transport thc Goods 1o a

specificd placc ofdcstination within the Philippines, dcfincd as thc Projcct Sitc,

transport to such placc ofdestination in thc Philippincs, including insurancc and

storagc, as shall be spccified in this Contract, shall be arrangcd by thc Supplicr,
and relatcd costs shall bc includcd in the contract pricc.

2.2

4

Where the Supplier is rcquired under Contract to delivcr thc Goods CIIi, CIP or
DDP, Goods are to be transported on carricrs of Philippine rcgistry. In thc evcnt
that no carrier of Philippine registry is availablc, Goods may bc shippcd by a
carrier which is not ofPhilippinc rcgistry provided that thc Supplicr obtains and

presents to the Procuring linlity ccrtification to this cffcot from thc nearcst

Philippinc consulatc to the port of dispatch. In thc cvcnt that carricrs of
Philippinc registry are availablc but their schedule dclays the Supplicr in its
pcrformancc of this Contract the period from whcn thc Goods wcrc first rcady
for shipmcnt and thc actual datc of shipmcnt the pcriod of dclay will bc
considered forcc majcurc.

The Procuring Entity accepts no liability for thc damagc ofGoods during transit
other than those prescribed by INCOTERMS for DDP dcliverics. In thc casc

of Goods supplied from within the Philippincs or supplied by domcstic
Suppliers risk and titlc will not bc dccmcd to have passcd to thc Procuring llntity
until thcir rcceipt and final acccptance at thc final destination.

lntellectual Property Rights -
'l'hc Supplier shall indcmniff thc Procuring lrntity against all third-party claims
of infringcmcnt ofpatcnt, tradcmark, or induslrial design rights arising lrom uso

of thc Goods or any part thereof.

[If partial payment is allowed, state.] "Thc tcrms ofpaymcnt shall bc as follows

'l'hc inspcctions and tcsts that will bc conductcd arc: Producl
Presentation/Demonslration/Site Inspection, if applicable.
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Section VI. Schedule of Requirements
PROJECT NAME: SUPPLY, INSTALLATION, TESTING AND

COMMISSIONING OF QUEZON CITY CYBER SECURITY SYSTEM
(PHASE 2) FOR TIIE YEAR 2025 (EARLY PROCUREMENT ACTIVITY)

PROIECT NO. ITDD-25 -rr -0129
The delivery schedule expressed as weeks/months stipulates hereafter a delivery date which is

the date of delivery to the project site.

Item
Numbcr

Description
Unit
of

Issuc
Quantity

Dclivered,
Weeks /
Months

1 SUPPLY, INSTALLATION, TESTING, AND COMMISSIONING OF

QUEZON CITY CYBERSECURITY SYSTEM. PHASE 2

Quezon City Local Government has been recogrized for its
best practices in digital transformation, providing efficient
and modern public services to its constituents and the
citizens of the Philippines.

Like any other city, Quezon City handles sensitive
information, such as citizens' personal details, financial data,
and other confidential records, which must be safeguarded
against unauthorized access.
Given the complex information systems and the
interconnection ofvarious offices and departments within
Quezon City LGU, the city seeks to engage a qualified third-
party service provider. This provider will design and
implement a cybersecurity solution that is efficient,
comprehensive, and secure.

As cyberattacks grow more frequent and sophisticated, they
present significant risks to the city's infrastructure, disrupt
essential services, and result in financial losses. Therefore, it
is essential to implement effective rybersecurity measures to
prevent these attacks and mitigate their potential impact.
Cybersecurity is critical for Quezon City to safeguard
sensitive data, avert cyberattacks, comply with regulatory
requirements, and uphold its reputation.

PROJECT SCOPE OF WORK:

The service provider shall deliver the followine:

a. Security Command Center - Enterprise License
i.Multi-Cloud Coverage (GCP, AWS, Azure)
ii.Cloud Security Posture Management
iii.Cloud Workload Protection Program
iv.Cloud Security Compliance
v.Cloud Attack Path Simulation
vi.Cloud Virtual Red Teaming
vii.Cloud lnfrastructure as Code (laC) validation
viii.Cloud lnfrastructure Entitlement Monitoring

ix. Enterprise Security Operations,
1. Threat detection
2. lnvestigation
3. Response capabilities with case management and

automated playbooks
x. lntegrated Cloud threat intelligence

LOT 1

Within
Three

Hundred
Sixty (350)
Calendar

Days
Upon

Issuance
of Notice

to Proceed

Schedule of Requiremeflts Psge 7 oI5

)
2t



xi. lntegrated Al summarization of reports
xii. lT service management platform integration

b. MSSP + SecOps Capability-Building
i. The service provider will conduct bi-monthly web

scans on 60+ web applications to identify
vulnerabilities and protect web assets.

1. Web scanning must be performed bi-monthly utilizing
the Cloud Web Security Scanner.

ii. The service provider will collaborate with QC-ITDD
and deliver the following plans:

1. Cloud lnfra Organization Policy current state review
and implementation.

2. Cloud Resource Hierarchy review and
changes/implementation.

3. Cloud IAM policy review and
changes/implementation.

4. Cloud Network ieview and changes/implementation.
5. Data and Storage review and security posture

improvement
6. Compute engine review and security posture

irhprovement.
7. Backup and DR revieMrecommendations
8. Load balancer review and Cloud Armor rules

recommendations/implementation.
9. Kubemetes setup review and security

recommendations/implementation for posture

improvement.
iii. The service provider will implement the following:

1. Security Management and Optimization:24171365 '
monitoring and management of security threats.
lmplement and improve security policies to comply
with relevant standards. Keep systems up{o-date with
security patches to minimize vulnerabilities.

2. Security Posture Assessments: ldentify vulnerabilities,
remediate, continuously refine security strategy and

adapt to evolving threats. .

iv. The service provider will deliver comprehensive
training programs to equip QC-ITDD's cybersecurity
personnel with the knowledge and skills necessary to
effectively utilize the Security Command Center.
These training sessions cover a wide range of topics,
including platform navigation, configuration options,
alert management, and best practices.

v. The Service Provider will provide the following
capacity-building initiatives:

1 . To assist in the creation of a dedicated Security
Operations (SecOps) team within the Quezon City
Local Government (QC-LGU).

2. To provide comprehensive training and
knowledge transfer to the newly formed SecOps
team, ensuring their proficiency in cybersecurity
practices.

3. Evaluate existing security procedures and
knowledge base to identify areas for
improvement.

Schedule of Requirenetts Pqge 2 of 5
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4. Create new security procedures and knowledge
base entries to address identified gaps and

enhance the team's caPabilities.
c. lncident Response Retainer (40 Units)
The Principal Service Provider shall deliver the following

i. Computer security incident response support
ii. Digital forensics, log, and malware analysis support
iii. lncidentremediationassistance
iv. Respond to requests within a maximum of four (4)

hours

VI

On scope agreement, an lncident Response Lead will

be assigned within twenty-four (24) hours
Ability to provide technologies to perform further in
depth investigation.
All work activities will be performed without day and
time restrictions.
The following Deliverables may be produced for
lncident Response Services:

1. lncident Response Service Status Reporting -
During the engagement, the Principal Service Provider
will provide weekly status reporting that will summarize
activities completed, key engagement statistics, issues

requiring attention and plans for the next reporting
period.
2. lncident Response Service Final Report - Upon

completion of any lncident Response Service
engagement, The Principal Service Provider will provide

a detailed final report covering the engagement
activities, results and recommendations for remediation
in a written detailed technical document.
3. lncident Response Service Executive Briefing -

Upon completion of any lncident Response Service
engagement and as required to inform senior executives

or board level members, the Principal Service Provider
will provide an executive brief that summarizes
engagement results and recommendations in executive
format.
ix. Any unused IRR units at the end of the year may

be reallocated to other expertise on demand
services, such as red teaming and tabletop
exercises.

v

vlll
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Delivery and Payment Schedule

***a,ith attached Teins of Relerence which will form an mtegral pa ol this biddi g

docttment**

Description Deliverables
Schedule of

Delivery
MILESTONE 1

. Payment
equivalent to 50% of the
contract amount shall be
made upon Conduct of
Poect Kick-off and
submission of Project
lnception Report

. Conduct of
Project Kick-off, and
. Submission

of Project lnception
Report

Wthin
Fifteen (15)

calendar
days upon
receipt of
notice to
Proceed
(NTP)

MILESTONE2
. Payment

equivalent to 20% of the
contract amount shall be
made upon Submission of
Proof of the Deployment
and Completion of
Provisioning, lnstallation,
Configuration and Testing
of Security Command
Center (QC SCC)
Enterprise Software
License, lncident
Response Retainer
Access, and MSSP
accomplishments.

. Proof of
Delivery of Quezon
City Security
Command Center
(OC SCC) Enterprise
Software License
. Completion

of Provisioning,
lnstallation,
Configuration and
Testing of Security
Command Center
(OC SCC) Enterprise
Software License
. Proof of

lncident Response
Retainer Access
(Service AgreemenU
Contract)
. Security

Posture and
Vulnerability
Assessment Reports

Within
Ninety (90)
calendar

days upon
receipt of
notice to
Proceed

(NTP)

iit NE3
. Payment

equivalent to 20% of
the contract amount
shall be made upon the
Conduct of Training,
Knowledge Transfer,
and Submission of
Project Completion
Document.

. Trainings/
Workshops (SCC
and Secops
Capability-Building)

. Conduct of
Knowledge
Transfer

Within One
Hundred

Eighty (180)
calendar

days upon
receipt of
notice to
Proceed
(NTP)

MILESTONE 4
Payment
equivalent to 10%
of the contract
amount shall be
made upon
Submission of
Project
Completion
Documents.

. Submission of
Pro,ect Completion
Documents

Within
Three Sixty

(360)
calendar

days upon
receipt of
notice to
Proceed

(NTP)

Schedule of Requireneflts Page 4 oI5
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I hereby certify to comply and deliver all the above requirements

Name:

Legal Capacity:

Signature:

Duly authorized to sign the Bid for and behalf of:

Schedule of Requirclnents Page 5 of 5
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Section VII. Technical SpeciJications

Notcs for Prcparing thc Tcchnical Spccifications

A sct ofprecise and clear specifications is a prercquisite for Bidders to rcsPond realistically
and competitivcly to the requircments of the Procuring Entity without qualifying thcir Bids.

ln thc contcxt of Competitivc Ilidding, thc specifications (e.g productior/dclivery schedulc,

manpower requircments, and aftcr-salcs scrvice/parts, dcscriptions ofthc lots or itcms) must

bc preparcd to permit the widest possiblc compctition and, at thc same timc, prcscnt a clcar

statcmcnt of the requircd standards of workmanship, materials, and pcrformancc of thc

goods and scrviccs to be procured. Only ifthis is done will thc objectivcs of transparency,

cquity, efficicncy, faimess, and cconomy in procurcmcnt bc rcalizcd, rcsponsivcncss ofbids
bccnsurcd,andthcsubscquenttaskofbidcvaluationandposl-qualificationfacilitatcd.'l'hc
spccifications should requirc thal all items, matcrials and accessorics to be included or
incorporatcd in thc goods bc ncw, unused, and ofthe most rcccnt or currcnt models, and that

thcy include or incorporate all reccnt improvements in design and materials unless othcrwisc
provided in the Contract.

Samples of specifications from prcvious similar procurcmcnts are uscful in this rcspcct. 'l'hc

usc of mctric units is encouragcd. Dcpending on thc complexity of thc goods and thc

rcpctitivcness ofthe type ofprocuement, it may be advantageous to standardize thc Gcncral
'l'cchnical Specifications and incorporate them in a separate subsection. Thc General
'l'cchnical Spccifications should covcr all classes of workmanship, materials, and cquipmcnl
commonly involvcd in manufacturing similar goods. Dclctions or addcnda should thcn

adapt the Gcneral 'fechnical Specifications to the particular procurcment.

Carc must bc takcn in drafting spccifications to ensurc that thcy arc not rcstrictivc. In thc

spccification ofstandards for cquipment, materials, and workmanship, rccognized Philippinc
and intemational standards should be uscd as much as possiblc. Whcrc othcr particular
standards arc uscd, whcthcr national standards or other standards, the spccifications should

statc that cquipmcnt, matcrials, and workmanship that mcct othcr authoritativc standards,

and which cnsure a1 leasl a subslantially cqual quality than the standards mentioncd, will
also be acceptable. Thc following clause may be inserted in thc Special Conditions of
Contract or the lcchnical Specifications.

Samplc Clause: Equivalcncy of Standards and Codcs

Wherevcr rcfcrencc is madc in thc 'l'echnical Spccifications to spccific standards and codcs

to bc mct by thc goods and matcrials to bc fumishcd or tcsted, thc provisions of the latcst
odition or revision of thc relcvant standards and codcs shall apply, unless othcrwisc
cxpressly stated in the Contract. Where such standards and codcs arc national or rclate to a
particular country or region, othcr authoritative standards that cnsurc substantial cquivalcncc
1o the standards and codcs specificd will bc acccptable.

Rcfcrencc to brand name and catalogue number should be avoidcd as far as possiblc; whcrc
unavoidablc thcy should always bc followed by thc words "or at least equivalenl."
Rcferenccs to brand namcs cannot bc uscd when the funding sourcc is thc GOP.

Whcre appropriatc, drawings, including site plans as required, may bc fumishcd by thc
Procuring llntity with thc Bidding Documents. Similarly, thc Supplicr may be rcqucsted to
provide drawings or samplcs eithcr with its Bid or for prior revicw by the Procuring Iintity
during contracl cxecution.

llidders arc also rcquired, as part of the tcchnical spccifications, to complctc thcir statcmcnt
of com liance demonstrat how thc itcms with the s cificationI
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Technical Specifications
PROJECT NAME: SUPPLY INSTALLATION, TESTING AND

COMMISSIONING OF QUEZON CITY CYBER SECURITY SYSTEM
(PHASE 2) FOR THE YEAR 2025 (EARLY PROCUREMENT ACTIVITY)

PROIECT NO. ITDD-25 -lT -0129

Item Specification Statement of Compliance

[Bidders musl slale here eilher "Comply" or "Not

Comply" against each of the nd.ividual porameters of
each Specilcalion slating the corresponding
perlormonce paraneler of the equpment offered-

Stalemenls of "Couply" or "Not Comply" must be

supported by evidence in o Biddefi Bid and cross'
referenced to lhal eeidence. Evidence shall be in the

Jorm of manufacturer's un-o ended sales lileralure,
uncondilional stalements of specilcation and

compliance issued by lhe manufacturer, samples,

independenl lest data elc., as approPriate. A slalemeht
that is nol supported by evidence or is subsequenlly

found to be contradicted by the evidence presenledwill
rcnder the Bid under e,tolualion liable for rejection. A

slolement either in the Bidder's stoleme of conpliance
or the supporting evidence that is Iound to be false
either during Bid evaluation, posl-qualificalron ot lhe

execulion of the Cont.act moy be regarded as

fraudulent and render the Bidder or supplier liable lor
proseculion Mbject lo the applicable laws and
issuances.]

A. 1. SUPPLY, INSTALLATION, TESTING, AND
COMMISSIONING OF QUEZON CITY CYBERSECURITY
SYSTEM - PHASE 2

Quezon City Local Government has been recognized for its
best practices in digital transformation, Providing efficient and

modern public services to its constituents and the citizens of
the Philippines.

Like any other city, Quezon City handles sensitive
information, such as citizens' personal details, financial data,

and other confidential records, which must be safeguarded
against unauthorized access.

Given the complex information systems and the
interconnection ofvarious offices and departments within
Quezon City LGU, the city seeks to engage a qualified third-
party service provider. This provider will design and
implement a cybersecurity solution that is emcient,
comprehensive, and secure.

As cyberattacks grow more frequent and sophisticated, they
present significant risks to the city's infTastructure, disrupt
essential services, and result in financial losses. Therefore, it is
essential to implement effective cybersecurity measures to
prevent these attacks and mifigate their potential impact.

Cybersecurity is critical for Quezon City to safeguard
sensitive data, avert cyberattack, comply witJl regulatory
requirements, and uphold its reputation.

PRO.IECT SCOPE OF WORK:

The service providcr shsll deliver thc followins:

A. Security Command Center - Enterprise
License

xvI
xviii
xix
xx

Multi-Cloud Coverage (GCP, AWS, Azure)

Cloud Security Posture Management

Cloud Workload Protection Program

Cloud Security Compliance

Techaical Specifications Psge 7 ol5
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xiv. Cloud Attack Path Simulation

xv. Cloud Virtual Red Teaming

xvi. Cloud lnfrastructure as Code (lac) validation

xvii. Cloud lnfrastructure EntitlementMonitoring

xviii. Enterprise Security Operations,

1. Threat detection

2. lnvestigation
3. Response capabilities with case

management and automated playbooks

xix. lntegrated Cloud threat intelligence

xx. lntegrated Al summarization of reports

xxi. lT service management platform integration

B. MsSP + secops capability-Building

xxii. The service provider will conduct bi-monthly
web scans on 60+ web applications to identify
vulnerabilities and protect web assets,

1 . Web scanning must be performed bF

monthly utilizing the Cloud Web Security Scanner.

xxiii. The service provider will collaborate with

OC-ITDD and deliver the following plans:

1 . Cloud lnfra Organization Policy current
state review and implementation.

2. Cloud Resource Hierarchy review and
changes/implementation.

3. Cloud IAM policy review and
changes/implementation.

4. Cloud Network review and
changes/implementation.

5. Data and Storage review and security
posture improvement

6. Compute engine review and security
posture improvement.

7 . Backup and DR revieWrecommendations

8. Load balancer review and Cloud Armor
rules recommendations/implementation.

9. Kubernetes setup review and security
recommendations/implementation for posture

improvement.

xxiv. The service provider will implement the
following:

1 . Security Management and Optimization:
24171365 monitoring and management of security
threats. lmplement and improve security policies to

comply with relevant standards. Keep systems up-to-
date with security patches to minimize vulnerabilities.

2. Security Posture Assessments: ldentify
vulnerabilities, remediate, continuously refine security
strategy and adapt to evolving threats.

xxv. The service provider will deliver
comprehensive training programs to equip OC-ITDD's
cybersecurity personnel with the knowledge and skills
necessary to effectively utilize the Security Command
Center. These training sessions cover a wide range
of topics, including platform navigation, configuration
options, alert management, and best practices.

xxvi. The Service Provider will provide the
following capacity-building initiatives:

1 . To assist in the creation of a dedicated
Security Operations (SecOps) team within the
Quezon City Local Government (OC-LGU).

2. To provide comprehensive training and
knowl e transfer to the newly formed SecOps

)3
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team, ensuring their proficiency in cybersecurity
practices.

3. Evaluate existing security procedures and
knowledge base to identify areas for
improvement.

4. Create new security procedures and

knowledge base entries to address identified
gaps and enhance the team's capabilities.

c. lncident Rosponse Retainer (40

Units)

The Principal Service Provider shall deliver the
following:
i. Computer security incident response

support
ii. Digital forensics, log, and malware analysis

support
iii. lncidentremediationassistance
iv. Respond to requests within a maximum of
four (4) hours
v. On scope agreement, an lncident
Response Lead will be assigned within twenty-four
(24) hours
vi. Ability to provide technologies to perform

further in depth investigation.
vii. All work activities will be performed without
day and time restrictions.
viii. The following Deliverables may be
produced for lncident Response Services:

1. lncident Response Service Status Reporting -
During the engagement, the Principal Service Provider
will provide weekly status reporting that will summarize
activities completed, key engagement statistics, issues
requiring attention and plans for the next reporting
period.

2. lncident Response Service Final Report - Upon
completion of any lncident Response Service
engagement, The Principal Service Provider will provide

a detailed final report covering the engagement activities,
results and recommendations for remediation in a written

detailed technical document.
3. lncident Response Service Executive Briefing -

Upon completion of any lncident Response Service
engagement and as required to inform senior executives
or board level members, the Principal Service Provider
will provide an executive brief that summarizes
engagement results and recommendations in executive
format.

ix. Any unused IRR units at the end of the year

may be reallocated to other expertise on demand
services, such as red teaming and tabletop
exercises.

Techaical Specilications Page 3 of 5
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Description Deliverables
Schedule

ofDelivery
MILESTONE 1

. Payment
equivalent to 50% of
the contract amount
shall be made uPon
Conduct of Project
Kick-off and
submission of
Project lnception
Report

.Conduct of
Project Kick-off,
and

Submission of
Project
lnception Report

Within
Fifteen (15)

calendar days
upon receipt
of notice to

Proceed
(NTP)

MILESTONE 2
Payment equivalent
to 20olo of the
contract amount
shall be made upon
submission of Proof
of the Deployment
and Completion of
Provisioning,
lnstallation,
Conliguration and
Testing of Security
Command Center
(oc scc)
Enterprise Software
License, lncident
Response Retainer
Access, and MSSP
accomPlishments.

. Proof of
Delivery of
Quezon City
Security
Command Center
(oc scc)
Enterprise
Software License
. Completi

on of
Provisioning,
lnstallation,
Configuration and
Testing of
Security
Command Center
(oc scc)
Enterprise
Software License
r Proof of

lncident
Response
Retainer Access
(Service
AgreemenU
Contract)
Security Posture

and Vulnerability
Assessment
Re rts

Vvithin
Ninety (90)
calendar

days upon
receipt of
nolice to
Proceed

(NTP)

MIL ONE 3
. Payment

equivalent to 20016 of
the contract amount
shall be made upon
the Conduct of
Training, Knowledge
Transfer, and
Submission of Project
Completion
Document.

. Trainingy
Workshops
(SCC and
Secops
Capability-
Building)

. Conduct of
Knowledge
Transfer

Wthin
one Hundred
Eighty (180)

calendar
days upon
receipt of
notice to
Proceed
(NTP)

MILESTONE 4
. Payment equivalent
to 1 0olo of the
contracl amount
shall be made upon
Submission of
Project Completion
Documents.

Submission
of Project
Completion
Oocuments

Wthin
Three Sixty

(360)
calendar

days upon
receipt of
notice to
Proceed
(NTP)

Delivery and Payment Schedule

**"with attacfud Terms of Reference which will form
an integral part of this bidrling document"""

B Compliance to the Schedule of Rcquircments
Section

Technical Specifications Page 4 of 5
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I hereby certify to comply and deliver all the above requirements

Duly authorized to sign the Bid for and behalf of:

Name:

Legal Capacity:

Signature:

Techrical Specifications Page 5 of 5
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COST DERIVATION
PROJECT NAME: SUPPLY, INSTALLATION, TESTING AND

COMMISSIONING OF QUEZON CITY CYBER SECURITY SYSTEM
(PHASE 2) FOR THE YEAR 2025 (EARJ-Y PROCUREMENT ACTIVITY)

PROJECT NO. ITDD-2s-IT -0129

Item
Number

Description
Unit of
Issue Quantity

Delivere4 Weeks /
Months

I

SECURITY COMMAND CENTER - Enterprise

Multi-Cloud Coverage (GCP, AWS, Azure)

Cloud Security Posture Management

Cloud Workload Protection Program
Cloud Security Complisnce
Cloud Attack Path Sirnulation
Cloud Virtual Red Teaning
Cloud lnfrastructure as Code (laC) validation
Cloud IDfrastrucnrro Entidement Monitoring
Enterprise Security Operations,
Thre€t detection & lnvestigation
Response capabilities with case management and

automated pla),books

IntegBted Cloud tbreat intelligence
htegrated Al suEmarization of rsPorts

IT service latform inte

License 1

2

MSSP + Secops Capability-Building
Cloud Web Security Scandng
Cloud lnfra Organization Policy current state review and

implemeutation.
Cloud Resource Hierarchy review and

changevimplementation.
Cloud IAM policy review and changes/implementation.

Cloud Network review and changes/implementation.

Data and Storage review and security poshre improvement

Compute engitre review and security posture improvement.

Backup and DR reviedrecommendations
Load balancer review and Cloud Armor rules

recommendatiors/implemontation.
Kubemetes setup review and security

recommendationVimpleEetrtation for posh[e

improvement.
Security Management and Optinizatiot with 24171365

monitoritrg and management of security throats.

Security Posture Assessments
Comprehensive training progrdms to effectively utilize the

Securiry Command Center.

QC LGU Intemal Security Operations (SecOps)

C

Lot I

3

Incident Response Retainer
Computer sscurity irocident respoDse support
Digital forensics, log, and malware analysis support
Ircident remodiation assistance

Provide technologies to perform further ia depth
investigation.
All work activities will be performed without day and tine
restrictioDs.
hcident Response Service St8tus Reportitrg
Incident Rosponse Service Final RePort technical
docurnent.
Incident Response Service Executive Briefing
Reallocation of unused units to other expertise on demand

services, such as red or secun

Unit 40

:t************:****

Cost Derioed Page 7 of 7
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Section VIII. Checklist of Technical and
Financial Documents

Notes on the Checklist of Technical and Financial Documents

Thc prescribed documents in thc checklist are mandatory to be submitted in the Bid, but shall

be subject to the following:

a. GPPB Resolution No. 09-2020 on the efficient procurement measures during a State

of Calamity or other similar issuanccs that shall allow thc use of altematc documents

in lieu of the mandated rcquirements; or

b. Any subsequent GPPB issuances adjusting the documentary requirements afler thc

cffectivity of the adoption ofthe PBDs.

The BAC shall be checking the submitted documents of each Biddcr against this checklist

to ascertain ifthey are all present, using a non-discretionary "pass/fail" criterion pursuant to

Section 30 of the 2016 revised IRR ofRA No. 9184.
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Checklist of Technical and Financial Documents
I. TECHNICAL COMPONE,NT E,NVELOPE

Class "A" Documenls
Legal Dogurnenllr

(a) Valid PhiIGEPS Registration Ccrtificatc (Platinum Mcmbership) (all pagcs)

in accordancc with Scction 8.5.2 of thc Il{R;

7'echnical Documenls

(b) Statemcnt ofthe prospcctivc biddcr ofall its ongoing govcrnmcnt and private

contracts, including contracts awardcd but not yc1 sta(cd, if any, whethcr

similar or no1 similar in nature and complexity to thc contract to be bid (in a

FORM prcscribcd by thc QC-BAC-GOODS AND SERVICES); and
(c) Statement of the bidder's Single Largcst Completcd Contract (S[.CC) similar

to the contract to bc bid, except under conditions providcd lor in Scctions

23.4.1.3 and 23.4.2.4 of thc 2016 reviscd IRR of RA No.9184, within the

relcvant period as provided in thc tlidding Documents (in a FORM prcscribcd

by thc QC-BAC-GOODS AND SERVICES); and
(d) Original copy of Bid Security. If in the form ola Surcty Bond, submit also a

certification issued by the Insurance Commission;
or

! (c)
Original copy ofNotarizcd Bid Securing Declaration; and
Conformity with Section VL (Schedulc of ltcquircmcnts) and Scction VII.
(Tcchnical Specifi cations), which may includc production/dclivcry schcdulc,

manpowcr requircmcnts, and/or aftcr-salcVparts, if applicablc; 4!
Original duly signcd Omnibus Sworn Statemcnt (OSS);

and if applicablc, Original Notarizcd Secrctary's Ce(ificats in case of a

corporation, pa(nership, or cooperativc; or Original Spccial Powcr of
Attorncy of all mcmbcrs of the joint vcnturc giving full power and authority
to its officcr to sign thc OSS and do acts to rcprcscnt thc Biddcr.

!(0

Iiinancial Documenls
(g) Thc prospcctivc biddcr's computation ofNet Iiinancial Contracting Capacity

(NFCC) (in a FORM prescribcd by thc QC-BAC-GOODS ANI)
SERVICES);
or
A committed l,inc of Credit from a Universal or Commcrcial llank in licu of
its NFCC computation.

Closs "8" Documenls
(h) If applicable, a duly signcd joint vcnture agrcemcnt (JVA) in casc the joint

vcnturc is alrcady in cxistcnce;
or
duly notarized statemcnts from all the potential joint vcnturc partners stating
that they will entcr into and abide by thc provisions ofthe JVA in thc instancc

thal the bid is succcsslul.

Other docume ntary resuirements under RA No. 9184 hs apolicable)
(i) 11,-or foreign bidders claiming by reason of their country's extension of

reciprocal righls to F-ilipinosl Ccrtification from the rclevant govcrnment
officc of thcir country stating that Filipinos are allowcd to participatc in
govcmment procurcmcnt activitics for the same item or product.

0) Certification from thc D'l'l if thc Bidder claims prcfercncc as a I)omcstic
Biddcr or Domcstic lintity.

II. FINANCIAL COMPONN,NT ENVELOPE
tr (a) Original ofduly signcd and accomplishcd Financial Ilid F-orm;

tr (b) Original ofduly signcd and accomplished Price Schcdule(s); and

5 (c) Cost l)crivation (For Linc I and Linc 3).
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III. REQUIRED DOCIIMENTS in BDS SECTION 20.2 and 2I'2

Notarized Aflidavit of undertaking (with proiect numb€r and proiect title) stating compliance

to thc following with project title 8nd proiect number.
a. The se,irvice piovider must be iJthe same industry as per their SEC hting for at least tcn (10)

years.

b. the service provider must be an opentional company for at least ten (10) years'

c. The service provider must have satisfactorily implemented a similar project "testing and

commissioning a cybersecurity system for Quezon City LGU" within the last one (l) year'

d. Thc principal Service Provider must have at lcast l5 years ofexperience in incident response

and forensic investigations related to cyber sccurity across various countries and verticals,

e. The Principal Service Providcr must havc a global team of consultants of 300 or more

dedicated to incident response and compromised assessment

f. The principal Service Provider must have a global team ofincident investigators located in

at least 20 countries.
g. The Principal Service Provider must have its own Threat Intel Team of at least 200 or more

cybcr threat intelligence analysts gencrating markct leadirg intel'

h. The erincipal Service Provider must have deep knowledge of attack methodologies,

background, objectives, target countries/verticals categorized by specific APT groups'

i. The Frincipat Service Provider must be rated a Leader in tncident Response by l-orrestcr

Wavc (Ql 2022).
j. The Principal servicc Provider must be rated a Leader in Extemal Threat lntelligence

Services by Forester Wave (Q3 2023).

copy of valid and current Registration certificate from the Natioral Privacy commission or
Official Reccipt as proof of rcnewal tor CY 2024

The seryice provider must have a PREMlER./highest lcvcl partncrship certilicate. The biddcr

will bc required to submit rn appropriate Partncrship l,evcl certilication from its associated

Principal Service Provid€r.

Thc scrvice providcr must bc a Partner Advantage s€cops Rcseller. The bidder will be rcquircd

to submit an appropriate documcnt or proof from its associatcd Principal scrvicc Provider.

certilicate of sstisfactory/complction service from at least one (l) client thst thc bidd€r has

successfully implcmentcd the following required solution listcd.

Organizational Chart for the proiect (with proiect numbcr and project title)

List of Manpower Requirements (with project number and project title)
Bidder must submil the following as supporting documenls for the List of Manpower Requiremenls:

D Copy of curriculum vitae or qny equivolenl for all proposed lean nembers, highlighting

their relsvqnl experience in inlormqlion systems and cyber sectrity prdclices

D Copy of Certificatiort/s / Credentiqls required per manpower

a. Onc (l) Project Manager
i. At least four (4) years' experience in managing IT relatcd Projects; suctioninS, of

cyber security threats.
ii. Graduatc ofany 4-year computer couse or IT relatcd course,

iii. Must have a certificate on Cloud Digital Leader or a connected Project Management

discipline.
b. One (l) Security Engineer

At least thrce (3) years' experience in solving cyber security threats.

Graduate ofany 4-year computer course or lT related course.

Must have a certificate on Professional Cloud Sccurity Engineer or a connected

Cybersecurity discipline.
c. At Least'fwo (2) Incident Response Specialists/ Expcrts fiom the Principal Scrvice Provider

i. Experience with cybersecurity tools: Familiarity with network traffic analyzers,

endpoint protection solutions, intrusion detection systems, and sccurity information
and cvent management (SIEM) systems.

ii. Mastery ofvarious operating systems: Demonstrated expcrtise in Windows, Linux,
and macOS.

iii. In-depth comprchension of cybersecurity principles: Including proficiency in
network security, endpoint security, cloud security, theat intelligence, and digital
forensics.

iv. Substantial hands-on cxperience in incident response: Demonstrated ability to
handle a varicty ofcyberattacks, including data breaches, ransomware, and rnalware
infections.

v. Expcriencc with theat intelligence: A solid understanding of threat actors, tactics,
tcchniques, and procedures (TTPs).

d. Data Protection Officcr (DPO) certified by the National Privacy Commission (NPC)
e. Three (3) SecOps Technical Crcdentials

)
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t Thrce (3) Professional Cloud Architect
g. Seven (7) Professional Cloud Devcloper
h. Ten (10) Ccrtified Cloud Digital Leader
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Note

l. Please refer to

sharing] for the following requirements:
a. Computation of NFCC;
b. List of All Ongoing Contracts/List of Contracts already awarded but not yet

started;
c. Statement of Single Largest Completed Contracl

2. Please refer to GPPB Resolution No. 16-2020 for the following requirements:

a. Bid Form;
b. Price Schedule (for Goods Offered from Abroad/ Within the Philippines)

c. Bid Securing Declaration; and

d. Omnibus Swom Statement

?
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