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TERI/IS OT RETERENCE

WEBSIIE TAINTENANCE, CI.OUD SERVER AIIAINTENANCE. SUBSCRIPIION, AND SUPPORI FOR THE

QUEZOI{ clIY GENDER AND DEVETOPMENT (AC GAD) INTEGRATED MANAGE'I/IENI TNFORiAANON
SYSIEIIII

RATIONAI.E AND BRIEF BACKGROUND

This comprehensive opprooch lo lT monogement encomposses three criticol ospects:
W€b Mointenonce, which focuses on sustoining lhe oplimol funclionolity ond security of
the GAD system; Server Subscripiion. ensuring o relioble ond scoloble hosting
infroslructure lhot odopls 1o evolving dolo ond user requirements: ond Server
Moinlenonce. which guoronlees uninlemrpted system operolion lhrough prooclive issue
resolution ond regulor updotes, sofeguording oplimol heolth ond security. Together,
these elemenis form o robust fromework for susloining ihe effectiveness, efficiency, ond

'securlty of the GAD system's ongoing operotions.

PNOJECT BAC(GR ND AND CONTEXI

a Web Mointenonce:

o Ensures the continued smooth operotion ond pertormonce ot lhe existing GAD
system.

o Addresses bugs, updotes feolures, ond implements securily potches to proiecl
sensilive doto.

o Mqintoins user experience ond system usobility, fostering continued qdoptotion
qnd efficiency.

a Server Subscription:

o Provides relioble ond scoloble hosting infroslructure for the QC Gender ond
Developmenl lnlegroted Monogement lnformoiion System, which lncludes the
Children in Need of Speciol Protection ond lhe Sociol Services Dev@lopmenl
Deporlment

o Accommodotes the growing dolo sloroge needs ond user troffic os the systems
expond ond reoch new ogencies.

o Offers flexibility ond odoptobilily lo scole resources up or down os
needed, optimizing efficiency ond cost.

a Server Mointenonce:

o Guorontees uptime ond ovoilobility of the syslems, minimizing downtime ond
disruption to crilicol dolo occess ond operotions.

o Prooclively identifies ond resolves potenliol server issues before lhey impocl lhe
sysiems' performonce ond occessibility.

o Ensures oplimol system heolth ond securily by opplying updotes ond potches lo
the server infroslruclure.
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III. PROJECT SCOPE OF WORK

The winning bidder/ conhoctor must fulfill oll the requirements ond specificolions stoled
below:

A. Dellvcrobler

lhe proiecl sholl cover the delivery of services for plonning, designing,
development, tesling, deployment, documentolion, lroining ond implemenlotion
of lhe system which includes ihe following:

o. Websile Mointenonce - One (l) yeor Moinlenonce ond Supporl lo
Monogemenl lnformotion System - to ensure thot the System retoins oll full
funclionolity ond conforms to the specificotions, lhe service provider will
fix the bugs for free during the wononty period of One (l ) yeor from the
dote of owording.

b. Cloud Server Subscription for One (l ) yeor

c. Cloud Server Mointenonce for One (l ) yeor

d. Physicol Server Mointenonce for One (l) yeor

B. WEB HOSnNG, TATNTENANCE AND SUPPOnT rOR ONE (l) YEAR

o. Web Hosting Subscription

b. Server Moinlenonce

c. Syslem Mointenonce

d. Securlty Updotes

e. Bug flxes

f. Softwore Updotes

g. Tech support

i. Phone

ii. Emoil

iii. Remole Access Support onylime

iv. Consultotion includes I hours per doy, 5 doys o week, 9om lo 6pm
{Excluding Holidoys)

h. Personnel Assigned

i. One {l ) Accounl Execulive

ii. One (l ) Technicol Personnel - Softwore Engineer

i. 24/7 Server uplime

C. Wcb Ho3flng Sp.clllcollonr:

o. Web Hosting: Eloslic lP (AP-Southeosl I (Singopore), dedicoled server,
dynomic BGP, 1 Mbit/sx l:l PC

b. Relotionol Dolobose SeNice (Dotobose Engine sloroge, MySQL 5.7. single.
generol-enhonced, 2 vCPU 8GB. Ulko high l/O 408)

c. Simple Storoge Services (S3) (Storoge Pockoge 'lTB, lntemel Oulbound
Troffic 5GB)

d. Elostic Cloud Server 2 (XS5, Generol computing, T3 Lorge, 2VCPU 8GB.
Ubunlu 20.04 server 64but, High l/O 40GB)

Pagezof s iP.



Iechnology Verdonllem

20.04 LTSUbuntu ServerOperoting System

8.O.24MySQLDotobose

Nginx 1.n.2Web Server

7.4/8PHPProgromming Longuoge (Bockend)

8LorovelFromework {Bockend)

HTML/CSS/JSProgromming Longuoge (Frontend)

13NexlJSFromework (Frontend)

SOITWARE STAC K

IV. PROJECI SIANDARDS AND REQUIREMENIS

A. illnlmum quo[nco ont ond lequl]emenls lor lhc conhoclol

ln oddition to the oclivities lisled under Port ll of this TOR, lhe Service Provider is olso
expecled to submit/ produce the following reports/ outpufs/ deliverobles when required
by cllent:

l. Directly report to the Ouezon City GAD Office, or its designoted stotf, on lhe plon
of oction ond timing of the deliverobles

2. Complionl to DICT Philippine Governmenl's Cloud First policy (Lotest Version).

3. Ensure thol the quoliiy of the Service Provider sotisfies lhe following:

o. Duly registered business in the Philippines wilh oudited finonciol stotemenls
slorling ol leosi two {2) yeors from the dole of the bidding.

b. The BIDDER sholl be o firm/compony with the following experience ond
quoliflcotions:

i. Musl be operotionol for ol leost five (5) yeors.

ii. Musl hove similor developed softwore with Dotq Monogement System
ond must hove moinloined similor to this projecl within the losl three
(3) yeors producl os Doto Monogement Syslem creoled before.

iii. Must hove o full-lime softwore development teom.

iv. Musl hove o working protoiype relotive 10 the Gender Aworeness ond
Development of lniegroled Monogemenl lnformotion Syslem.

v. The BIDDER must hove successfully compleled, supplied, delivered,
instolled, tesied ond commissioned o dotobonk syslem for o Gender
Aworeness ond Development lntegroted Monogement lnformoiion
System (GAD-IMIS) plotform to o locol governmenl unil (LGU) or
privole sector.

vi. The BIDDER should be registered to lhe Nolionol Privocy Commission.

vii. The BIDDER sholl ensure lhol lhe system sholl obide to Doto Privocy Act
of 2012 ond ensure thot personol informolion is protected.

viii. The BIDDER must provide o volid Doto Universol Numbering Syslem
ossocioted wilh their orgonizolion. This number should be cunent ond
uP to dote.

ix. The BIDDER must hove on office in lhe Philippines.
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c. Hos soltwore deployment copobility in ihe oreo of:

i. Custom-builtopplicolionsoftwore

ii. Assign the necessory Project Teom which sholl be composed of the
followlng:

o Projeci Monoger: Must hove demonslroble experience in hondling
reloled work engogemenls, wilh ol leost one (1) development
projecl reloled to o Doto Monogemenl System or Enlerprise
Resource Plonning. Must hove o five (5) yeor experience on
projecl monog6ment ond hove ol leosl successfully implemenled
o project.

o Busines Anolyst: Must hove ot leost two (2) yeors of experience in
oligning business ond technicol requiremenls lo meet client needs.
Must olso hove experience in monoging ond conducling user
troining.

o Developer: Musl hove ol Ieosl two (2) yeors of experience in web
developing. Must hove demonstroble experience in developing or
customizing o Dolo Monogement Syslem. Musl hove been
involved in similor ond/or reloled service.

o UX Designer: Must hove ot leost two (2) yeors of experience in
designing visuol ond other interoctive elemenls of soflwore. Must
olso hove experience in conducting user tesling

B. Cllcnl/End-urcr Relpomlbl$llet

l. The GAD Council will coordinole with ITDD for lhe provision of lnlernet
conneclion.

2. To request wllh PAISD for the web sub domoin nome or domoin nome

3. The QC GAD lntegroted Monogement lnformolion System (QC GAD-|M|S). olso
known os the'QC VAW Centrolized Dotobonk System," is on inlernol dolobonk
system estoblished ond monoged by lhe QC GAD Council Office. The q/stem
wos nol mode ovoiloble to the generol public, but only to duty-beorec
responding lo the coses of violence ogoinsl women {VAW) ond gender-bosod
violence within ihe city. Thus. the syslem should not be inlegroted into QC E-

SeNices for the protection ond confidentiolily of the sexuolly obused victims.

V, ?TOJECI DURAIION

One (l ) Yeor subscrlpllon ond Mointenonce upon issuonce of ihe Nolice lo Proceed.

VI. AFPROVED BUDGEI TOR IHE CONIRACI

Ihe opproved budget for the controcl (ABC) is One Million Two Hundred Thousond
Pesos Only. (P1,200,000.00).

VII. DASIS Of PAYMENI

Poymeni Terms. Full poymenl upon ociivotion ond subscriplion of server for the
project /controcl.

VIII. PENATIIES TOR BREACH OT CONTRACI

Foilure io deliver the services occording to the stondords ond requiremen'ls set by the
City sholl conslituie on oFfense ond sholl subjecl the Controclor to penollies ond/or
liquidoled domoges pursuont lo RA 9184 ond ils revised lmplemenling Rules ond
Regulotions. Speclfic penolty/ies to be imposed on lhe controctor.

IX. CANCETUNON OR IERIiII{AIION OI CONIRACI

Any terminotion of o service controct sholl odhere to the guidelines ouflined in RA 9184 ond its

revised lmplemenling Rules ond Regulotions. lf the City terminotes the Coniroct due to defoult,
Insolvency. or ony justlfioble couse, it moy proceed wlth negotioted procurement in
occordonce v/iih seclion 53 (d) of RA 9184 ond it's lRR.
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Prepored by:

fu1,a*
Angellro C. Porqllo
Adminislrolive Officer
GAD Council Office

by

R. OVIEDOJ

Heod
GAD Council Offlce

Revlewed ond Endorsed by:

//%/,L
PAUT REl{E S. PADITIA
Heod. QC ITDDp

I/tICHAEt VICIOR N. AU'UIURUNG

Cily Administrolorlfi/

/
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