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TERMS OF REFERENCE
MAINTENANCE AND TECHNICAL SUPPORT FOR THE MARKET ONE STOP SHOP(MOSS) OF THE MARKET DEVELOPMENTAND ADMINISTRANON OEiMirtICirr

I. RAT|OilALEAND BRIEF BACKGROUND

The Market One Stop.. Shop (MOSS) platbrm, devdoped by the LocalGovemment of Quezon city throudh itre lrla*it Deveiopment'ana lromini,strationDepartment (UDAD), serves 39 a.criilcal digital resource orfacititating, ,"gri"iiil, 
"namanaging various maket-rerated processes and traneadions. nao5iili-iniiifti tomaintaining streamlined gqerations across pubric markets, 

"n"uring'r"l;Joo,dminisEalors, and stakehoHers to handre permits, fres, lease dsr*r"rd, 
"nJ 

tn".
essential services in a cenfralized, efficient manner.'

_ . since its implementation,. Moss has significanily contributed to operationar
{g"n"V, accountabitity, and data manageme-nt wtthi; MDAD. ffrnir"i-""in"pl"t'bp.. continues. to support increased usage, data vorume, 

"na 
dn."aion

complexity, it requires dedicated maintenance ind tecfrnical .upport io 
"rrur"' 

it
optimal perbrmance, security, and reliaUlig.

To sustain the Moss platbrm's func-tionality, this projecn proposes a structured
approacfi br its maintenan@ and tec+rnical su'pport. mis abpiur uri a-otrq*"
essential needs such as timely sotware updates, r,ruutestrootin!, ,ser support, 

"noenhanements based on evolving requirements. Though this initiilive, uon6 airs to
reinfolce. MosS's role in supporting public market itakeholoers #d ot"gr"iling
Quezon Gftt'scommitment to dilitar finsformation and pubric servi". #t"".v]--'-
I!. PRO.,ECTDESCRIPTION

ln ognizance of ttle critical importance of ensuring the reriability, security, and
continued smooth operation of the Moss the aim of the projec{ is o iiovioe oniJng
niaintenan@ and tectrnical support seMces to this systep 

'particularly 
as follorrls: -

'l) Ensure the uninGnupted operation of the MOSS.
2) Address any technical issues plompfly to minimize downtime and disruptions.
3) lmpJement regular updates and enhancements to improve system

perbrmance and seanrity.
4) Provido ongoing t€cfinical support to administrators, valklators, and

applicants.
5) Maintain data integrity and security of the system.

III. PROJECTSCOPEOFWORK

The prospective birEers shall bid and provide a 12-month standby maintenance
and tehnical gupport to Moss in complhnce with data Bocurity standards and the Data
Privacy 451 of 2012 and as a minimum, shall have follorring hatures and deliverables,
towit:

A. 247 TECHNICAL SUPPORT

1) Provide round-the-clock technical
support to addr€ss any system-related
issues or ernergencies;

2) Offer offcial channels tur
though an online supporl
sltrtem.

support
ticketing

ar+-Ul$az4-ool+
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B. REGU!-AR MAINTENANCE

1) Perbrm routine maintenance tasks
sucfi as system monitoring and server
maintenance;

2) Apply security patcfres and security
updates to ensure the system's stability
and security, when required;

3) Develop, test, and deploy minor ieature
changes as requested by s)6tem
administrators.

4) Conduct regular backups of the system
data b prevent data loss.

C. USER SUPPORT AND TRAINING

1) Offer assistanco and guidanc€ to
system adminisfuators and validators
on using the syBtem efiec{ivelg

2) Provide baining as needed.

D. SECURITY AND COMPLI,ANCE

1) Monitor and updatrE security measures
to pr,otec't against cyberseanrity threats,
including malware, phishing, and
unauthorized acaess;

2) Ensure compliance with relevant
regulations and standards, sucfi as
data privacy laum and industry best
practices.

E. HOSTING AND ADiIIINISTRATION
OF CLOUD STORAGE SERVER

1) Host ard manage the cloud sbrage
server to ensurc rEliable, 6ecure, and
accessible storage of system data;

2) Administer cloud storage resour@s to
maintain system perfurmance, optimize
stprage usage, and scale as noodcd to
me€t data demands;

3) Ensure that all data stored in the doud
complies with data privacy and security
regulations, including encryption
standards br data d rest and in transit

4) lmplement disaster recovery and
backup prctocols within the cloud
storage environment to protect data
inte,grity and ensure raElid recovery in
case of system ,ailure.
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M. PROJECT STANDARDS & REQUIRETIENTS

A. TEck Record

1) Bidd€rs must have Platinum status in pHlLGEpS.

2) Bidders must be a duly registered entity with SEC/DTI fiting.

a) A Degree in a relevafi field (Computer Science, Data/lnformation
Management, Advanced Statistical Analysis, lnformation Tecfinology, and
Softnate Engineering) with a Profiessional Regulatory Commission License.

b) At least a minimum of 10 year6 of experbnce rdated to data
managernenUdatabase development and archiving, including the use of weF
enabled platforms and @mmon repoding analysis tools.

c) Demonstrated elpeience in developing, imflementing and operating similar
systoms.

d) Demonstration experience in application development and deploymgnt and in
data analytics with the use of advanced algorithms and artificial intelligence,
evidencecl by use cases and patent in advanced algorithms and use casog
(either filed, pending or granted).

e) Proven probssional experienca in database technologies end to end,
including web dient development and depoyment, database management
and development of web-based information sysitems.

D Competent and dedicated staff that can be reached fur feedback having at
Ieast 5 years of related uork o<perience.

g) Excallent communication and writing skills.

V. PROJECTDURATION

This projec-t shall be implemented within a period of three hundred s,xty (360)
calendar days from issuance of Nstice to Proceed.

VI. APPROVED BUDGET FOR THE CONTRACT

A The approved budget for the project is Five Million Seven Hundrcd Thotsand
Pesoe (Php 5,700,qm.00).

B. COST BREAKDOWN - The provider shall prwide an Online Support Ticketing
S:ystem to activate and trd( maintenance and tecfinical issues to thdr

a) The Bidder/Sorvice Provider must be filed with SEC/DTI as an lT company
yith t!. purpose of tEding goods and seryices such as softrrvare systems.

b) The Bklder must be in the same industry as per their SECIDTI fiting for at
least three (3) years.

c) The Bidder must be able to fully deliver all components of the pojects within
a period of 360 calendar dap upon issuance of the Nothe to pfuc6ed

d) The Bidder must be dury registered under the National privacy commission.
e) ][9 piOaer shall guaranbe that the system shail abide by the DATA

PRlvAcY Acr oF 2012 to ensure that the personar inbrmation is protected.

B. Organization

1) The prospective bidder must be a reputable lnfurmation Technology Firm with at
least three (3) years of business opereton in the design, 

-ievelopment,
implementation, and maintenance of Business Management SysEms.

2) The prospective bidde/s team should have local and intemational professional
applied eperience and skills and qualifications as follo,vs:

fOR: I,OSS Mllr{onqnce and TcctudcalSupport
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Description Amount (PHP)
1 Cloud Hosti and Ad ministration
2) Standby Tech Support including:

a) Provide round-the-clock technical
address any system-rehted
emergencies.

to
or

upports
tgsu6

b) Develop, test and deploy minor feature dranges
as reque.sted from time to time by the qatem
administrators.

c) lnvestigation, root cause analysis and bug ftres.

d) Nefirork Support Ensuring the stability and
security of the net!rc* infiaskuc{ure. This may
involve troubleshooting network connectivity
issues, optimizing netr,york performance, and
implementing sr,urity measures. Does not
indude provisioning of a rrew infmstruc'ture.

e) Remote Support: Providing assistance to users
remotely, including troubleshooting application
issues, configuring settings, and resolving
technical problems without the need for on-site
visits.

f) Monitor and update security measures to proted
against cyber security threats, including malwarc,
fhishing, and unauthorized arcs.

g) Server Management: Managing seryers, including
engagement, installation, configuration,
monitoring, and maintenance to ensurc they
opeErte efficiently and seorrely.

h) Oftr multiple channels br support, including
group c{at, phone and online support ticketing
system.

i) Ofier assislance and guidance to system
administratorB and validators on using the system
effec{ivel and vide traini as needed.

3) Proiec{ Govemance
Total Amount PHP 5,700,000.00

resolution. The cost breakdovrrn is as bllows:

Noto ProTect govemance is the ongoing managemenl ovetsight, and quality antrcl of
the maintenane and technical aryport deliverd by the aryplier to the Quezon City
MDAD. lt ensures that the $ppott and maintenan@ of the sysfe/rs is anied out
efficiently, tnnsparcntly, and in alilnment with the *rvice delivery needs of the Quezon
cwMDAD.

C. NO PRICE ADJUSTMENT - The projoct cost shall be ft(ed and there shall be no
price adjustments applicable for the duration of the oontract except when the
operations costs are increased by more than 10Yo as a result of any
extraordinary cirflmstance as IDENTIFIED by the National Economic

TOFU MOSS iraint6rEnoe ard Tedulcal SusDort
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Devebpment Auhority (NEDA). Pursuant to the provisions of RA 91E4 and ib
IRR on-contract price escalations, all contrac-t price ascalation shall be approved
by the Govemment Procurement Policy Board (GPPB).

VII. BASIS OF PAYMENT

TIILESTONES ACCEPTANCE CRITERIA PERCENTAG
E BILLING

1) Proje<* preparation and
mobilization. Ac{ivation of an
Online Support Ticketing
System.

Signed otr by the client's
authorized personnel. 15%

2) Delivery of maintenance and
technical seMces as verified
from the Online Support
Ticketing System, at end of the
3d month of the contract

Signed off by the clienfs
authorized personnel.

3) Delivery of maintenanco and
technical services as verifed
from the Online Support
Ticketing System, at end of the
9s month of the contracf.

Signed ofi by the dient's
authorized personnel. 20%

4) Delivery of maintenance and
tecfinical services as verifie<l
fom the Online Support
Ticketing System, at end of the
12h month of the conkact.

Signed ofr by the client s
authorized personnel. ts%

TOTAL t00%

50%

VIII. WARRANW AND GUARANTEE REQUIREiIENTS

a. Response Time: A @mmitment to specific response times based on the
severity of the issue (e.9., Crilical issues lesponded to within 2 hours, High
within 4 hours, and Low within 24 hours).

b. Regular Sysbm tlealth Ghecks: Quarterly scheduled mainbnance to
monitor system perbrmanc€, security up<lates, and optimize the system to
prevent potentiel issues, when rcquired.

c. Patch and Update Management Guarantee that all relevant soft\ rare
patches, seorrity updates, when requircd, and system updates will be applied
promptly to kep the syslem up to date and secure.

d. Emergency Support A 2417 etergency support option for critical issues,
ensuring that the client can reach a support team member any time they
erperience major disruptions or failures.

TOR: MOSS MnfufiirE.nd Tc.hni.ral Slpportp*sor6Up



e. Thid-Party Softrare and Hardurare: \A/hile support fur third-party
components can be included, the guarantee shall exdude any issues caused
by extemal sofinnre, hardrmre, or *rviffi ftJEide gf he system ihelf.

tX. PENALTIES FOR BREACH OF OONTRACT

Failure to deliver the seMces amrding to the standads and requirements set
by the city shall constitute an ofiense and shall subject the Suppller b penalfies
and/qr liquidtrd damagm Psr$Er[ ta RA 9184 and its revknd implementirE
Rules and Reguhtions.

X. CAI{CELLATION ORTERTINATIOI{ OF CONTRACT

The guiddine contained in RA 91&{ and its rcvised IRR shall be followed in the
termination of any service contact, ln the event the City terminaEd the Confract
due to dehult insofuency, or fur cause, it may enter into negotiated procilrement
pursuant to section 53 (d) of RA 9184 and its lRR.

Terms of Rebrence endorsed, reviewed and cer{ifud by:

by:

.D. (R€L)
. MDAD

*

Noted by:

@Au
PAUL RENE S. PADILLA+
Head, QC]TDD 6

P'COL. ALEX

TOR: I,OSS ilairtunanca elld T€.turical Support
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