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TERMS OF REFERENCE

WEBSITE MAINTENANCE, CLOUD SERVER MAINTENANCE, SUBSCRIPTION,
AND SUPPORT FOR THE QUEZON CITY GENDER AND DEVELOPMENT

(QC GAD) INTEGRATED MANAGEMENT INFORMATION SYSTEM

L TION BRI R

‘This comprehensive approach to IT management encompasses three critical aspects: Web
Maintenance, which focuses on sustainiag the optimal functionality and security of the GAD
system; Server Subscaption, ensuring a reliable and scalable hosting infrastructure that
adapts to evolving data and user requirements; and Server Mamtenance, which guarantees
uninterrupted system operation through proactive issue resolution and regular updates,
safeguarding optimal health and secunty. Together, these elements form 2 robust framework
for sustaining the effectiveness, efficiency, and security of the GAD system's oagoing
operations.

1. PROJECT BACKGROUND AND CONTEXT

Web Maintenance:
o Ensures the continued smooth operation and perfosmance of the existing GALD
system.
o Addresses bags, opdutes featores, and mmplements secunty patches to prowecr
sensitive data.
© Maintains user experience and system usability, fostering continued adaptation and
efficiency.
o Additional revisions as requested by the head of the office
¢ Includes quarterly reporting and KPI tracking for:
- Number of incidents reported and resolved
- Tumarouad time (TAT) for issue resolutton
- Change request adoption rate
Server Subscripnon:

0 Provides reliable and scalable hosting infrastructure for the QC Gender and
Development lategrated Management Information System, which iacludes the
Children in Need of Special Protection and the Social Services Development
Department

0 - Accommodates the growing data storage needs and user traffic as the systems
expand and reach new agencies.

o Offers flexibility and adaptability to scale resources up or down as
needed, optimizing efficiency and cost.

2 Inclades monitosiag and reportmg on:

- Dara storage consumption

- User traffic trends

- Usage metdcs for the accounts of the Admin, 142 barangays, 16 police
stations, the Social Service Development Department (SSDD), the Schools
Division Qffice (SDO), the QC Aanti-Deng Abuse Advisory Council
(QCAADAQ), and the QC Protection Center (QCPC).

Yof 7



Server Mamntenance: '
o Guarantees system uptime and availability, minimizing downtime and disruptions to
critical data access and operations.
O Proactively identifies and resolves potential server issues before they impact system
performance and accessibility.
o Ensurtes optimal system health and security by applymg timely updates and patches
to the server infrastructure.
o Includes quartedy monitoring and reporting on: i
- System availability and uptime percentage l
- Performance KPIs (e.g., response time, secver load)
- Number of patches and secusity updates administered

I, PROJECT SCOPE OF WORK |
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The service provider must fulfill all the requirements and speﬁ;:iﬁcatlom stated below:

A. Deliverables

The project shall cover the delivery of setvices for planning, designing, development,
testing, deployment, documentation, training, and :mplementauon of the system
which includes the following:

a. Website Maintenance — Maintenance and support for the Management
Information System until December 31, 2025.

b. To ensure that the system retans full functionality and conforms to the
specifications, the service provider will fix'any bugs for free durng the
warranty period until December 31, 2025, upon issuance of the Notice to
Proceed.

¢. Cloud Server Subscription until December 31;, 2025.
Cloud Setver Maintenance until December 31, 2025

=

B. Web Hosting, Maintenance, and Support
Web Hosting Subscription
Server Maintenance

System Maintenance

Security Updates

Bug fixes

Software Updates

Tech support

thop oA p g

=

i Phone
ii. Remote Access Support anytime

iv. Consultation includes 8 houss per day, 5 days a week from Monday to
Friday, 9 am to 6 pm (Excluding Hohdays)

h. Personnel Assigned
i One (1) Account Executive
i.  One (1) Technical Team - Softorare Engineer
i 24/7 Server uptime
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Issue Seventy

Fratal Severe Moedium Miner
1 15 20 minutes 30 munutes )
MEnntes e
trem . .
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oty . .
: MMAUECS nunutes
3 60 Ol minutes 73 manurcs 0N
minutes nunules

Response times are measured from the moment the chient submuts a suppon request v the
supplior’s supporr system.

Response umes apply on the following schedule:

° Rewlar Concerns: Mandav-Sarnedn -0am-Grilom
. Fatal and Severe Concerns: Monday-Saturday, 9:00am-10:000pm
. Fata) and Severe Concerns Sundavs and Hohdays): 2:00am-G:00pm
Foe hehidins and Sundays, only coneorns that fall under Paial and Sevone cacgones shall be

accommadated, A designated mobile app shall be provaded by the supphier for raising 1atal and
SeVere COnNcurs.

It is the responsibility of the client to ensure that the app s not misused. The supphier re- serves
the right to instirute penalties on the misuse of the app.

SEVERITY LEVELS
The severity levels shown in the tables above are defined as follows:

e lual Complete degradation — all regstered users and enneal funcnons
affected. Ttem or serviee completely onavialable.

e Scvere: Significant degradation — ae least 804 of regstered users or eritical
functions affccted.

e Mcdinom: Limited degradation — limited number of regstered users or
functons alfected. Business processes can continuc,

e Anor Small degradation — few registered users or one user affected. Busmess
Processes can conbimug.

RESOLUTION TIMES

Lahiwend Solutons will alwavs endeavor o resolve problems as swifthy as o wsible, I recopnizes
that the client’s systems are key to its business and that any downtime can cost money. However,
Lightweight Solutions s unable to provide guaranteed resolution times. This s because the natare
and causes of problems can vary enormoushy.

For nstance, it may be possible to resolve a fatal server issue m minutes, simply by restarnng the
server. But if a server Fals due to disk error or a hardware fault {also classed as a fatal issue) it may
take much tonger to get back up and runoing.

Resobution times will always vary for fixes that are bevond the control of Lightweght Solutions.
This may, or may not, include fixes from thied-party service provaders.
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In all cases, Lightweyght Solutions will make s best cfforts to resolve problems as quickly as
possible, Tt will also provide frequent progress reports to the chient.

"The suppher shall provide the followmyg upon resolving a forwarded concem:
e  Resolimon performed fcateponzed whetheo temporan or permanear fixd

®  Root Cause Analysts
¢  Recommendanon (if applicably)

ESCALATION MATRIX

I sealation muatrix visunlizes the esealation channel for forwarded concems in relation o the ssuc
severty and tem prionin.

issue Sevedty
Medium
1 Email {TSG) Email & Call Cali [Shiftin Call
(13G) Charge) {(Manager)
ftem Priorty | 5 Email (TSG) Email (15G) Em&t{JTi!‘SSé)CZOII Cgirl‘gsrgig}in
3 Emait {1SG) Ernail {TSG) Emc(}T“Sé)CO” ng\ggg)i”

IV. PROIECT STANDARDS AND REQUIREMENTS

A. Minimum qualifications and requirements for the contractor

In addition to the acovinies hsted under Part HT of thix 'FOR, the Service Provider 1s also
expected o submat/ produce the following reports, outputs? dehiverables when regunred by
the clen:

Direetly report to the Quezon ity GAD Office, or us desymated staff, on the plan
of action and aming of the deliverables

12

Compliant to DICT Philippine Government's Cloud First Policy (Latest Version)
3. Easure that the qualite of the Service Provider satisfics the tollowingg

a Dulv repmstered bDusiness - the Phabippmnes with audited financial statements
starting ar least two (2) years from the date of the Didding.

L. ‘The SERVICE PROVIDER shall be a firm/company with the following
l_'\'}\l_‘r;('nrv'{‘ and (II_Ifllif‘ll‘:lt‘.ﬂ e
1. Must be operational for at keast five (5) vears.
i, Must have similar developed software with a Dara Management Svstem
and must hinve mantuned similar o this projeer within the Last three (3)
vears
i Must have a working prototvpe relamve 1o the Geader Awareness and
Development of an Integrated Management Information System.
iv. The SERVICE PROVIDER should be regstered with the National
Privicy Comnussion,
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v. The SERVICE PROVIDER shall ensure that the system shall abide by
the Data Privacy Act of 2012 and ensure that personal mformation 1s
protected.

vi. The SERVICE PROVIDER must provide a valid Data Universal
Numberning System associated with their organization. This number
should be current and up to date.

vii. The SERVICE PROVIDER must have an office in the Philippiaes.

¢. Has software deployment capability in the area of:
i Custom-built application software
ii. Assign the necessary Project Team which shall be composed of the
following:
o Project Manager: Must have demonstrable experence in handling
related work eagagements, with at least one (1) dewslopment project
related to a Data Management System or Enterprise Resource

Planning. Must have five (5) years of expenence m project
mapagement and have at least successfully implemented a project.

© Business Analyst: Must have at least two (2) years of experience in
alipmng busincss 266 tochawal 7 -cqmmeab to meet elest needs.
Must also have experience in managing and conducting user training.

0 Developer: Must have at least two (2) years of experience m web
development. Must have demonstrable expenience mn developing or
customizing a Data Management System. Must have been involved in
shnibay wndfov related service:

o UX Designer: Must have at least two (2) years of expericnce in
designing visual and other interactive elements of software. Must also
have experience in conducting user testing

B. Client/ End-user Responsibilities

1. The GAD Council will coordinate with ITDD for the prowision of an Intemet
connection.

2. To request from PAISD the web subdomam name or domain name

V. PROJECT DURATION

Until December 31, 2025, upon issuance of the Notice to Proceed.

The approved hudget for the comtract (ABC) is Nine Hundred Thousand Pesos Only
(P900,000.00).

VIL. _BASIS OF PAYMENT
Full payment upon activation and subscrption of server for the project/contract.

VIIIL. PENALTIES FOR BREACH OF CONTRACT
Failure to deliver the services according to the standards and requirements set by the City
shall constitute an offense and shall subject the Contractor to penalties and/or liquidated

damages pursuant to RA 9184 and its revised Implementing Rules and Regulations. Specific
penalty/ies to be imposed on the contractor.
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IX. CANCELLATION OR TERMINATION OF CONTRACT

Any termnatiom of @ seevice contract shall adhere 1o the guidedimes outiimed m RA 9184 and
its revised Jmplemennng Rules and Regulations. I the City teeminates the Contract due o
default, msolvency, or any justifiable cause, t may proceed with negonared procurement in
accordance with scction 533 (J) of RA 184 and s IRR.
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