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TERMS OF REPERENCE

VEBSTTE MAINTENANCE CI.OTJD SERVE.R MAINTENANCE, SUBSCRIPfiON,
AND SIJPP'ORT TONTHE QUEZON CITYGENDBRAND DEVEI.OPMENT

(QC GAD) INTEGRATED MANAGEIITENI INFORMATION SYSTEM

I, RATIONATEAND BRIEF BACKGROUND

This comprchasive approacl 6 ff rn,'nagsnent eraocPasses thrce cdtical espects: Web
Maiatenaoce, whictr focuses oo susteining thc optimal fimaiooality od sccurity of the GAD
sysemi Server Subscriplioa- en-srriog a aliablc aod scaleble 165d.'& fu&astrucnrrc ttrat

adaps to evolving data aod user rqJuir€ocotq aod Server Mdnteoaocg vhich guarmtees
mioterruptEd sysFrn operation through proactive issue resolutioa md rqul2r uPdates,

safeguardiog optir..l hcahh and security. Togetbeq 6ese eleflrents fom a .robust Faoewo*
for susteinirg the effecriveness, efficicnry, aod secr:rity of the GAD syseo's onping
op€fatioos.

II. PROJECTBACKGROT NDANDCONTEXT

Web lllaintcaaoce:
o Eo,ore the cooriogeit srnooO opcradoo aed perficcozace of tle edstirg GAD

system.
o Adrttnss6. btss, ryfu ftzmes, zrnd ir''iltueuB *cmiry ga*es E fnoteEt

seositive data.
o Mainreinx us€r exp€ricnce and rysto usability, fosteriog continucd adaptztioo and

efficieocy.
o Additiooal revisions as requested by the head of the office
o lrcludes qua*edy e1lortir6 rtdKpl traekk€ foe

- Nuober of iscideats repotred and resotved
- Ti:aaormd tine (fAT) for issue rcsohrtion
- Chaogp leqiest doptioa rate

Server Subscription:

o Provides relhble md scalable hoeting ioftastnrchue for the QC Geoder and
nevetropsacor la*Ilseted DIaorgc@eil Ic^6oroosti6o Systea, whieh. i.cludas. thc
Chil&eo io Need of Special Prorcaioa aod the Social Services Development
Dry{rb[cEr

o Accomoodates tle growing data storage aceds aod uer trafEc as the Bystems

expaad aod rcach new ageocies,
o Offec flocibility aod adaptability to scale iesorrrt4s up or down as

aecdc4 oprirni?ing ef6cieocy aad cosu
o leehd€s ,Eortsxias aod repot*iag oar

- Data rmage consurptioa
- Uscr traffic treodi
- Usage me&ics for the accoune of the Admio, 142 baraqqays, 16 police

statioqs, ttre Social Service Developoeot Departmeot (SSDD), the Schools
Dirisba Omce 6DO), e. QC A!!i-IL"'g Lbuee Aadsosy Coundl
(QCAADAQ, aod the QC Potectioo Centet (QCPQ.
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Scrvcr Mainuaace
o GnacErEcs rysa qtb aod rvdability, tyri.;;.;g dssatimc *d #"<'T>tioos to

critical fu rccgs ma OpcA;ooa
o Podivcfy idcctifg ud csotres po,mdd .erv€r issrrEs b€fo.e 6.y iopact syst m

pedorm*.ce and acccsdh)ity.
o Eosuas ogtiaal systero hcalrh asd s.cllrity ty ,pptnrg tiocly updaEs z:d parhes

to tbc ser:Eer in*actr."'+, 'e
o lo,drrdes $Eflcdy fioritoding and rcpoflidg os:

- Sysm rvailability d rptimc pc<ccotqge i

- Perfocmace KPIs (eg. rcspoasc tioe, serv{ lo.a
- Nuober of pdes md rcanity upd:tes sdmioists€d

IIL PRoIECTSCoPEOTTPORK

The scrvice povidc< orrst firElI rllthc cq'.risffits ead qprlificrdms std€d bdow:

A- Delivcreblcs

Tbc gojcct tbdl oowr the dclirery of scwi:es 6cr plhing .l.stg6;g deedcpdcor,
tediog; deployEfnt, doaroeatEtim, rF.i"irt& !f,d bple."-"t'doo of thc ryeem
vhin iacludes fte bllcwisgr i

a Vcbsirc ldahEofice - Maiarroance aod 'support for the Maaagero.eat
Iafttn*on Syseo r:atil Dec*."r'er 31, 20251

b. To easurc rh-r dre sFFrn r€tains full frnCtiooality and confoms to &e
qpcd6.etilos, drc servicc pnovider will ft:ay bqs for ftee tluiry thc
walrarty pe<iod uotlt Deeober 31, m2S, u@. issueoe of the Noticc to
Pocced-

e Goud Scrser $rbsctipdon until December 311Xf25.

d- Cloud Scrser M&eno.cp uohl Deceobct 31, 2O25

B. Wcb HdiB& Mrirten-'.eE, srd Supporr

a Web Hotiog Subscriptnn

b. Seser Maioteaasce

c. Systeo l{aiamace
d- Secrzity Upd@s

e- Bog 6-cs

gr Tecb support
' i Phode

ii lllnril

is. Consuleioa hcludcs I hours pc iky,5 dsys a we€k &om Mooday to
Friday, 9 zo ro 6 

.pao @xcha;ng Hofiatys)
' b- Pesonocf Assiged :

i Ooc (1) Account Exmrive
ii Ooc Q) Tecbaical Tcaa - Softeace lr-"gl'.e-.

i 24./7 Server uprior
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C. Web Hosting Specifications:

a. Web H<:sting: Elastic Il) (AP-Southcrst I (Singaporc), dcdicated sen'cr,
cllnamic BGP, I Mbit/sx 1:l PC

b. l(clatiutal Dar.rbirsc Scrlice Q)atabrsv l','rg,lc str,rrrgc, NIySQl.5:?, sirrgl.,
general-enhanccd, 2 r'()PU tlGt3, Uttra high I/() 401])

c. Sirnlrle Sk,ngc Licrr-rccs (li3) (Str,ragc irackrr.gc i'i'ii, Intcrnct Outb.,.lr.l
'l'rafFrc 5QG13)

d. lllastic Cloud Sen'cr 2 QLS(I, Gcncral computing, 'l'3 l,argc, 2v(il'U u(ill,
Ubunr.r 20.04 seser 64bit, F{.igh I/O 4OC t)

Item Technologv Version

( )pcreting S1 stcm Ubuntrr Scr'r cr

Dltirbase Nry SQl- 8.().24

Ptogrlmmine l-arrguagc (Backend)

Programrninr L.anpgagc (l f rontcnd)

li'r:rrncrvork (Fronterrcl) NcxtJS t3

SOFI'\\ ARL] S'I ACK

Nginx "t.20.2Wcb Scn'cr

PI II) 7.4/8

8Framcrvork (Backcnd) Laravcl

tfl'N{r ./(:ss/.fs

SERVICE LEVEL AGREEMENT (SLA) REQUIREMENTS

. ['ht svsk:m rr|rimc c,'mrnifment is 99.9')',' per monlh, cnsuring minimal rlon'ntimc-

. l)orsutime erceeding rhe agccd limit rvill rcsult in scn-icc creclits or pcrraltics, dcpcncling on
thc sctcri6' of thc failurc.

. Scheduled maintenence rvindou s s,ill bc commun'iclltcd ;n adrancc kr strkcholdcrs.

. L)nschedulcd dorvntimc incidcnts rvill be rcsolvcd witlrirr a ltccovcn, Timc ( )biective (lt'l'())
oI l2 hours ro rnirrimize serr icc disruptions.

o 'i'he Rccovel l'oht tlbjectiyc (RI'()) is dcfrred w'itir a dorvntirne recoycn'point sct nt

nridnight d;rilv, cnsuring tlata intcgrin.

GUARANTEED RESPONSE TIMES

W'hcrr thc Clieflt raiscs a sripport issuc y.'ith Light*'cight Soltrtions,.l,iglit'veiglrt li<;lutions
prornises to rcspontl in a timell,manncr.

RESPONSE TIMES

o 'l'hc rcsporrsc tirns rncasurcs horv lurg it tahes thc supplicr to respond tcl il sr.lppolt rcqucst
rdscd ria thc partics' chosen ii.r>dc oF cor:'xnur:ication.

. l,ightwcight Sr:lutions is decmcd to have respondcd u,hcn it has rcplicd to the clicnt's initial
reclucst. 'I'his may be in the tbrm of an email or telcphonc call, to cithcr pror.idc a solution or
t() rcqucst lurther information.

. (;uarxntccd rcsp()nse times dcpcntl on the priorit)' of thc itcm(s) affcctcd :rntl tlre se\,crirv of
thc issuc.'['hcr ;rrc sho"vn in this tablc:

a
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20 minutcs15

minrlfas
30 minutcs 60

minrrtes

2

llunulcs
10 30 rninutcs 45 minutcs rr{ )

Il)lnutes

-) 60
minutes

60 minutes 75 mirrutcs 90
minutcs

Isstrc Scr'errtr

F:r{al Srr erc Mredi rrnr \linor

Itcm
t)riority

Responsc tirnes are measured from the momcot the clicnt subIIlits a support recluest via the
supplier's support systcrn.

llesponsc tinres apply oo the following schcdule:

. R eg_rlar Concr:rns: Nlonda1g11,1rfl1y, 9:0Oam-6.QQlm

. Fatal and Severe Concerns: Nlonday Saturday, 91)0arn- l0:00pm

. Iiatal and Severe Concerus (Sundavs and Holidays): 9:00am-(r:00pm

t,".- t--.t:l^..- ^^ I a..-l^.... -1., ^-.^^.-^.. .L-L c-t1 ..- l--. ri-4^1 ---i-iii ii(;ilii;ll:i i-rilU iUaii;i) iir riiiii' C(iiiccfG:i iii:ii i:Ui UnOCi i;liai :lii\i i\41_( ia Ciic6,lliai :inaii DC

accornmodated. A desrgmated mobile app shall be providcd by thc supplier for raising liatal end
Scr-crc conccms.

It rs the responsibility of rhe client to ensure that the .npp is not rnisused.'l'hc supplier rc- scrvcs
thc right ro institutc pcnaltics on thc rrisusc ofthc app.

SEVERITY LEVELS

-l'hc sevcritv lcvcls sh<;t'o in thc tablcs above arc defured as ftrllows

r l,atal: (Jomplete degradation 
- 

ali rcgistcred uscrs and critical frurctions
nffcctecl, Itern or scn'ice complctelv unavailablc.

. Serlcre: Significant dcgradatir:n 
- 

ar least 80(1.i, of registered uscrs or critical
functions effcctcd.

. Medium: l,imited degtadation 
- 

limited oumber of rcg,istcred uscrs or
[unctions ;rffcctctl. Buslrcss pr( )ccsscs cirn con tin uc.

r N{inor: Small degradation 
- 

fcrv resistered uscrs or ofle uscr aftccted, Rusiness

Pfoccsscs can continue.

RESOLUTIONTIMES

Lillhnvcioht Soltrtirxrs rvill a'hvavs cndcar-()r fo resok'e nrolrl'ms as srviftll as oossiblc. If rr.cormizcs
that thc clicnt's sYstems are ke;, to its busilcss ancl that ant, cllr\r.ntime can cost monc1. Florvet.er,
Lrgh trveigh t Solulions is unable to providc tluarantccd rcsolutiotr timcs.'fhis is becausc thc nahue
atd causcs of problerns can tary enormouslr',
Irr-rr instancc, it mal bc possible to resolvc a fatal sen,er issuc in minutcs, simpll,by rcstxrting the
serr-er. llut if a scn,cr fails due to clisk ertot or a harchvare fault (also classed as a flrta.l issuc) it mav
takc much longer to gct bach up and running.

l{esolution timcs w'lll a-lways vary for Frres that are beyond thc cotrt(ol of l-ightrvelqht So]utions.
'['his may, or rna]'flot! include h-xes frorn drird-party scn.ice providcrs.
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In all cases, Iightweight Solutions rvill makc its bcst efforts to rcsol\-e problcrns as qurckly as

possiblc. lt rvill also pro,u'ide fretluent progress reports to the client.

'I'lre supplier shall proride the follorving upon resolving a fonvarded conccrn:

o Resoluni<xr pcrforrncd (catcg.rrizcd \Vhethcr rcmporary or permancnl E\)
. Rd)t Cruse;\oalysis
o llccommendation (if applicable)

ESCAI-ATION MATRIX

Escalation matrix r.isuahzcs the escalation channcl [or tonvarded conccrns in rclation to the issue

scr-erih. aod item prioriq'.

Item Priority

I Emoil (TSGI
Emoil & Coll

t lJ\r,
Coll (Shif lin

C horg€i Coll
{Monoger)

2 Emoil (TSGI Emoil {TSG}
Emoil & Coll

/T(l:l
Coll (Shifl in

3 Emoil (TSG) Emoil (lSG)
Emoil & Coll

(TsG)
Cotl (Shif t in

Cho rg e)

l$ue SeYerlty

Minor Severe ForolMedium

TV, PROJECT STANDARDS AND REOUTREMENTS

A. Minimum qualifications and requirements for the contractor

Iu addition to the activities listed under Part III of this 'l'Olt, the Scnicc Pror,idcr is also
crpccted to submit/ prr-rdrrce the follorving rcports,/ outputs/ delivcrables rvhco rcquircd b1,

thc clicnt:

1. Dirccdy rcp()rt to the (]uczo0 City (;AD ()fficc, or its dcsignated staff, on the plafl
of lction and timing of the dcliverables

2. (brnpliant to 1)lC l' l'hilippinc (iovemment's (,loud First Policl- (,atesr Version)

3. Ii,nsurc that the quality of dre -Service Protider satisfics thc folklving:

a. l)uly registered busincss in thc Philippines urth auditcd financial statcmcnts
strrtins at least n'"'o (2) ycars frorn rhc darc o[ the biddiug.

b. 'lhc SEI{VI(IE PROVIDER shall be a firmlcompanv rvith the tolbs ing
(:'xCeftence ancl rl,ralifi cations'

i. r\{ust bc opelational fr.rr at lcast fivc (5) 1,ears.

ii. N1ust har-e similar developed sofnvarc rvith a l)ata Nlanapprncnt Svstcm
and must har.e maintaiucd sirnilar tr:r this project rvithil thc last drrcc (3)

),ezrrs

iii. N'Iust have a rvorking prot()q,pc relatir,-e to thc Gcndcr At areness ancl
I)cr-cktprncnt of an lntegratcd l\'lanagcment Infonnation Systcm.

ir.. 'l'he SIIRVICII PR()VIDIII{ shoulcl be regrstcrcd rvith the Nari<xral
l)rivacv Conrmission.
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v. The SERYICE PROVIDER shall ensure that the systeo shall abide by
the Data Privacy Act of 2072 ro.d ensute rtrat persoaal informaion is

Pfotected.

vi The SERVICE PROVIDER must p.ovide a valid Data Univesal
Numberin& System associated vith their orgrrization. This nunber
should be curreot and up to date.

vii The SERYICE PROYIDER must have an of6ce in the Philigpines.

c. Has software deploymeot capability ifl fte zxa of;,

i Custoo-builtapplicationsoftware

ii Assip the flec€ssary Proiect Team which shall be co,mposed of the

o Proiect Mzoagec Must have demonstrable evfrericoce is h^ndling
retated wo*k eopgeoeots. sitL at least sae (f) &uelopmeot poiec-t
related to a Data Managemetrt System or Eoterpdse Resource
Planoiog. Must hane five (5) years of erperieoce ia project
aaaagment and Lave at least successfi:Ily iopleaeated a proiecr

o Busiaess Analyst Must have at least two (2) yeats of eqperieoce in
4igaLig !€$Er€s, Elad b&si€d ESriErEoB{s, to m€t Ek€f,+ h€.d,s.

Must also have expe'rience in manaEiog aod coaducting user training

o Developec Must have at least two (2) years of experieoce il web
Must have demonstrable experience in developiog or

crtstooiziog z Date Mrdagefieot SFtem. Mdst hdse bd€'I involved io
:chnila? B$dl6& 1ghe{servk e,

o UX Desigoec Must have at least two (2) years of experieoce in
desipiog visual and other interactive elements of software. Must also

bave expedeace in conducting user testiog

B. Client/End-ueer Responsibilities

1, The GAD Council will coordinate with ITDD fot ttre provisiot of zm Iateset
conoectiof,-

2. To tequest &otr PAISD the web subdort'-ri't trme or domain lraoe

V. PROIBCTDI]RATI ON

Until December 31,2025, upoa issuance ofthe Notice o Ptoceed-

YL
The approved budget for tle contrrt OBq i" Nine Hundred Thousand ?esos Ooly
ee00p00.00).

VII. BASISOFPAYMENT

Full payoeot upon actiyaion and subscription of server for the poiect/contract

Y[I. PENAITIES FORBREACH OF CONTRACT

Failure to deiiver 6e services accordiag to the standards and requiremmts set by fie Gty
shall constitute an offense and shall subiect the Cootractor to peaalties md/or liquidated
alam4ges pu:suaflt to RA 9184 aod its revised Ioplemeating Rules aad Rrgulatioas. Speci-fic
peoaky/ies to be imposed oc ttre contractor.
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x.

.Arrr rcrminarirrn of a scnice contract slrall adhcre to thc guidclincs rrurlincd in llA 9ltt4 and

irs rcriscd lrnplcmcnting ltulcs arrd ltcgulrtions. Ifthc (.itl tcrminxtcs thc (l()ntrlcl duc lo
.lcftult. irrs,,lvenc\'. or anl iusri6rblc causc, it mal Pr(,ccc(l with nc8()tixrcd prrrcurcmcnt in
rcc,rr,.luncc sith sccti,rn 53 (rJ),rf R.\ 9ltt.l rntl its Il{l{.

l)rl'prr( (l l)v

MATI

(i. ll) (.ottrdl (\lir

NE I..AGASCA

I E R. OVIEDON
( ,. ll) (..otrtt,i/ ( )11u,

llcvics rJ ln.l llntkrrscd [rv:

MAR ANN G CRUZ
( )tli,tr ln (.hrry. Q( -l ll)l ,\ H
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