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TERMS OF REFERENCE (TOR)

TECHNICAL MAINTENANCE SERVICES OF THE QC-ESERVICES

wEB PTATFORM AND CORE ONUNE SERVICES OF QUEZON CITY

I. RATIONALE AND BRIEF BACKGROUND

The QC-eServices portal has been providing online services to Qcitizens since 2021. lt is a

highly accessible platform that serves as the centralized entry point for all city services that are

online. Currently there are over three (3) million registered users of the QC-eServices portal

utilizing 25 online modules and 145 online services. As the number of users increases, the portal

needs to be maintained to ensure proper and efficient service delivery. The portal also needs

to be monitored to defend against cyber-attacks and other intrusions.

II. PROJECTDESCRIPTION

This bid is for a year of technical maintenance for the QC-eServices platform. The coverage

includes upkeep to maintain current operations, as well as ensure proper access to the core

functions of online payment, electronic invoices, QCitizen lD (QCID) validation and the QC-

eServices platform itself. The bid includes the extension of tech nical support for the onboarding

of third parties that QC LGU has commissioned to provide online systems that will make use of
the portal.

III. PROJECT SCOPE OF WORK

The system will have the following components:

a) The service provider will study all current features and modules ofthe portal

and will document their results, also creating an inventory of all available online

services.

b) The service provider will conduct an evaluation with all existing system

developers who have web applications in the QC-eServices portal to scope out their

maintenance needs for the year.

c)lf requested, the service provider will submit a report of their findings from the due

diligence, including a list of online systems they investigated as well as their
prevailing support requirements.

d) The service provider should not expect any support from the suppliers who

previously maintained the portal.

e) The Quezon City lnformation Technology and Development Department (QC

ITDD) will be available as resources for comprehensive review, but they may not be

tapped to conduct any actual maintenance to the portal.
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Service Components

a) Resolution and fixes for all technical bugs of the Qc-eservices portal should and when

they occur;

b) Deliver 99.99% uptime for the Qc-eseNices portal minus service interYuption issues

caused be the city's chosen online hosting proider

c) An lncident Report with full Root cause Analysis (RcA) for every critical and high incident

will be provided to ITDD within 5 wo*ing days of the occunence

d) A Monthly Systems A\railability Report and lncident and Problem tvtanagemert Report will

be provlded to ITDD

e}Theserviceprovidefisalsoexp€ctedtoprovidetechnicalrnaintenanceforthefollowing
core services inherent to the QC-eServices platform and utilized ry third-party service

providers:

i. Qcitizen lD online Registration and Application

ii. Qcitizen lD Validation API

iii. support online Payrnents system (Qc PayEasy) specific to:

1. Electronic wallet (Gcash, MaYa)

2. credit cards (Msa, Mastercard)

3. Bank transfers (Pesonet PaYgate)

iv. Support the existing syst€m that generates the digital OIdeE of Payment

v. lrterface and data sharing with the Pointtf-Sale (POS) systerns of the city

Treasur€/s OfEce (CTo)

vi. SupPort the system that generates the Electronic Official ReceiPts or lnvoices

(EOR/EOl)

ln relation to the core services of Qc-eseMces' Qc PayEasy' QclD validation' the service

provider is expected to support the onboading of thid parties who have been authorized

by QC LGU to uflize these services This includes:

i. Poviding API documentation to third parties detailing interfacing with the core

services

ii. Conducting meetings with the third parties to discuss onboarding parameteB and

resolve interfacint issues

iii.ProvidingatestenvimnmentforthirdpartiestousetotesttheirirfterfaceefforB
without having to use the poduction envionrnefit for this purPose

g) The service pro\rider will also proride resolution to the wlnerability assessment reports

conducted by outside parties that are authorized by QC tGU' This includes those

conducted bY national agencies like the Department of lnformation and Communications

Technology (DICT) or other thild parties with which QC IGU engages'

h) The seMce povider will also prDvide technical rnaintenance for the following existint

support systerns:

i. Cloud lnterhce gridge server

ii. Qcitizen Mobile APP

f)
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IV. AREA OF COVERAGE

The project will cover Qc-eservices and its associated web applications

V. PRO'ECT STANDARDS AND REOUIREMEI{TS

The follor,ving are the minimum qualifications and requirements for the Contrdctor or Bidder:

Trdck Record

a. The service provider must be in the sarne industry as per their SEC/DTI filingforat
least five (5) years

b. The service provider should have been in operation for at least five (5) years

c. The service provider must have supported similar web application projects within

the last three (3) years.

d. The service provider should have implernented a public or pri\rate proiect with a

sin8le completed contract amountin8 to at least fifty percent (5O%) of the ABC

Organization

a. Service providers must ha\r€ Platinum status in PHILGEPS

b. The service provider must be a duly registered corporation with SEc/DTl filing

c. The service provider must be filed with SEC/DTI as an lT comparry with the purpose

of software development and the supply of lT-related goods and services

d. The service provider must be duly registered under the National Privacy

Commission

e. The service provider shall Suarantee that the system shall abide by the DATA

PRIVACY ACT OF 2012.

I.

t Manpower

a. The service provider must have their own headcount of software developen

b. The service pmvider must have their own support staff to conduct support task for

the project such as slrstem administrators and quality assurance testers'

c. Staff complernent:

i. One (1) Overall Program Manager - college gnduate (preferably lT-related

coutses) and with at least five (5) years experience on this field

ii. One (1) Senior Web Development Pmject Manager - college Braduate

(preferably lT-related courses) and with at least two (2) years experience on

this field

iii. One (1) Google Cloud Platform Server Administrator - college

graduate (preferably lT-related courses) and with at least one (L) year

experience on this field

iv. one (1) Web security Engineer - college graduate (preferably lT-related

counes) and with at least one (1) year experience on this field

v One (1) Quality Assurance and TestinE staff - college graduate (preferably

lT-related courses) and with at least one (1) year experience on this field

,r%



vt. suPPOfitr

a

ri.

x

For the durdtion of the subscription agEerEnt' the provider will maintain the sysGm

including the resolution qf softwarc issues of the system'

b- Technical support

i. Wo*days from 8AM to sPM' o(pect a response wlthln the day or W next day

ii. weekends and holidals' expect a Gsponse by next worldaY

Expected tumaround Emes:

l. For lines down situations / cd{cal tncidents' resolution wlthln eieht (8)

vl

within

vll DEWENY SC1IEDULE

The subscriptlon seNlce agreement wil! comnrence within thlrty (30) days upon the

issuance of the No6ce to Proceed (NTP)'

PROJECT DURANON

The prolect durdtion shall be until December 3!' zOE

APPROVED BUDGET FOR THE @NTRACT

The Approved Budget for this conE"ct (ABC) anpunts to T\"'entfFlve Million Pesos onlY

[Php 25,000,000 I

CDST DERIVANON

hours of confirmed and acknortrledged reporting

2. For individual support querles' resporse and/or resolution

twen$four (Z+) houE of confirmed and ackno 
'ledged 

reporting

Maintenaoce Cost

qc-€Services core platform

QCID Validadon APIa

Online Paymentsa

Order of Fdyment GeneGtora

lnterfuce and Data

syst3ns

Sharing ulth CfO PoS

Electsonic lnvoices

Clold Services Bridge Server

qcitizen Mobile APP

Documentation, Co Tumover, End User SuPPortde

TC'TAL
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VT. SUPPORT

vll

vtfl.

tx

DET.IVERY SCHEOULE

The subscription seNlce

a For the duration of the subscription agreemen! the prwider will mainEin the system

including the resolution of softw'dre issues of the s\Ft€m'

hours of confirmed and acknowledged reporting

For individual support queries, r€sponse and/or resolution within

twentfiour (24) houls of confirmed and acknowledged reporting

b. Technical support:

i. Workdays from 8AM to 5PM, expect a response within the day or by next day

ii. Weekends and holidays, expect a response by next workday

iii. Expected tumaround times:

1' For lines do*n 
'itu'6on' 

/ critical incidents' resolution within eight (8)

2

agreemett will comrnence wirhin thirty (30) days upon the

issuance of the Notice to Proceed (NTP)'

PROJECT OURANON

The proiect duration shall be until December 31' 2025

APPROVED BUDGEf FOR THE CONTRACr

The Approved Budget forthis contract (ABC) amounts to Twenty-Five Million Pesos only

lPhp 2s,000,000 I'

CDST DERIVATTON

Maintenance cost

7,100,000.00
Qc-eseNices core Pla atform

1,500,000.00
QCID Validation APIa

7,2m,mo.00
Online PaYmentsa

1,700,000.00
Order of Payment Generatora

2,250,000.00
lnterhce and Data

syst€ms

POSSharing with CIOa

2,520,000.00
Electronic lnvoicesa

1,300,000.00
Cloud Seruices B;idge Servera

1,100,000.00
Qcitizen Mobile APPa

330,@'0'0o
Docurnentation, Code TumoYer, End User SuPPort

25,qxt,qxr.0o
TOTAT
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X. BASIS OF PAYMENT

Upon actirdtion of the subscription maintenance agrcerEnt, the supplier may bill for the full
bid amount of the contract.

XI. PENATTIES FOR BREAO{ OF CONTRACT

Failure to deliver the services according to the standards and requirements set by the City

shall constihjte an offence and shall subject the Contractor to penaltes and/or liquidated

damages pursuant to RA 9184 and its revised lmdemerting Rules and Regula6ons.

XII. CANGLTATION OR TERMINATION OF q)NTRACI

The guidelines contained in RA 9184 and its revised IRR shall be follortred in the termination

of any seMce contract. ln the event the City terminated the Contract due to default

insolvenry or for cause, it rnay erter negotiated procurement puBuant to section 53 (d) of RA

9184 and its lRR.

Prepared by

JI'AN MUNDO
lnfo ology Officer lll

Submitted

MARY G

otc, qc ITDD

on Tech
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