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TERMS OF REFERENCE (TOR)
MODIFICATION AND ENHANCEMENT OF THE OUEZON CITY HOTLINE 122 SERVICE MANAGEMENT SYSTEM

FOR CITIZENS' CONCERNS

.

It

RATIONALE:

The Local Govemmsnt Unil of Quezon City, ovorsoeing the largesl city in Metro Manila by bolh lend er€a
and populetion, is committad to continuously improving its citizen sorvicos. Wrth over lhr€e million
(3,000,000) rssidents, ths exisling Citizen Helplino 122 servico management syslem, implemented in
Msrctl 2021. h3s srJcca*cfuly fedliletod th6 manegsmEnt, orgcnizdion, 8nd lraddn€ cf dizen requesls,
complainls, and suggeslions dir€ctad lo the Ofiica of the Mayor or rolevanl dGpattmonts/ofiicss. The
system processss infomalion from mulliple sourcas, induding emeil, SMS, phone celb, and sociel madia
channels.

D€spite th6 succ€ss of the initial implementation, lhere is a need to modify and onhance lhe cun€nt
syslam lo ensur€ a highet lovsl d resporBiveness and officiency- Recenl evaluations of tha syslem hsve
revoaled opportunitias for improvement, parlicularty in ensuring tickets are promptly resolvod and thal
css6 assignmenls aro efioctively communicaled snd managsd by ths ralevant departmsnts.

This modification aims to r€fine lhe existing CRM by enhencing case managemer capabilities, integrating
additional tools, and onsuring thet all dapartmenB proporly utilize systam nolifications to address issues
within prescribed tumaround times.

RATIONALE;

The projscl seeks to onhence th6 existing citizon Helpline 122 sorvice manegemont syslem to creale a
unified platform that ampor/ers the verious departmenb of the euezon City Govemment. This upgraded
system will provide a @mprehensivo visw of all citizen requ3st3, complainls, and concams submifted to
the city govemment. lt wiI drEamline the procsss of assigning, tracJdng, and rasolving cssas scross
multiple chenn6ls. ensuring thet each depertment takes ownership of cesas and ss6s thom through to
16solution.

Ths procass b€gins wilh c€pturing a citizsn's concgm via vedous channels such as lhe contact csnter,
social medie, or email. Eech concsm is assigned a cas€ or ticket number, which is rouled lo lhe
appropriate doparknent. From thare, the cas6 is managed until it r€echos final Esolution, whother by field
officars or adminblralive slafi- ln some siluations, c€ses may b€ Bcalaled dirsc y to lhe ralgvant
depanment withoul intermediary steps.

This enhanced system will serve as tha central rEposilory for all citizen con@ms end requssts direcled
to the Offica of the Mayor or any other relevant dsparlment. lt will provide a singular, real-tims sourca of
truth, improving efiiciency, lransparency, and accountability- Additionally, the systam will ensble
Edvanc€d data analytics capabiliti€s, allowing the Quezon City govemmont to derivo strategic insights for
continuous improvement in public aervice delivery.

PROJECT SCOPE OF WORX:

TECHNICAL SPECIFICANONS
The propos8d Citizm Salvic€ Manag€mont Syslem rhal be anhrncad to ansur. eftciancy,

responsivones3, and accountability in maneging citizen @ncEms. lt will be equipp€d with ths
following features and cspabilities;

1. Licon3e3
1.1 Ths syslom will support ths following existing licsnsas: 88 licenses of rynamics 365
Customor S€rvica, 88 lic6ns63 of Microsofl 3,65 Business Bssac, and 1 liconss of power Bl
(upg€de ftom Profa-asionsl to Predum Subscritrjo) for rrpoding and dste enalylis.
1.2 The syslem vyill elso support arry new or additbnal lic€nses procuBd by the euezon
City Govgmment as n€cessary, ensuring scalability,

2. System Modmcaflonr
2 'l Moditications to the exislino cRM system will incJudo enhancamon6 to improve cese
manag6m6nt, rcporting, end communicalion acfoss dapsrlmenE and sxtemal platforms.
2.2 htegrdion of R'quor for Actim (RFA) Form: The RFA ,orm wiu b€ tuly intagrared inro
the cRM to stenderdize incident and nonconfomity reporting, improving trecking and
accountabitity.

2.3 Automat.d and Additionar Fields for case Forms and Dashboard Reporring: To
enhanco dara accuracy and straamrine th6 reporting proce$, fierds such as case Number,
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lncident Date, District Field. and Account Type will be automated. ln addition, n6w fields
(e.9., th€ number of vehicles in a road accident or lhe numbsr of sstablishmsnts in s fire)
will be added lo caplur€ more detailed incident data. This comprehensive deta will be
automatically populdgd and rEportad In a darhboard formal for quick and cl6rr incident
overvie\r\rs, ansuring officiant enatysis and prompt rEsponses.

3. Automated Flalds
3.1 C6se Number: Automalicelly generatE uniqus identiliers for each incident.
3.2 lncidant Oet6: Aulo-caplure the date of th6 incidont.
3-3 DBtrid Fiold: Aulom€tica{y populata bassd on lha selecled Batgngsy.
3.4 Account Type: Automalically capture Voic€ Account for C€lls and Non-Voico Account

for Emails and Sociel Media submissions.

tl. Sugg$ted Tsxt & Dropdown Ll3ts
4.1 Case Titlo/Procoss: Predefnsd texl suggestions will be availeble to tmprove a@urEcy
and speed.
4.2 lncident CLasificdionr Automsted clascification oplions will slraamline case
cetegorizetion.
4.3 lncident Typs: Dropdo rn options such 83 Emorgoncy, Non-Emargsncy, police

Assistanco, Fire lncidents, Medical Emergsncios, and mor6. Thg systom will allow the
dynamic eddition of ne\., incident typ€s by authorized edminBtrators to onsure adaptability
lo ovolving n6eds.
4.4 Priority Lovals: Dafne priority levals (Lorfl, Modium, and High) tor cas€s_
4.5 Pletfon lnitielor: Lisl platfoms sudt as R8dio, 122, Sociel Media, end Websito
submissions for case initiation.
4.6 DepartmenuProcass Oit ner: Oropdo\,vn list of rolevant dspertments and units for c8se
assignment.

4.7 Barangay: Provido drDpdo ns for Barangays wilh aulomalically linked dislrids for e€se of
assignmanl.

5. S€rvice Lovel Agr€om€nt3 (SLABI

SLA Category D€,finition Time Fnme Monitoring Mctrica

lncidont Re3ponse
Time

TimE teken to
acknowl€dge and
sssign a reported
incident.

Within 15 minutes First Responso Tim6

lncident R6solution
Time

Time taken to fully
resolve a reporled
incident.

24 hours (standard
cases) / 4 hours
(urger cas6s)

Cell R6solution
Time,Tumaround
Time

Tumaround Time
Emergency
Hendling Time

Time leken to
rospond to sitic€l
emergencies (e.9.,
lif6-thrsalening
siluations)

lmmodiate (wilhin 5
minutes),
Response Time

Escelalion Time,
Escalation Time

Pending Ticket
Nolifications

System \rvill ,lag
unresolved cases
and send
r€minders.

Every 12 hours for
pending tickets

Noffcation Froquency

Ticket Closure
Monitoring

Ensuring tir(ets are
r€solved within Sll
@mmilmenls.

Oaily trecking Zero lncidenl
Goal,Tumaround Time

6. Heat-mep Functionrlity
6.1 The system will include I heal-map dsshboard to visually displsy and track the
concentrdion of incidents in reaFtime, partioJlarly us€ful for msnaging disasters and
emergencies (e.9., noodq fire inc,ide-nts). This feetue wi[ plovida spsual analysis to guide
resour@ allocalion and rBspons€ ptioritization.
6.2 The heat mep will display incidsnts by type and soverity, aiding decision_mskers in
understanding and responding to cdses efficienfly.

7. Case Manag6ment acrcsa Ch.nnels
7_ 'l The syslem will infegrals muliple pldforms suct as Facebook Mess€ng'r, Website, and
Email to ensure thal all csses raised lhrough difforent communication channols are
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captured, logged, and eddressed in a unitied syslem. Cas6s raisod via these pletforms will
be routed lhrough the seme CRM syslem, ensuring they are trackod and rasolved under e
single platform.

8. Woddow Mepping Customlzation
8.1 Custom workflovrs lvill be impl6m6nled, allo,ving lhe system lo automalically roule
cas6s bas6d on specific criteria such as incident h/pe, priority, end dopartmenl. These
workflows will ensure cases ar6 escalated or reassigned to relevant depanments for
resolution.
8-2 lnclude uniqus uro*fior,s for DRRM (Disasler Risk Re&dion and Menagemant) and
BPLD (Business Permits and Licensing DepartmEnt) to address lheir specific needs.
8.3 The system will include funclionality to exp€dile licket dosures, €nsuring timely
resolution of sll incidonts.

9. ISO Documentation and Reporting
9.1 The syslem will provide sland.adized rBports in line with ISO documonlelion
requirBments. Ths Rsquest for Ac{ion (RFA) report format will repli:ate th6 RFA form for
accural6 documentation and ISO compliance.
9.2 Reporting will include case summarias, departmenlel reporls, and e detailed breekdown
of incidents handled, along with anaMjcs on resolution timss, ticket aging, end depertmer sl
performanca.

10. Report Generatlon Folmat3
1 0. 1 QCCSD lncident Report: A conciso summary for critical casa revign .

10.2 Oeparlmentel Report: Deteiled reporls tor indapth doperlmsntal enelysis.
10.3 RFA Form Report: A detsilad replicaliofl ol the RFA form for ISO compliance.
10.4 Heat-map Analysis Reports: Msual reporB based on the hoatfiap data, tracking high-
risk zones and l€sponse efiediveness.

11. RemindeE and Abrt
The system will include automated reminders and alerts for pending or overdue tickels,
onsuring that no case is forgotlen or lefl unresolved. These alerts will a3sist deparlments in
maintaining SLA complienca and ensuring s$,iff resolulions.

12. User Manegoment and Sacurity
12.1 The system will include rol6.bas6d accass contrcl (RBAC) to ensurs secure dats
access and managemont across dSpartments.
Only aulhorized useB vvill have access to canain cases and functionalilies, proteding
citizan information.
12-2 A logging and audiling system will be in placa lo tr8cft all aciions taken wilhin tha
syslem, ensuring lransparency and accoui ability.

13. Provlsion of Documonts
13,'l The solution pmvider shall deliver completa documer ation for th6 deliverables,

including but not limited to:
A. lnfomation Systen/Application system source code and essocialed libraries
B. User Manuals
C. TechniceuR6fErenc€Manual
O. System/OperationalManuel
E. Troubleshooting and lnslallation Guides

13.2 Documentation musl ba provided in edilable iormab (e.g. Microsofl Word) end non-
edilablo fomats (e.9., PDF) and dotivercd to th6 Local Govommsnt of OC. Th6 eC
Govemmonl reserves lha right to reproduce these documenb at no additional cost. All
intellectuel property developed or crealed as part of this proiect shell becoms the sole
property of lhe QC Govemmer , including the sourc€ codo, which will be available for any
necessary system adjust nents.

14. Web Ho3ting. C-ybeE curity, SSL Ma gem.nt, snd l)ata privacy

To ensure the secure and r€lieble opsralion of the syslem, the solution provider must
imploment best practicas in u€b hosting, clbersoctJrily, SSL management, and deta privecy
compliance. Additionally, security responsibilities ard complianc, measures shallbs shared
betwaen the solution provider, lho hosting s€rvice, and the eC Govemment to uphold
industry standards and rEgulatory r€quiremenls.
'14.'l W6b Hosting and lnfrastn crure

A. The syst€m must b€ hoded on e high.sveilability inftastructure lhat meots
govemmonl standards for uptime, disasler rBcovery, and data redundancy.
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B. Hosting solutions must support scalsble cloud environmenls with load balancing

and redundancy to prevel servace disruplions.
1 4.2 Cyb€rsecurity Measures
The system musl integrala indusfy-stendad secutity conuols, inctuding[

A. Multi-layersd security teaturss such as froyvalls, inlrusion detediorvprevonlion
systems (OSi/lPS), and real-time lhreal monitoring.

B. DDoS proteclion and mitigalion mochanisms to ensura uninlenupted seNice
availsbility.

C. Rolebased access control (RMC) lo erforoe security policies and limit access
based on [Ber rasponsibililies.

The solution provider shell condud regular security audits, vulnerebility assossments, and
penetration tgsting to onsuro compliance with cyb€rgecurity slanderds. Additionally, lh6
solution provider will also provide resolulion to the vulnerability assessmenl rcports
conducled by oulside perlies that arB authorized by QC LGU. This includes lhose conduded
by national egencies like the Department of lnformation and Communicelions Tochnology
(DICI) or othor lhird parlies wilh whid QC LGU eng.ges.
'14.3 SSL Managemenl

A. The systom shall onforce Trensport Layer S€curity OLS 1.2 or higher) for all data
lransmissions.

B. SSUTLS certilicates must be regulady updeted and monitored to pravent sacurity
vulnerabilities.

14-4 Dala PnYac! end Complianc€
The system must comply wilh the Deta Privacy Act of2012 (RA 10173) and othsr applicsble
data protection regulations-
'14.5 'l Security configuralions musl include:

A. Data et Rest: Enqyption compliar with recognized industry gtandards (e.9.,
AE$256 or FIPS 'l.lG2).

B. Data in Transit Securc conrmunicdion protocols such as TLS, SSL, and
lPS6c encryplion to protsd sensitive data.

C. Role,based accass conlrols (RBAC) shall b€ implementsd to ensurs only
eulhorized personnel can accass or modify sensitive date.

14.6 Shared Security Responsibilitigs
Th6 QC Govemmont shall retain full ownership of all dete slorcd wilhin the syslem, while
cybersecurity, privecy, and data prot€clion shell be a shar€d rBponsibility between the
solution provider and the hosting service.
14.6.'1 The solution provider shall configure and eniorce socurity controls, ancluding:

A. Mutli-Faclor Authontication (MFA) to snhenco user aulhentication security.
B. Sec rity roles and permissions lo regulate eccess based on user

responsibilities_
C. Conlinuous threat monitoring and eulomated s€culity alerts to proactively

address security risks.

(ltem 14 (14.1-14.5) rcfen?d to the ToR'Procuament of cudonbr Service Application" ot the Ticketing System
Subsctiption)

tv. AREA OF COVERAGE

The Local Govemment Unit (LGU) of Quezon City, goveming the lalgest city in Metro Manita by tand araa
and populalion, will implement ths Customer Ralataonshap Menagement (CRM) system modifications
across all 142 barangays of Quezon City_ Thgse enhancaments will ensuro seamloss covgrage of the
entirs city, improving incident treddng, case menagomanl, and integrated communicstion across
deparfnsnls.

Addilionally, key departments such as the Quozon city Dissster Risk Reduction end Managoment oftice
(ACDRRMO) and the Business PermiB end Licensing Departmant (BPLD) will be equippsd with unique
\,vorkflows tailored to their sp€cific opsralions, ensuring efi6div6 disasior respons€ and efiicisnt handling
of business-reletod concems. The modified system will also handlo inter-jurisdicrional coordination,
enending i!3 tunctionality to neighboring citas as rcquirEd, providing s comprehensive and scalable
solution for all stakoholders.

To maintain system reliability across all covered arsas, the implementetion includes continuous sofrwtsre
meintenanc€, security updetes, end t6clnical support, RogulEr user training will ensura effective system
use and delg management. Annual support s€rvices will cover bug fixEs, featutE onhancements, and
security updales to sustain sear{eas cjty-wida op6rations_
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LICENSE STANDARDS AND REQUIREMENTS

TEck Record
1. The system sofrwara provide/supdier mlJst have comdeted s simitrr Proi6d w hh lh€ pac lhroe

years, with a projed value of €t leest 50o/o of the Approvad Budget for the Contract (ABC) for this
projecl.

2. The provider/supplior must demonslrate a good track rocord and submit tho organizalional structure,

msnpower schedule, and dstsils of fundions and dutias, along with relevanl csrlifications, as Psrt of

the Poect lmplementalion Plan (PlP).

A. Organization

1. The system software provider/supplier must deliver the solution using cloud-based Cuslom€r
Rolationship Management (CRM) services. The modifications will enhanca the existing CRM system

used for managing citizsn interections wilh lhe City Govemmenl.
2. The sydem sonvyerc pEvider/supdier musi b€ a ca.tifed dbtribdor or rneru.fedurar of the sofhrvare

boing used for lh6 modifications.
3. The system software provider/suppliar must submit a stalemont ensuring non-disclosure of the

agencys data.
4. Tho system softwere providsr/supplier must provide wanarty stalemants thal include on-site

services to addr€ss technic€l supporl neads in a timely manner, as well as phone or omail technicel

support services tor tn e.lva ('12) months ftotn lhe Proiad comdel,on dste.

5. The syslem sofivvare providor/supplbr must b€ duly r€gislercd under the N8tional Privacy

Commission

B. Manporer

Th6 systom sofi\ rar€ provider/suppliar must provils a minimum of the follo ing Porsonnol for tha
enhancamant and modifcalion ot tho existing sy3tem:

A. 2 Consultanls
B. 2 Dev€lopers
c. 1 Proiect Manager
D. 1 Technical Consuttant

Mininum QualifuUons:

Two (2) Functional ConBultant should have a minimum of thrae yeaB of hands-on experience
wilh rynemics 365. This exp€rience should include a thorough understanding of the platform's
funclionalities and capebilities. The qualificaions should alagn urith lhe specilic roquiremenls of
Dynamics 365, ensuring that the consultie 's expcrlise is well-.suited to meet lh6 needs of lhis
platform.

Two (2) Dewloper should haye a minimum of thr€€ years of hands-on experienco with
Oynemics 365. This oxperisncs should includo a deep undeBtanding of the platform's
d6velopm6nl environment and capabilitios. Thg qualitications should align with ths spscific
requirements of D/nemics 365, ensuring that the develope/s exportisa is w€ll-suited to meet the
nseds of this pldform.

On6 (f ) Proj€ct ltl€nogEr should have a oomprehonsive undeGtErding of project man€gonront
rsquirements and capabilities rclated to Dynemics 365. Th6 quelificslions should align with the
specific neods of Dynemics 365, ensuring that the proiecl manageis axperlise is well-suitad to
ovarsee su@sssful implementslions. Additionally, the proiect managar should hold a degrea,
demonstrating a strong educational foundation and commitmont to excallence in the field.

On€ (l) Technical Contultant hevs al least tsn years of exp€rience in the lT industry,
ddnonstrgtino a brcad and dgap undorstarding of f€cfinical sokrlions and requiftrneflE,
particularly lhose relaled to Dyn8mics 365. Their oxlensiv€ bsckground should ensuro thoy can
provide expGrt technical support and guidanca tailoGd to the platform. Additionally, lhe technical
consultsnt should hold a degrse, refecling e strong ac€demic foundation and a commitmenl to
€xcell€nce in their fiald.

C. Training and Alra of Goaching

The ssNice providar will provide the aquivaler of four (4) lotal hours of training, focus on
understanding lho core feature within th€'Custom€r Servica" including tickat creation, assignmsnt,
escalalion, while also familiarizing with the key navigation and cuslomizelion options wilhin the
platform. The training will covor:

A. Contacl Center Agents/Admin Staff: @ trainoes in batcfias

ll
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B. Departmenuoffice/TF Heads: 120 treinges.
C. Contect Center System AdministratorrMls Stafi: Spacific number to be detemined based on

need.
D. Systan/Tech PeBonnel: Sp€cific number to bo delerminod bssed on need.

VI. PROJECT DURATION
This prorect shall be implemented with the follo/ving target days per milestone. Delivery poriod for the

project shall b€ ninety (90) c€lendar days upon issuance of ndica lo proceed.

MILESTONES CALENDAR OAYS

Project Prgparation and Mobilization 15 celendar days upon Recaipt of Nolic€ to
Proc€od

Procass Mapping, Technic€l Specilicetions
Sign-Otr

2 cslendar days

Application Programming & O€v6lopmont to
Minimum Viebla Product

60 calendar days

User Accaptance Tost (UAT) 2 calendar deys

Training and Handover I celondar day

Pmjsct Support 6 months from handover datg

v APPROVEO zuT'GET FOR IHE COI{TRACT

Source of Fund Local Dbaster Rlsk Reductlon and
Managemer* Fund

The Approved Budget ior the Contrad ig Seven million thrrc hundrEd fifty
tftou3 nd two hundEd fifty .igtt p.sos
only (PHP 7,3!i0,258.fi,)

v t. BASIS OF PAYMENTS
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iIILESTONES ACCEPTANCE CRITERIA PERCENTAGE BILLING

Proiect Prsparstion and
Mobilization

Process Mapping, Technical
Specifications Sign-Of

Prccess Mepp€d and
Approved

Docume alion signa+ofr by
lhe end us6r

r5%

Application Programming &
Development to Minimum
Meble Product

Minimum viable produd
signed ofi by QA and clienl's
authorized personnel

35%

User Accept8nce Test (UAT)

Bele lssling el tha end use/s
ofiica et the Quezon City
Compound

Full documentelion signed off
QA and clisnt's authorizsd
penionnel

35%

Training end Handover Signed off by client's
aulhorized personnel

15%

TOTAL 100%



IX. WARRANTY

The QC Service Management System for Citizen Concems, including all
modifications and enhancements, shall be free from defects in material and
workmanship for a period of one (1) year from the date of flnal project acceptance. Free
system updates related to the modifications will be provided within the warranty period.
The system must meet all requirements outlined in the Terms of Reference (TOR).

X. PENALTIES FOR BREACH OF CONTRACT

Failure to deliver the services according to the standards and requiremgnts set
by the City shall constitute an offense and shall subject the service provider to penalties
and/or liquidated damages pursuant to the provisions of RA 9184 and its revised
lmplementing Rules and Regulations.

X]. CANCELLATION ORTERMINATION OF CONTRACT

The guidelines contained in RA 9184 and its revised IRR shall be followed in the
termination of any service contract. ln the event the City terminated the contract due to
default, insolvency, or for c€luse, it may enter a negotiated procurement pursuant to RA
9184 and its lRR.

Terms of Reference endorsed, reviewed and certified by:

Prepared by:

EL C. DISTRAJO Enp. O. PEREZ, MPA

o/c, QccsD Offcer L , QCDRRMO

MA NN RUZ
Offcerin Chape, ITDD

Noted by

HAEL VICTOR N. ALIMURUNG
City Administrator
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APPENDIX

Updated l(ey F.at!r€3 and Requiramont3

lncident Tracking:
A. Syst8m Scope: lmplsment a consistont system for rocording, tracking, and responding to citizen incidsnts.

B. Mobile Access: Ensure mobile app functionality includss viewing, updating, and closing tickets, with ofiline

cepabililies.
c- Automationr lnclude automatod actno,vlodgam6rds end responses upon incident logging.

D. Document Menagemenl: Facilitate the crealion and distribution of both standard and custom documents

related to incidents.
E- End-to-End Management Provido comprehensivs managomenl from incident logging to resolution.

Oeta ilanagGmcnt:
A. Record Storage: Store comprshensive records including cese details, allocdions, and mandalory cass tacis.

B. Document History: Msintain a complete history of all docum€nls and interaclions related lo each incident,

c. Case Notes & Uploads: Support th€ c€pturing of cass notes and documenl uploads.

o. Case Linkage: Eneble ider(ification 8nd linksge of r€laled casss.

UBer lnterface and Experienci:
A Summffy Views: Provide dateilad vieurs indudhg incident stege, tlecking number. d6PartmanUunit,

responsible personnel, and other relovant delails.

B. Search & Filt€r: lmplement robust saerch and filter functionalities tor t :keb and citizon roports

c. Oashboards: Offer cuslomizable dashboards with rsal-lime data moniloring end visualizalion.

Reporting and Analytica:
A. Reporting Capabilities: Support aulomated and orstomizable reporting, induding predefined and custom

reporl options.
g. Dashboards: lnclud€ a dashboerd interface for flexible dsla visualizalion, both graphicel and tabular.

Socurity and Compliance:
A. Sscure Repository: Ensure a secure, c€nlralized raposilory for documer storage with comprshensive eudil

trails snd unallarablo records.

B. Accass Control: Defme us6r roles snd peft{ssbns, end imPlean€nl rcbusl ssajrity Protocols.
C. Standerds Compliance: Adhera to basic workf,o$, standards and support nccode epplicstion development for

enhenced funclionality.

Process ilonitodng and Wormow:
A. Status Tracking: Track the stalus of work items, job timolines, and document creEliory'archival datos

B. Deshboard Configuretion: Enabls users to configur€ deshboards end genorsle Pedormance roporls
c. Work low Suppod: Suppod cusro.nizable wod(flof,,3 and flocess rB,€ngineerhg as na€ded.
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