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TERMS OF REFERENCE

WEBSITE MAINTENANCE, CLOUD SERVER MAINTENANCE, SUBSCRIPTION,
AND SUPPORT FORTHE QUEZON CITY GENDERAND DEVELOPMENT

(QC GAD) INTEGRATED MANAGEMENT INFORMATION SYSTEM

I RATIONALE AND B IEF BACKGROUND

1a.is comprehensive approach to IT managemeflt eflcompasses three critical aspects: Web
Maintenance, which focuses on sustaining the optimal functionaliry afld security of the GAD
svstem; Server Subscription,. ensuring. a reliable and scalable hosting infrastrucflrre that
adapts to evolvrng data and user requirements; and Server Maintenance, which grrarantees

uninterrupted system operation throuqh proactive issue resolution and regular updates,

safeguarding optimal health and security. 'Iogethet, these elements form a robust framework
for sustaining the effectiveness, efficiency, and security of the GAD system's oogoing
operations.

II. PROIECT BACKGROUNDAND CONTEXT

Web Maintenance:
o Eosures the continued srnooth operatioo aad. performaace of the eristing G.AD

system.
o Addrcsses bugs, updates ftatweq and implements secmity parcAes to Prctect

sensitive data.
o Maintains user experience and system usability, fostering continued adaptation and

effrciency.
o Addigonal revisions as requested by the head of the office
o Iercludes quartedy reportiag and.KPtr uacking for:

- Numbcr ofincidents reported and resolved
- 'Iurnaround time (I'A I) for issue resolution
- Changc request adoption rate

Server Subscription:

o Provides reliablc and scalable hosting infrastrr:cture for the QC Gender and

Developareat lnf€gfated Management Lnfotrtanon System, which iochtdes the
Children in Need of Special Protection and the Social Services Development
Departrnenr

o Accommodates ttre growing data storage needs and user traffic as the systems

expand and rcach new agencies.
o Offers flexibilitv and adaptabiliqv to scale resources up or doqm as

reeded, optrmizing efficiency alrd cost.
o Ineludes rnonitodag and reporting on:

- Data storage consumptioo
- User traffic trends
- Usage metrics for the accor.rnts of the Admin, 142 barangays, 16 police

stations, the Social Service Development Departrnent (SSDD), the Schools
Divisi,cn C)f6ce (-sDOl rh. QC Anti-Drug Ahuse A.dvisory Coun"il
(QCAADAQ, and the QC Protection Center (QCPC).
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Server Maioteaance:
o Guaraf,t€es sysm uptime aod arailatrility, 'ninimi;ng downti".c aad disruPtiofls to

criticd daa access and opetations.
o Proactively idestifies aod resolvee potef,tial server isEues before they i$pact system

perfortnance an.d accessibility.
o Eooures op 'r'1 systern heakh and secudty by aPPlryrg tioely updates aod Patches

to tie server in-&astrucu:re
o Iacludes quartedy mooitoring end rE orting of,: :

- System evailability and qprime pgrcentage 
I

- PerFormance KPIs (e,g., response time, servel load)
- Number of patches and seanrity updates admi'ri<tered

rrr. PROIECT SCOPE OF \VORK

The sewice ptovider must fulfill all the rcquireneots arrd tioos stated below:

A- Deliverables

The proiect shall cover tle delivery of sewices for designin& developoeot,
testin6 deploymef,t, docurneotation, training zod
which iocludes the follcwing:

of the system

a Website Mainteoaoce - Maintenance aod support for the Management
IoFormatioo Syseo r:atil Deccmba 37,2025.

b, To eo.sure that the syst"'n rerains firll fuoctiooality and corforms to the
specificatioos, the service provider \E'iIl fixrany bugs for ftee duriag the
w"rrr-anty period uotil December 31, 2025, ripon issuance of the Notice to
Proceed-

c. Cloud Server Subscdpdon until Decetnber 311 2025.

d, G.oud Server Mainteoaoce uotil Decxn,ber. t7' , 2O?5

B. Web Hoeting, Maintenance, and Suport
a. Web Hosri.g Subscription

b. Server Mainteaaoce -
c. System Maioteaance

d. Secruity Updates ,.

e. Bug 6xes

f. Softwate Updates z

g. Tech support

i Phone

ii Email

iii Reoote Access Sqppott anytime ,/
iv. Consultation indudes 8 hours days a week ftom Mooday to,,5

_Friday, 9 am to 6 pg @,xduding Holidd,ys)

h. Pusonnd Assigned

i Oae (1) Account Exeortive

ii One (1) Technicat Team - Software

L 24/7 Server uptime
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C. Web Hosting Specificafions:

a. Web Hosting Elastrc IP (AP-Southeast 1(Singapore), dedicated server,
dynamic BGP, 1 Mbit/sx 1:1PC

b. Rclatiorral Datab'ase Scrvice @atabase Erryinc sorage, tl$SQf, i.7, single,
general-enhanced, 2 vCPU 8GB, Ultra high I/O 448)

c. Srmple Storage Scrvices (S3) (Str.,ragc Package 1TB, Interncr Outb,uuml'
Traffic 5fGB)

d. Iilastic Cloud Server 2 S56, General computing, T3 Large, 2vCPU 8GB,
Ubuntu.20,04 server 64bit, F{.igh l/O 4OG B)

SERVICE LEVEL AGREEMENT (SIj,) REQUIREMENTS

o The svsfem uptime commitmeot is 99.90/o per moot\.ea-suring minimel d6r4,6firne
. Downtime exceeding the agreed limit will result in service credits or penalties, depending on

the severity of thc failure.
. Scheduled maintenance windows will be communicated in advaace to stakeholders.
. Unscheduled downtime incidents will be resolved within a Recovery Time Obiective (X.TO)

of 12 hours to minimize service disruptions,
o The Recovery Point Obiective @PO) is dbfined with a dbumtime recovery point set at

midnight daily, ensuring data integriq'.

GUARANTEED RESPONSE TIMES

r Shcn thc Clicnt raiscs a support issuc wit'!r' l,ightweight Solutions, Liglrtrwcight Solutions
promises to respond in a timely manner.

RESPONSE TIMES

o The response time measures how long it takes the supplier to respond to a support request
raic€d via the parties' chosen.mode of corr.rmunie ation.

. Lightwcight Solutions is deemed to have responded when it has replied to the cliends ioitial
request. This may be in the form of an email or telephone call, to either provide a solution or
to rcqucst further information.

. Guaranteed rcsponse times depend on the priority of the item(s) affected and the severity of
the issue. Thcy are shown in this table:

VersionItem Technology

Operating System Ubuntu Server 20fi4Ijls

Database MySQt 8.0.24

Web Serger Ngrnx 1.20.2

PHPProgramming l,anguage @ackend) 1.4/8

Framcwork @ackend) Latavel 8

Programming Language f rontend) HTML/CSS/JS

Framework (Frontend) NextJS 13

s()t t\\.\t . s l.\Ch.
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Response times are measured from the moment the client submits a support request via the
suppliels support system.

Response times apply on the following schedule:

r Regular Concems: Monday-Saturday, 9:00am-6:00pm

. Fatal and Severe Concems: Monday-Saturday, 9:00am-10:00pm

. Fatal and Severe Concems (Sundays and Holidays): 9:00am-6:00pm

For holidays and Sundays, only conccrns that fdl undcr Fatal and Scvctc catcgorics shall bc
accommodated. A designated mobile app shall be provided by the supplier for raising Fatal and
Severe concems.

It is the responsibility of the clieflt [o ensure that the app is not misused. The supplier re- serves

the nght to institute penalties on the misuse of the app.

SEVERITY LEVEIS

The severity levels shoum in the tables above are defrned as follows:

. Fatd: Complete degradation 
- 

all replstered users and critical functions
affected. Item or service completely unavailable.

o Severe: Signifrcant degradation 
- 

at least 80%o of registered usets or critical
functions affected.

o Medium: Limited degradation 
- 

limited number of registered users or
functions affected. Business processes can continue.

o Minor: Small degradation 
- 

few registered users or ooe user affected. Business
processes can continue,

RESOLUTIONTIMES

Lightweight Solutions will always endeavor to resolve problems as swiftly as possihle. If recognizes
that the clienCs systems are key to its business and that any downtime can cost money. Flowever,
Lightweight Solutions is unable to provide guaranteed resolution times. This is because the nature
and causes of problems can vary enormously.
For instance, it may be possible to resolve a fatal server issue in minutes, simply by restarting the
server. But if a server fails due to disk etror or a hardware fault (also classed as a fatal issue) it may
take much longer to get back up and runmng.

Resolution times will always vary for fixes that ate beyond the control of Lightweight Solutions.
lhis may, or may not, include Frxes from third-party service providers.
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In all cases, Lightwerght Solutions will make its best efforts to resolve problems as quickly as

possible. It will also provide frequent progress reports to the client.

The supplier shall provide the following upon resolving a forwarded concem:

o Resolutior perforrned (caregr.ltird whether temposry or permaneflf 64
o Root Cause Analysis
o Recommendation (f applicable)

ESCALATION MATRIX

Escalation matrix visualizes the escalation channel for forwarded concems in relation to the issue

severity and item priority.

rv. P&oJEGT STANDARDS AND R.EOUTREMENTTS

A. Minimum qualifications and requirements for the contractor

In addition to the activities listed under Part III of this TOR, the Service Provider is also
expected to submit/ produce the following reports/ outputs/ deliverables when required by
the clicnt:

1. Directly report to the Quezon City GAD Off,rce, or its designated staff, on thc plan
of action and timing of the deliverables

2. Compliant to DICT Philippine Govemment's Cloud First Poliry (-atest Version)

3. Ilnswe that the quality of the Service Provider satisfies the following:

a. Duly registered business in the PhiJippines with audited financial statements
staning at lcast two (2) years from the date of the bidding.

b. The SERVICE PROVIDER shall be a firmf company with the follow-ing
cxperience and qualifications:

i. Must be operational for at least five (5) years.

ii. Must have similar developed software with a Data Management System
aod must have maintained similar to this project within the last three (3)
yeani

iii. Must have a working prototype relative to the Gender Awareness and
Development of an Ifltegrated Management Information System.

iv. The SERVICE PROVIDER should be registered with the National
Privacy Commission.
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v. 'l'tre SERVICE PROVIDFIR shall ersure that rhe system shall abide by
the Data Privacy Act of 2012 zrrtd ensure tlat personal inforrration is

protected.

vi. The SERVICE PROVIDER must provide a valid Data Universal
Numbering System associated with their organization. This number
should be current and up to date.

vii. The SERVICF, PROVIDF,R must have an office in the Philippines.

c. Has software deployment capability in the area of:

i. Custom-builtapplicationsoftware

l1 Assign the flecessary Project Team which shall be composed of the
following:

o Proiect Manager: Must have demonsuable experience in handling
related work engagements, urith at least one (1) development project
related to a Data Managernent System or Enterprise Resource
plaaning. Must have frve (5) years of experience in project
managemcnt and have at least successhrlly implearented a project.

o Business Analyst: Must have at least two (2) years of expedence in
aligning business and technical requirernents to meer clieflf f,eeds.

Must also have experience in managing and conducting user training.

o Developer: Must have at least two (2) years of experience in web
development. Must have demonsuable experience in developing or
customizing a Data Management System. Must have been involved in
similar and/or related service.

o IIX Desigrer: Must have at least two (2) years of experience in
is5igning visual and other interactive elements of software. Must dso
have experience in conducting user testing

B. CIient/End-user Responsibilities

1. The GAD Council will coordinate with TTDD for the provision of an Intemet
connection.

2. To request from PAISD ttre web subdomain name or domain name

Y. PROJECTDURATION

Until December 31,2025,upon issuancc of the Notice to Proceed

VI. APPROVED BUDGET FORTHE CONTRACT

The approved budget for the contract (ABC) is Seven Hundred Thousand Pesos Only

G700,000.00).

VII. BASIS OF PAYMENT

Full payment upon activation and subscription of server for the project/contract.

VIII. PENALTIES FORBREACH OF CONTRACT

Failwe to deliver the services according to the standards and requiremens set by the City
shall constitute an offense and shall subject the Contractor to penalties and/or liquidated
damages pursuant to RA 9184 and its revised Implementing Rules and Regulations. Specific
penalty/ies to be imposed on the contractor.
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IX. CANCELLATION ORTERMINATION OF CONTRACT

Any termination of a service contract shall adhere to the guidelines outlined in RA 9184 and
its revised Implementing Rules and Regulations. If the City terminates the Contract due to
default, insolvency, or any justiflable cause, it may proceed with negotiated procurement in
accordance with section 53 (d) ofRA 9184 and its IRR.
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