
TERII{S OF REFERENCE (TOR)

QUEZON CITY QC-ESERVICES PLATFORM CLOUD HOSTING, WEB APPLICATION
FIREWALL & MAINTENANCE SERVICES FOR THE YEAR 2026

I. RATIONAI,E AND BRIEF BACKGROUND

To support t}Ie President's call for all government agencies and LGUS to move more
and more government services online, the Quezon City Local Government (QC LGU]
is further enhancing its online environment to improve stability, reliability,
scalability, performance, and availability. This will ensure that the CitS/s web
infrastructure is capable ofhandling the growing portfolio of QC-eServices.

II. PROIECTDESCRIPTION

The proiecfs obiective is to provide the local government of Quezon City with a cloud
environment that is stable, reliable, scalable, performant, and available for its QC-
eServices core platform. This includes an appropriate content distribution network as

well as a web application firewall to protect user data.

III. PROIECT SCOPE OF WORK

The system will have the following components:

Technical Specifi cations

a. Scalable Cloud Hosting for QC-eServices core systems that can support the load
ftom QC city hall office staff users, web and API calls of online service providers,
and the projected usage ofQC residents and nonresidents alike, The Cloud Hosting
for Qc-eservices core systems will encompass both production and test
environments, and may also be used for any identified capacity building sessions

ofthe LGU.

I The hosting coverage is for one year, with usage-dependent

consumption, or until the allocated credits are depleted, whichever comes

first as supported with a monthly billing reportwhich can be visible in the
Google Cloud console/dashboard. The credits may be used for the
following cloud services: Compute, Storage, Networking, Identity &
Security, Management Tools, Developer Tools, Monitoring Tools,

Databases, APIs.

b. Cloud hosting services must support the use of open-source server operaung
systems, open-source web servers, and open-source databases.
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c. Cloud hosting services must be capable of supporting online access to web
applicattons from users located anywhere in the world and must not have

geographical limitations.
d. Cloud hosting service must have a user-accessible dashboard and portal for

metrics and to allow for modifications to allocated sewer resources.

e. Cloud hosting services must keep logs of network traffic, usage, and connection
metrics.

f. Cloud hosting service should work seamlessly with QC existing productivity and

email solutions.
g. Cloud hosting services must be secure and provide features for building secure

application workloads.
h. Provision for a Web Application Firewall or WAF, whether as part of the hosting

sewice itselfor from a reputable third-party
i. Includes technical administration and support services to manage cloud-hosting

service and WAF confiBuration with the following resources:

I Professional Cloud Architect (3) - responsible for conversion of

QC-eSewices requirements into a custom-fit cloud architecture and

design and is primarily accountable for code, execution and quality

reviews ofthe cloud solution.
! Professional Cloud Developer (3) - responsible for management

of cloud environments and implementation of instances required by QC-

eServices platforms.

I Professional Data Engineer (1J - responsible for the review and

management of the data pipeline and processing efficiency of the

instances maintained by QC-eServices platforms.

I Professional Cloud Security Engineer (1J - responsible for
ensuring the security of the Web Application Firewall and other cloud

configurations of the instances maintained by QC-eservices platforms.

j. Includes Managed Services from the sewice provider for one (1) year.

I Managed Services includes the setup and documentation ofCloud

Organization.

I Managed Services includes provisioning and configuration ofnew
cloud resources,

I Managed Services includes the modification of cloud

infrastructure with the intent to improve stability, reliability, scalability,

performance, and availability, or reduce the cost of the QC LGU cloud

environmenL
I Managed Service and Support excludes:

1. Application develoPment and testing.

Z. Any activity that requires the handling of application or user data.

3. Any activity that includes the modification of application code.

k Includes Technical Plafform Support from the service provider for one (1) year.

I Technical Platform Support includes platform suPPort for QC LGU

application development teams on a request basis.

I Technical Ptatform Support includes platform training and

enablement of QC LGU on a request basis.

I Technical Platform Support includes issue investigation'
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I Technical Platform Support includes regular billing reporting and
recommendations on cost reduction activities.

I Technical Platform Support includes regular utilization reporting
and recommendations on utilization optimization activities.

I Identification of an issue as an external dependency will not
impact the committed response time.

I The SLA response time measures active work time by the service
provider. It will pause for any time spent:

1. Waiting for internal or external approvals for actions or fixes
2. Waiting for a response or resolution from principal support after

an escalation

Responae
Timc

Rosolution
TimeSeverity Level

Severity 1

(Critical)

Severity 2
(Major)

Severity 3
(Moderate)

Description

System outage or major
disruption impacling critical
services.

Significant impact on non-
critical services or degradation
of critical services.

Minor impact on services or
functionality.

Cosmetic issues, minor bugs,
or general inquiries.

t hour 4 hours

4 hours 24 hours

12 hours 48 hours

Severity 4 (Low) 24 hours 72 hours

l. Maintenance for one (1J year, subject to renegotiation thereafter

ry. AR"EA OF COVERAGE

The cloud hosting service and web application firewall will be used by QC LGU to host

and protect its QC-eServices core platform and associated core web applications.

V. PROJECT STANDARDS AND REQUIREMENTS

The following are the minimum qualifications and requirements for the Supplier or

Bidder:

Track Record

a. The service provider must be in the same industry as per their SEC/DTI

filing for at least Ten (10) years.

b. The service provider must be an operational company for atleast Ten (10)

years.

c. The service provider must have satisfactorily implemented a similar
prorect within the last tlrree (3] years.
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d. The service provider should have implemented a private or public sector
cloud-hosting proiect with a single completed contract amounting to at
least fifty percent [50o/oJ ofthe ABC.

e. The service provider must have at least two (2J years experience in
providing cloud hosting subscription services in t}le pri te or public
sector.

Organization
a. The service provider must have updated Platinum status in PHILGEPS.

b, The service provider must be a duly registered company with an DTI or
SEC filing.

c. The service provider must be filed with DTI or SEC as an lT company with
the purpose of software development and the supply of IT-related goods
and services.

d- The service provider must have an active and updated registration witl
the National Privacy Commission.

e. The service provider must be an authorized partner of the principal
solutions provider for at least the last four (4J years, with the highestlevel
of partnership for the last two (2) years, must have verified expertise in
the Global Public Sector - Government on Cloud Compute and must have
verified, third party specialization in Work Transformation and Cloud
Infrastructure Services, as well as sell authorizations for Cloud and
Security Operations.

f. The service provider must not have a history of blackiisting (or any

recommendations towards such) in PhiIGEPS as raised by any
government agency in the past nve (5J years.

g. The service provider shall guarantee that the system shall abide with the
DATA PRIVACY ACT of 2012 to ensure that the personal information is

protected.
h. The bidder must be an authorized direct reseller of the security solutions

for the Cloud services being offered, and this should be clearly reflected in
the bidder's cloud certification.

i. The Service Provider is required to submit a current Certification ofGood

Standing from the Securities and Exchange Commission [SEC).

VI. DEI.IVERY SCHEDULE

Project to be implemented twenty (20J days from the issuance of the Notice to
Proceed. The duration of service is one (1J year from date of implementation or until

the allocated credits are depleted, whichever comes firsL

VII. APPROVED BUDGET FOR THE CONTRACT

The Approved Budget for the Contract (ABCJ amounts to - Fifty Million Pesos and

00/100 only [PHP 5O,000,000.OO] (VAT inclusive]'

ll.
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VIII. BASIS OF PAYMENT

Upon activation of the subscription contract agreement, the supplier may bill for
the full bid amount of the contract.

IX, PENALTIES FOR BREACH OF CONTRACT

Failure to deliver the services according to the standards and requirements set by the
City shall constitute an offence and shall sublect the service provider to penalties and/or
liquidated damages pursuant to RA 12009 and its Implementing Rules and Regulations

ORR).

K CANCELIIITION OR TERMINATION OF CONTRACT

The guidelines contained in RA 12009 and its IRR shall be followed in the termination

of any service contract. ln the event the City terminated the Contract due to default

insolvency, or for cause, it may enter negotiated procurement pursuant to RA 12009

and its lmplementing Rules and Regulations (lRRJ.
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