
TERMS OF REFERENCE

SUPPLY,INSTALLATION AND TESTING OF THE

QUEZON CITY CYBERSECURITY SYSTEM FOR THE YEAR 2026

I. PROJECT BACKGROUND, DESCRIPTION AND OBJECTIVES

Rationalea

The Quezon City Local Government is committed to maintaining its leadership in

digita[ transformation and the delivery of efficient, secure public services. Fottowing the

successtul imptementation of the Quezon City Cybersecurity System, it is imperative to

ensure the continuity and enhancement of our security posture to protect the city's criticaI

information assets.

Quezon City's comptex and interconnected digitat infrastructure hotds sensitive

data, inctuding citizens' personaI details, financia[ records, and confidential city

information. As cyber threats continue to evolve in sophistication and frequency, the

ongoing protection of this data against unauthorized access and disruption of essential

services remains a toP PrioritY.

This pro.ject constitutes the continuation and enhancement of the estabtished

cybersecurity services for the calendar year 2026.It aims to build upon the foundation

taid in the previous phase, ensuring that our defenses are continuousty monitored,

managed, and adapted to the dynamic threat landscape. The engagement of a qualified

service provider is crucial for the sustained management and maturation of our

comprehensive cybersecurity program.

b. Obiectives

The primary objective of this proiect is to ensure the uninterrupted protection of Quezon

City's digitat assets through the continuation of critical cybersecurity services and

licenses. The specific objectives for 2026 are:

i. To ensure service continuity by sustaining the enterprise-grade security
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Command Center license and the Incident Response Retainer, guaranteeing

continuous monitoring and threat management.

ii. To mature the city's security posture by advancing the capabitities of the QC-ITDD
Secops team through targeted training, joint exercises, and the continuous
refinement of security policies and procedures.

iii. To proactivety manage risks by conducting regutar vutnerability assessments,

optimizing security controls, and adapting defenses against emerging cyber

threats.

iv. To maintain regutatory comp[iance by ensuring ongoing adherence to data privacy

laws, industry standards, and government regutations.

ll. Scope of Work

The service provider sha[[ detiver the fotlowing:

Security Command Center - Enterprise Licensea

Continuation of the enterprise license for the Security Command Center to ensure

uninterrupted service. The platform must maintain the following capabitities:

i. Mutti-Ctoud Coverage (GCP, AWS, Azure)

ii. Ctoud Security Posture Management

iii. Ctoud Workload Protection Program

iv. Cloud Security Comptiance

v. C[oud Attack Path Simulation and Virtua[ Red Teaming

vi. Cloud Infrastructure as Code (IaC) validation

vii. C[oud Infrastructure Entitlement Monitoring

viii. Enterprise Security Operations (Threat detection, investigation, response) with

case management and automated playbooks

ix. Integrated Ctoud threat intelligence and Al-powered reporting

b. MSSP + Sec0ps Capability-Buitding

The service provider witl conduct bi-monthty web scans on 220+ subdomains as

documented in the QC-LGU Web Application List to identify vulnerabilities and

protect web assets.

L. Web scanning must be performed bi-monthty utitizing the Ctoud Web

Security Scanner or a web application security testing toot.
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[. The service provider will collaborate with QC-ITDD and deliver the fottowing

Cloud Infra Organization Policy current state review and imptementation.
Ctoud Resource Hierarchy review and changes/implementation.
Ctoud IAM poticy review and changes/imptementation.
Cloud Network review and changes/implementation.
Data and Storage review and security posture improvement
Compute engine review and security posture improvement.
Backup and DR review/recommendations

Load balancer review and Ctoud Armor rutes recommendations/
imptementation.

Kubernetes setup review and security recommendations/imptementation

for posture improvement.

iii. The service provider wit[ imptement the fotlowing:

1. Security Management and 0ptimization: 24171365 monitoring and
management of security threats. Imptement and improve security policies

to comply with relevant standards. Keep systems up-to-date with security
patches to minimize vulnerabitities.

2. Security Posture Assessments: Identify vu lnerabilities, remediate,
continuousty refine security strategy and adapt to evotving threats.

iv. The service provider witl deliver comprehensive training programs to equip QC-

ITDD's cybersecurity personnel with the knowtedge and ski[[s necessary to
effectively utilize the Security Command Center. These training sessions cover a

wide range of topics, inctuding ptatform navigation, configuration options, alert

management, and best practices.

v. The Service Provider wi[[ provide the fotlowing capacity-bui[ding initiatives:

1. To assist in the creation of a dedicated Security Operations (SecOps) team

within the Quezon City Local Government (QC-LGU).

2. To provide comprehensive training and knowtedge transfer to the newly

formed SecOps team, ensuring their proficiency in cybersecurity practices.

3. Evaluate existing security procedures and knowtedge base to identify areas

for improvement.

4. Create new security procedures and knowtedge base entries to address

identilied gaps and enhance the team's capabilities.

vi. The Service Provider will be responsible for the following SecOps Level 3 tasks:

plans

1,.

)
3.

4.

5.

6.

7.

8.

9
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Complexity Specification Maximum Development Tit

Simple Maximum of 3 integrations or 10 workflow steps 1 Week

Medium Maximum of 5 integrations or 20 workflow steps 2 Weeks

Complex Minimum of 6 integrations or 30 workflow steps 1 Month

1. Develop and deploy automated security response logic (playbooks) to
significantly boost the speed and efficiency of security incident handling.
Development timeframes are based on complexity and are governed by the
following Service Level Agreement (SLA):

For the SLA table above

integrations refer to the tools that are being used in the playbook that
require prior installation and configuration before it could be used (example:
integrations to deny and allow-list an lP address to the VPC firewall)
steps refer to the number of actions being done by the playbook

a

a

2. lncident Escalation Management: Taking ownership of and resolving incidents
that are escalated from QC-SecOps (Levels 1 and 2). This includes advanced
analysis, mitigation, and coordination.

Scope Flexibility: The Service Provider may also perform additional tasks
requested by the QC-SecOps team that fall outside the defined Level 3 list above,
demonstrating a flexible and collaborative approach to security operations.

c. Incident Response Retainer (40 units)

Continuation of the Incident Response Retainer service to provide on-demand

expert support.

i. Computer security incident response support

ii. Digita[ forensics, [og, and malware analysis support

iii. Incidentremediationassistance
iv. Respond to requests within a maximum of four (4) hours

v. On scope agreement, an Incident Response Lead wil[ be assigned within twenty-

four (24) hours
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vl.

vii.

viii.

Abitity to provide technologies to perform further in depth investigation.
AlI work activities wiI be performed without day and time restrictions.
The fottowing De[iverabtes may be produced for Incident Response Services:

1. Incident Response Service Status Reporting - During the engagement, the
Principal Service Provider will provide weekty status reporting that witt
summarize activities completed, key engagement statistics, issues
requiring attention and ptans for the next reporting period.

2. Incident Response Service Final Report - Upon comptetion of any Incident
Response Service engagement, The principat Service provider witt provide
a detailed final report covering the engagement activities, resutts and
recommendations for remediation in a written detaited technical
document.

3. Incident Response Service Executive Briefing - Upon comptetion of any
Incident Response Service engagement and as required to inform senior
executives or board [eve[ members, the principat Service provider witl
provide an executive brief that summarizes engagement results and
recommendations in executive format.

4. Any unused IRR units at the end of the year may be reattocated to other
expertise on demand services, such as red teaming, tabtetop exercise, or
cyber security training.

i. The service provider must be an operational company with at least ten
(10) years of experience in the IT industry, as demonstrated by their
DTI or SEC fiting.

ii. The service provider must specialize in Work Transformation and be an

authorized partner of the principal sotutions provider, hotding the
highest leveI of partner certificate for the last two years, with at least

four years of overall partnership. They must also possess verified
expertise in the Gtobal Public Sector - Government on Cloud Compute

and hold se[[ authorizations for Cloud and Security Operations.

The service provider needs a minimum of four (4) years of experience
in cloud hosting and subscription services, encompassing both pubtic

and private sectors. Furthermore, they must possess at least two (2)

lll. PRoJECTSTANDARDSANDREQUIREMENTS

The fottowing are the minimum qualifications and requirements for the Supptier or Bidder:

General Qualificationsa
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years of proven satisfactory performance, as certified by at teast one (j-)
national agency, for their role in deptoying and managing nationwide
public ctoud services.

iv. The service provider must have a certification issued by the Nationat
Privacy Commission indicating their comptiance with registration
requirements in accordance with the Data privacy Act of 20L2.

v. The service provider is required to submit a current Certification of
Good Standing from the Securities and Exchange Commission

vi. The service provider must not be inctuded in the government,s tist of
btacktisted companies, which comprises entities that have faited to
detiver on past projects, or have had recommendations for btacktisting
from any government agency within the last five (5) years, as recorded
in PhitGEPS.

vii. The service provider must have satisfactority implemented a similar project
"testing and commissioning a cybersecurity system within the last one (1)

year.

viii. The service provider must have implemented a private or public sector

cloud-hosting web application firewa[[or security services project with

a single completed contract amounting to at least 50% of the Approved

Budget for the Contract (ABC).

Simitar contracts refer to those invotving Cloud-hosting Web Application
Firewall, Security Services Project, and Testing & Commissioning a
Cybersecurity System.

b. Principal Solutions Provider Capabilities

i. The Principal Solutions Provider musthaveat least l0years ofexperience

in incident response and forensic investigations retated to cyber security

across various countries and verticats.

ii. The Principal Solutions Provider must have a globalteam of consultants of

300 or more dedicated to incident response and compromised

assessment.

iii. The Principat Sotutions Provider must have a gtobat team of incident

investigators located in at least 20 countries.
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iv- The Principal sotutions Provider must have its own Threat Intel Teamof at
least 200 or more cyber threat intettigence anatysts generating market
leading intet.

v. The Principal Sotutions Provider must have deep knowtedge of attack
methodologies, background, objectives, target countries/verticats
categorized by specific APT groups.

vi. The Principal Sotutions Provider must be rated a Leader in Incident
Response Services by Forrester Waue (e2,2024).

vii. The Principa[ solutions Provider must be rated a Leader in External Threat
Intel[igence Services by Forrester Wave (Q3 2023).

c. Manpower Requirements

The proposed project team must consist of quatified experts and
speciatists, as outlined in the following table. A minimum of twetve (j-2)
distinct individuals are required, ensuring that there is no duptication of rotes.
However, the service provider may augment the team with additionat
personne[ if deemed necessary to effectivety execute the project.

The bid document must inctude comprehensive curriculum vitae or any
equivalent for a[[ proposed team members, hightighting their retevant
experience in Cloud Information Systems and Cybersecurity Practices.

One (1) Proiect Manager
a. At least five (5) years of work experience of managing projects
b. Must be a ful[-time employee of the bidder and shall provide

proof through Certificate of Employment or Curriculum Vitae.

c. Must possess a Project Management Professionat (PMP) Certification

issued by the Proiect Management Institute (PMI).

d. Graduate of any 4-year computer course or IT related course.

One (L) Security Engineer
a. At least three (3) years experience in solving cyber security

th reats.
b. Must be a full-time employee of the bidder and shatl provide

proof through Certificate of Emptoyment or Curriculum Vitae.

c. Graduate of any 4-year computer course or IT related course.
d. Must possess a certification as a Professional Cloud Security

Engineer from the core Cloud Service Provider (CSP).

.
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t.

vt.

Two (2) Junior Security Analysts
a. At least three (3) years experience as a system administrator for

Windows and Linux.

b. Must be a fut[-time emptoyee of the bidder and shatt provide
proof through Certificate of Employment or Curriculum Vitae.

c. Must be familiar with Ctoud administration.
d. Deep knowtedge of Apache HTTp Server, Nginx or IIS, inctuding virtuat

host configuration, modutes, and performance tuning.
e. Proficiency in at least one scripting language for task automation (e.g.,

Bash/Shett, Python, or PowerShelt).
f. Graduate of any 4-year computer course or IT related course.
g. Must be certified as a Ctoud Security Engineer in 2026

At least two (2) Certified Cloud Architect
a. A minimum of three (3) years of experience in cloud computing.

b. Must be a futt-time emptoyee of the bidder and shatt provide

proof through Certificate of Employment or Curriculum Vitae.

c. Must possess a certification as a Ctoud Architect from the core Cloud

Service Provider (CSP).

At least three (3) Certified Cloud Developer

a. A minimum of two (2) years of experience in cloud computing.

b. Must be a full-time employee of the bidder and sha[[ provide

proof through Certificate of Employment or Curriculum Vitae.

c. Must possess a certification as a Cloud Developer from the core Ctoud

Service Provider (CSP).

At least five (5) Gertified Cloud Digital Leader

a. A minimum of two (2) years of experience in the utilization of SaaS or

ctoud computing is required.

b. Must be a fut[-time emptoyee of the bidder and sha[[ provide

proof through Certificate of Emptoyment or Curriculum Vitae.

c. Must possess a certification as a Cloud Digital Leader from the core

Ctoud Service Provider (CSP).
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IV. PROJECTDEVELOPMENTANDDEPLOYMENTDURATION

The contract duration shatl be twelve (12) months commencing on the date of execution.
Throughout the contract period, the service provider shat[ maintain a cottaborative
partnership with the Quezon city Information Technotogy Development Department's
cybersecurity team.

white on-site visits are not a contractual requirement, the service provider is committed
to regutar engagement with the Quezon City Locat Government Unit and retevant
departments. This engagement witI encompass meetings, workshops, and other appropriate
communication channels to ensure timely updates, support, and atignment with the City,s
cybersecu rity strategic objectives.

Project Implementation Plan

Project Timeline: Twelve months or 365 calendar days

Q1 Q2 Q3

Activity L23 4 5 6 7 89
Q4

10 tL 72

Planning and Preparation

Security Command Center Provisionin,

Security Command Center Services

Setup of Incident Response Reiainer

Incident Response Retainer

MSSP + SecOps Capabitity Buitding

V. APPROVED BUDGET FOR THE CONTRACT

The Approved Budget for the Contract (ABC) amounts to Thirty Mitlion Pesos

P30,000,000.00 AND 00/100 inclusive of Vatue-Added Tax (VAT).

DELIVERY AND PAYMENT SCHEDULE

The project shall be paid on the schedute indicated below:
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Description Deliverables Schedule of Delivery

MILESTONE t: PlanninE and Preparation
Payment equivatent to 20% of the contract
amount shatl be made upon the comptetion o1

planning and preparation activities

Documentation of Project Kick-off

Project Inception Report

Within Fifteen (15)

ca[endar days upon

receipt of notice to
Proceed (NTP)

MILESTONE 2: SCC Provisionine
Payment equivalent to 50%o of the contract

amount sha[[ be made upon the fotlowing:

Submission of Proof of the Deployment and

Completion of Provisioning, Insta[lation,

Configuration, and Testing of the Security

Command Center (QC SCC).

Proof of delivery of Quezon City

Security Command Center (QC SCC)

Enterprise Software License

Within Thirty (30)

calendar days

upon receipt of notice
Proceed (NTP)

MILESTONE 3: Incident ResDonse Retainer

Payment equivatent to 20% of the contract

amount shat[ be made upon the fottowing:

Delivery of Incident Response Retainer

I

Proof of detivery of Incident Respon{

Retainer Access (Service Agreementl

Contract) l

Within Forty{ive (45

catendar days

upon receipt of notice
Proceed (NTP)

ilILESTONE 4: MSSP

Payment equivatent to 10% of the contract

amount shall be made upon the following:

Accomplishment of MSSP deliverab[es

SecOps Capabitity-Buitding

Security Procedure Evaluation, Security

Procedure, and Knowtedge Base Creation

Proof of delivery MSSP

Proof of detivery SecOps Capability-

Buitding

Proof of delivery Security Procedure

Evatuation, Security Procedure, and

Knowledge Base Creation

Proof of delivery of SCC Training

Within ten (10) mont

catendar days upon

receipt of notice to
Proceed (NTP)

The prolect shatt be paid on the schedule indicated below:

Detivery must be in Quezon City Government, Quezon City Hall Compound, Eltipticat

Road, Diliman, Quezon City, Metro Manila.

10



VII. BASIS OF PAYMENT

Upon the QC-ITDD's official verification or confirmation of the successful
deployment, implementation, or delivery of a compteted mitestone, the QC - ITDD
witt authorize the futt payment of the corresponding mitestone percent, as
stipulated in the DELiVERY AND PAYMENT SCHEDULE.

VIII. PENATTIES FOR BREACH OF CONTRACT

Faiture to detiver the services according to the standards and requirements set by the city
shatl constitute an offence and shatl sub.ject the service provider to penalties and/or
tiquidated damages pursuant to RA 12009 and its Imptementing Rutes and Regutations
(rRR).

IX. CANCELLATION OR TERMINATION OF CONTRACT

The guidelines contained in RA 12009 and its IRR sha[[ be fotlowed in the termination of any
service contract, In the event the City terminated the Contract due to default insolvency, or
for cause, it may enter negotiated procurement pursuant to RA 12009 and its Imptementing
Rutes and Regutations (IRR).
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