
TERMS OF REFERENCE
SUPPLY, DELIVERY, INSTALLATION, TESTING AND COMiIIISSIONING

OF AN ONLINE OUEZON CITY PROSECUTOR'S CLEARANCE
APPLICATION SYSTEM AND CASE ]IJIONITORING SYSTEM FOR THE

YEAR 2026

I. RATIONALE AND BRIEF BACKGROUND

The Quezon City Prosecuto/s Oflice is a vital institution responsible for upholding
justice and maintaining law and order within its iurisdiction. The current manual
process has proven to be inefficient, time-consuming, and prone to errors, leading to
delays in providing vital services in clearance applications and case management.

To address these challenges, the Quezon City Prosecuto/s Office has initiated the
development of two systems, the Online Clearance Application System and the Case
Monitoring System. These digital solutions aim to streamline and enhance OCPO'S
effec{iveness and efficiency in providing services-

QCPO'S Online Clearance Application System is a web-based system that will
automate the application and processing of requests for a Prosecuto/s Clearance
issued by the Quezon City Prosecutor's Office. The system will be available online to
Filipino citizens, and they can request a clearance anytime, anyuhere. The staff of the
Quezon City Prosecuto/s Office wilt have a conesponding system in which they wilt

be processing these requests. With this system, processing times are expected to
decrease significantly, enabling the office to handle a higher volume of requests. The
system will also provide real-time dala on request volumes and proc€ssing times,
offering key insights that decision-makers can use to improve service delivery and
allocate resources more effec{ively-

The second system, the Case Monitoring System, ls also a web-based system for the
use of QCPO's fiscal personnel in providing timely resolutions to cases filed within their
jurisdiction. With an increasing caseload and the growing complexity of legal
proceedings, there is a pressing need for modemization and optimization of its
operations in case resolution and provide justice for both victims and accused
individuals. The system will allow for better coordination among prosecutors, clerks,
and other staff members. One ofthe core features of this system is the ability to track
case aging which will significantly contnbute to the office's overall efficiency and
effectiveness.

II. PROJECTDESCRIPTION

QCPO Online Clearance Application System is a web-based system designed to
streamline and automate the application and proc€ssang of Prosecuto/s Clearances
for the Quezon City Prosecutor's Office (QCPO). This system will allow Filipino citizens

to request clearances online, enabling 2417 access ftom anywhere.
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QCPO Online Clearance Application System aims to modemize and improve the
overall efficiency of lhe clearance request process while enhancing service
accessibility and acruracy for citizens.

Online Clearance Application System Project Obiectives:

1. Accelerate the proessing time for Prosecuto/s Clearance requests.
2. Provide a fully online, accessible platform for easy clearance applications.
3. Track and monitor the average processing time per request and per

personnel.
4. Analyze the volume of incoming vs. completed requests to optimize workflow.
5. Supply decision-makers with accurate data to address issues and improve

efiiciency.
6. Minimize handling enors, ensuring accurate issuance of clearances and

certificates.
7. Boost operational efficaency across the QCPO.
L Create a centralized digital repository of clearance records for easy a@ess

and retrieval.

Case Monitoring System is also a web-based system to be utilized by staff and
prosecutors of the Quezon City Prosecutor's Oftlce

The primary purpose of the Quezon City Prosecuto/s ffice's Case Moniloring System
is to revolutionize the way cases are managed, tracked, and resolved within the
jurisdiclion. The development of this system is driven by the following objectives:

Case Monitoring System Project Objectives

1. Enhanced Efficiency: The Case Monitoring System aims to eliminate the time-
consuming manual processes associated with case management. By
automating tasks such as document filing, data entry, and case progress
tracking, the system will free up valuable staff time and resources, allowing
prosecutors and other personnel to focus on more critical aspects of their
work.

2. lmproved Accountability: With the ability to track case aging, the system wilt
provide an accurate overview of each case's status, ensuring that cases are
promptly addressed and preventing any unnecessary delays. This
transparency will enhance accountability among staff members and promote
a culture of timely case resolution.

3. Data-Driven Decision Making; The Case Monitoring System will generate
detailed reports and analytics on case trends, pending cases, and resolution
times. This data will enable the office's management to make informed
decisions regarding resource allocation, stafflng, and workflow optimization,
leading to a more effective and responsive legal system.

4. Enhanced Accessibility: The system will enable authorized personnel to
access case information and updates remotely improving communication and
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collaboration among prosecutors, clerks, investigators, and other
stakeholders. This increased accessibility will facilitate better coordination and
communication throughout the legal proceedings.

5- Reduced Errors and Duplication: Automating data entry and document
management will minimize the risk of enors and duplication resulting in more
accurate and reliable case information. This will contribute to fair and just legal
outcomes while reducing the likelihood of administrative mistakes that could
delay proceedings.

III. PROJECT SCOPE OF WORK AND DELIVERABLES

A. User Requirements Gathering
B. Design document
C. Creation and documentation of User Stories with Acceptance Criteria
D. Creation and documentation of test plans and cases
E. UI/UX Designing and Development
F. Database design, execution, and management

r Database schema design
r Data dictionary

G. Archltecture design
r System Architecture
r lnfrastructureDiagram

H. Set-up of related infrastructure
L Development of the web application for all users
J. Testing of the application
K. Assistance to the Deployment of the system to the server
L. User Manual
M. Technical Manual
N. Service Level Agreement Document
O. lntegration with Quezon City e-Services Platform and support for Single Sign-

On (SSO) authentication for QC citizens
P. lntegration with AdminQceservices for QC Prosecuto/s ffice users
Q. System Deliverables Tumover

The system software and source code will be owned by the local
government of Quezon City and the Quezon City prosecuto/s Office, and
will be turned over to the lnformation Technology and Development
Department (ITDD) at no additional cost upon request or upon termination
and non-renewal of any maintenance agreement. The following items will
be tumed over:
r Source code and development assets
r Technical and user manuals
r Database schema and data dictionary
! System architecture and infrastructure diagram
r lnstallation and deployment guide

R. SecurityCompliance:
r The web server will be protected by SSL certificate.
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r The web server will be a separate instance from the database server.
r The system will implement industry standard measures to protect user

data, prevent web fraud, mitigate bot attacks, secure APls, and prevenl
unauthorized application access.

S. Resolution of VAPT Findings
! The syslem shall undergo Vulnerability Assessment and Penetration

Testing (VAPT) to be conducted by the lnformation Technology
Development Department (ITDD) and/or the Department of lnformation
and Communications Technology (DICT). The provider shall fully
cooperate during the VAPT process and must address and resolve all
identified vulnerabilities, issues, and findings at no additional cost to the
City Government, within the timeframe agreed upon during post-
assessment discussaons.

T. Execution of a Non-Disclosure Agreement (NDA);
r The SeNice Provider and any subcontractors involved will be required

to sign a binding NDA to ensure data confidentiality.
r The SeMce Provider shall treat all data, documents, and informataon

acoessed during the engagement as strictly confidential, including
personal information and records, and system-related details of the
Quezon City Prosecutor's Office.

r The service provider shall not disclose or use any confidential
information outside the scope of this project without prior written
consent.

I This obligation of confidentiality shall remain in effect during and after
the contrac{ period.

IV. TECHNICAL DETAILS

Both systems will be developed using the Laravel framework, with pHp as the backend
language and HTML, csS, and Javascript for frontend development. All inputs and outputs
must conform to the finalized design document and prototype.

Key Technical Specifications:

A. Hosting and lnfrastructure:
. Systems will run on Linux Server.
o MySQL I will be used as the database.
r The web server will be deployed on a separate instance from the

database server.
. The systems will be hosted on Google Cloud platform with daily

backups, multi-region redundancy, and a Dasaster Recovery plan
(DRP). [See Drba ster Recovery and Backup plan section below.]

Hosting will be provided by the Service provider for one (1) year. Afier this
period, the system may either:

Registration of cloud server and hosting accounts will be under the
name of the local government of euezon City.
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Transition to a new hosting provider managed by the local
govemment of Quezon city, or
Continue with the cunent hosting and turnover to DOJQCPO with
a separate maintenance agrcement with ServicE Provider.

All system assets, including database, application components and other
associated materials will be turned over to the local govemment of Quezon
City's own cloud platform to ensure continuity full system ownership. A
transition plan will be developed to facilitate hosting transfer or renewal for
whichever option is decided upon by the client.

Transmission and transition of data and all assets to the local govemment of
Quezon City will not yield any additional cost for the client-

B. Cloud-BasedStorage:

All documents and records will be securely stored in the cloud, ensunng
real-time access and disaster recovery capability.

C. Oevice Compatibility

The systems will be fully responsive and accessible through desktops,
laptops, tablets, and mobile devices. lt will also be accessible through
the latest versions of Google Chrome on Mac/iOS and
WndowyAndroid.

D. SSL Certificate:

o SSL encryption will be implemented. An SSL certificate valid for 1 year
will be provided by Service Provider, or

o The client can provide their list of accredited providers and Service
Provider can select from the provided list.

E. Security and Compliance

The system will implement industry standard measures to protect user
data, prevent web fraud, mitigate bot attacks, secure APls, and prevent
unauthorized application access.
All users of the system must have a valid email address to register and
access system features.

F. Service Level Agreement

The Service Provider shall maintain a Service Level Agreement including the
response time, resolution times, support coverage hours, and escalation
procedures. All service-related performance must align with the terms set forth
with the attached SIA (See Annex A),

G. Disaster Recovery and Backup Plan
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See Annex B for the details ofthe disaster recovery and back up strategies

H. Compliance with the Data Privacy Act of 2012 (RA 10173)

The Service Provider shall ensure that all processes and data handling
mechanisms comply with the Data Privacy Ac{ of 2012 (RA 10173), and shall
implement appropriate physical, organizational, and technical measures to
protect personal data from unauthorized access, disclosure, alteration, or
destruction.

l. Ownership of Data

All data generated, processed, stored, or transmitted through the system shall
remain the sole and exclusive property of the Quezon City Govemment and
the Quezon City Prosecutofs Office. The servie€ provider shall have no
ownership, rights or claims over any portion of the data. Access to the data
shall be granted only for the purpose of fulfllling contractual obligations and any
unauthorized use, disclosure, or retention of such data is strictly prohibited.

V. AREAOFCOVERAGE

The Online Clearance Application System will be available to all Filipinos who need a
Prosecuto/s Clearance from the Quezon City Prosecutofs Office. They can access
the Online Clearance Application System's seNice 24n , anywhere.

The Case Monitoring System will be available to permitted staff and fiscal personnet
within the Quezon City Prosecutor's Office. The system will be available 2417 ,

anwhere.

VI. PROJECT DURATION

The project duration will be for 120 business days
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MILESTONES BUSINESS DAYS

Prqect Preparation & Mobilization 2 business days upon receipt of Notice
to Proceed

Process Mapping, Technical Specs Sign-
off

5 business days upon

Application Programming & Development
to Minimum Viable Product

1 10 business dayE from issuance of
Notice to Proceed

UAT (User Acceptance Training) 2 business days

Training and Hand Over 1 business day



Project Support 12 months from handover date

VII. APPROVED BUDGET FOR THE CONTRACT (ABC)

The Approved Budget for the Contract (ABC) amounting to Sixteon Mlllion Two
Hundred Thousand Pesos and 001100 only [Php 15,200,000.001 with deliverabl*
and listed comple,€ detrirs specirred in Secfo', |il, Prciect Scope of Wo*, as
stated in the following general components and itemized cost breakdown below:

A. Development of Online Clearance Application System

The development of the Online Clearance Application System will focus on
creating two distinct portals to cater to difierent user groups: the administrator
portal and the applicant portal.

1 . Administrator Portal

This portal will be designed for the staff and decision-makeG within the
Quezon City Prosecuto/s Ofiice. lt will include a robust set of features
to manage the entire clearance application process efficiently. Key
f unclionalities include:
o Application Management: Allows administrators to review,

approve, or reject applicaltions, track progress, and process
requests in real-time.

o Dashboard: A visual dashboard displaying key metrics such as the
.volume of incoming requests, processlng times, number of
clearances issued, and more.

o Personnel Tracking: Monitors the performance and workload of
individual personnel. tracking their average processing times and
the number of applications handled.

. Report Generation: Automated reports providing insights into
overall system performance, clearance requests, and operational
efficiency.

. Data Management: A centralized repository for storing clearance
records, with search and retrieval capabilities to ensure accurate
and timely information access.

o Security and Permissions: Role-based access conttol lo ensure
that only authorized personnel can perform specific actions or
access sensitive data.

2. Applicant Portal

The applicant portal will be developed for citizens who wish to apply
for a Prosecuto/s Clearance online. lt will offer a user-friendly interface
and provide the following features:
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Online Application: Enables applicants to fill out and submit a
clearance request form online, eliminating the need for in-person
visits.
Document Upload: Allows users to upload necessary documents
directly through the system, ensuring a complete submission.
Application Status Tracking: Provides real-time updates on the
status of submitted applications (e.9., under review, approved, or
requiring additional documentation).
Notiflcations and Alerts: Sends automated email to applicants on
the status of their applications, and alerts them when their
clearance is ready for pickup.

User Account Management: Allows applicants to create and
manage accounts, apply for a clearance, and track their application
history.

B. Development of Case Monitoring System

1. Online Access - a system that is accessible anytime, anwhere
2. Role-based Access Control to ensure that only authorized personnel

can perform specific actions or access sensitive data.
3. Dashboard : This houses every other function necessary for the

process of the Ct\rS.
o Case Editor : This is where a Case can be generated by the users.

This is also where the function 'Submit" is available. Once
submitted it will go to the next-level prosecutor.

o Case Viewer : This module enables a user to view the Case
generated by the prosecutor. This is also where users can
comment, return or approve a case, edit case delails, view the edit
history of a case, and view the duration of a case in a user.

. Case Master List : This is a repository of cases generated by the
prosecutor. lt also displays the aging of any case generated.

o Statistics and Charts : This shows the statistics and reports related
to the performance of the users, as well as the reports in relation
to the cases generated.

. Accounts : This is where users can be created. Once an account
is created, it can be viewed, edited, deactivated, and reactivated.
This is also where requests for password resets can be done.

o History Logs : This contains the records of log information from
every action of each user.

o Case Setting : ln this module, users can add, edit, and delete a
criminal case category.

o Profile : This is where a System Administratofs profile can be
updated, and passwords can be changed.

C. Cost Breakdown for Both Projects:
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Description Amount

Due Diligence, System Design and Data Model

Software Development Cost

Development of Modules as Stated in
Secuon Vl, Development of both
sysrerns
Set-up and Deployment to Production Site
1 year google cloud services for
infrastructure and databases

System Documentation, Training Module and
Training

Technicel & Customer Service Support - 6 months

TOTAL AMOUNT
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MILESTONES ACCEPTANCE CRITERIA PERCENTAGE
BILLING

Project Preparation and
Mobilization
Process Mapping & Technical
Specifications Sign-Off

Process Mapped and
approved.
Documentation signed off by
the End-user.

15o/o

Application Programming &
Development to Minimum
Viable Product

Minimum Mable Product
signed off by QA and client's
authorized personnel.

35%

User Acceptance Testing
(UAT) of the the Web Portal

Beta Testing of the Web
Portal by end-users.
Full documentation signed off
by QA and client's authorized
personnel.

34Yo

Training and Hand Over Signed off by client's
authorized personnel

15o/o

Performance Security Retainer 6 Months 1o/o

TOTAL lOOo/o

VIII. BASIS OF PAYMENTS

A. Upon awarding of the contract, the procuring entity will release fifteen (15)
percent of the total winning bid amount to the contract winning bidder as a
mobilization fee.

B. Upon demonstration of the Minimum Viable product based signed off technical
specifications, the procuring entity will release thirty-five (35) percent ofthe total
winning bid.

C. Upon submission and acceptance of the User-Acceptance Testing (UAT) of the
new web modules and system changes to the procuring entity, the procuring
entity will release thirty-four (34) percent of the total winning bid amount to the
contract winning bidder.

D, Upon deployment of the web modules, the procuring entity will release fifteen
(1 5) percent of the total winning bid amount to the contract winning bidder.
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IX. CONDITIONS AND PENALTIES FOR BREACH OF CONTRACT

A. Delivery

The failure of the Service provider to perform any of the obligations or
covenants provided in this Section shall constitute a breach and shall make it
liable for damages, without prejudice to the right of the CITY to seek other
remedies as may be allowed by law.

The Service provider must deliver all system components within 30 days upon
contract award. Failure to do so will be subjeci to penalties as prescribed by
law.

B. Produc{ Wananty

The following are the terms of the producusystem warranty guaranteed by the
Service Provider:

o Sofiware Component shall have six (6) months (only not 1 year)
warranty upon implementation.

o User manual shall be provided for software components.
. All hardware requirements are existing and to be provided by the

Quezon City Prosecutofs Office and/or the LGU, as applicable.

Failure to deliver the services according to the standards and requirements set
by the Ouezon City Govemment shall constitute an offense and shall subiect
the servicE provider to penalties and/or liquidated damages pursuant to the
provisions of RA 12009 and its lmplementing Rules and Regulations (lRR).

X. CANCELLATION OR TERMINATION OF CONTRACT

The guidelines contained in RA 12009 and its IRR shall be followed in the termination
of any service contract. ln the event that the Quezon City Government terminates the
contract due to default, insolvency, or for cause, it may enter into a negotiated
procurement pursuant to RA 12009 and its lRR.
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Prepared by

JUANC L MUNDO
rTo il- P Development Department

Reviewed and Approved by

MARY NG CRUZ
Officer-in-Charge
lnformation Technology Development Department
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Annex A : Service Level Agreement

Service Levela, Rankings, and Priority

Severity Level Description Response

1. Urgent All issues that
can ceuse the
operational
process to halt

lmmediate escalation to the highest priority level,
with all available resources focused on
identifying the root cause and implementing a
temporary or permanont fix.
Real-time communication with key stakeholders
to provide updates on status, progress, and
impact mitigation efforts.
Deployment of a contingency plan or workaround
(if available) to restore operations while the issue
is resolved.

a

a

o

2. Critical Potentially can
impact system
performance if
not addressed

Prioritized for resolution with dedicated
resources assigned to analyze and address the
issue before it escalates.
Detailed assessment of the issue's potential
impact on system performance and related
processes.
Collaboration with relevant teams to implement a
solution and prevent recurrence, followed by
thorough testing to ensure the system is stable.

a

a

t

3. lmportant Data conection
and other user-
initiated
corrections

o Scheduled for resolution within the next
maintenance cycle unless immediate attention is
requir6d to prevent secondary issues.

o Clear communication with the user or requestor
regarding the timeline and steps for correction.

. Validation of corrected data and processes to
ensure consistency and accuracy post-
resolution.

4. Monitor The issue has
been addressed
but can
potentially
impact system
performance in
the future

Document the issue and maintain close
monitoring of related system components to
detect any recurrence or escalation.
Develop and recommend preventive measures,
such as adiustments or updates, to avoid future
complications.
Regularly review and report the status of
monitored issues during system health checks or
performance reviews.

a

a

a

5. lnformatio
nal

Request for
information

Provide prompt and accurate responses to user
inquiries, ensuring clarity and relevance to the
requested information.
Document common queries and responses to
improve efficiency and serve as a reference for
future requests.

o

a
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a Engage with the user to verify that the provided
information meets their needs and address any
follow-up questions.

On a case-to-case basis, resolution time may be less or more than the target, depending on
the comploxity of the reported issue.

lncident Management and Escalation Proceduros

Reporting Channels Email or Viber

Allocated Personnel 1 Support Specialist
1 Technical Lead
1 Developer
1 Quality Assurance Analyst

Reporting and Resolution
Process

1. Reporting Procedure
a. The client or user has found an issue
b. The issue must be reported through either one ofthe

approved channels. Or if with urgency, a call or video
meeting can be done.

c. The client must provide all necessary information
regarding the issue found.

2. lncident Management and Response Procedures
a. Service Provider must acknowledge, assess and assign

a severity to the reported issue immediately
b. A ticket will be created taking note of the time the issue

is reported and the type of issue
c. The issue will be assigned a priority and severity level
d. lf an issue is deemed to be of a higher/lower severity

than previously assessed, it must be escalated within 1

hour to the next level of support
e. The issue must be resolved in accordance with the

target resolution time
f. The issue must be reported as resolved thru email
g. The ticket should be closed after reporting it to the

client, taking note of the time of resolution

Operational Hours We will follow the SxsxNBD operational process. Support is
available from 8am to spm (UK and Hong Kong business
hours), except during select Philippine legal holidays and client
time zone's weekends (UK and Hong Kong). For issues
reported during the non-operational hours and days, it will be
acknowledged the neli business day.
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Service AYailabillty

Our support services are available to ensure the seamless operation of your systems and
address any concerns promptly. Below is our service availability schedule:

o Standard Service Hours:

Mondays to Fridays, 8:00 AM to 5:00 PM

- A/l rssues repo,ted beyond 5:00 PM and ovet the weekends will be addressed the next
busr,hess day.

- Suppoft personnel to receive reporfed rbsues and concems arc always available and on
stand-by wilhin the specitied wotl<ing hours to make sure that issues arc rcsolved in a timely
manner.

Holiday Coverage:

Services are available during regular service hours, except on philippine legal holidays

Emergency Support:

a

a

For urgent issues (Severity Level: Urgent or Critical) outside standard service hours,
including during holidays and weekends, emergency support is available through our
designated hotline or email. Response time and handling will follow the agreed escalation
process.

This schedule reflects our commitment to providing reliable and responsive support while
observing culluratly significant holidays in the Philippines. For inquiries or clarification
regarding service availability, please contac{ us directly.

Excoptions and Limitations

1. Downtimes caused by scheduled maintenance or other third-party downtime will be
excluded from the target responses set forth in this agreement.

2. Downtimes or seNice outage of 3rd party providers is outside the performance criteria
of this contract. This includes cloud servaces, hosting, and internet conneclivity issues.

3. services or features that are under beta testing are acknowledged to have limited
support and guarantee levels as they are generally of experimental nature.

4. lssues arising from misuse of end users will generally be supported and resolved, but
the

5. The service Provider is not liable to any outages resulting from natural disasters or
similar events.

6. The service Provider has limited liability for security breaches caused by external
factors such as hacking or cyber-attacks.
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Responses and Responsibilities

Client's responsibilities:

1 . Should provide all necessary information and assistance related to service performance

that allows the Service Provider to meet the performance standards as outlined in this
document.

2. Shall inform the SeNice Provider regarding changing business requirements that may
necessitate a review, modification, or amendment of the SLA.

Service Provide/s responsibilities

1. Will provide timely and proactive technical support focusing on issue resolutions,
system monitoring and maintenance, documentation of issue resolution, and reporting

2. Wll ac{ as primary support provider of the services herein identified except when third-
party vendors are employed who shall assume appropriate seNice support
responsibilities accordingly.

3. Will inform Client regarding scheduled and unscheduled seMce outages due to
maintenance, troubleshooting, disruptions or as otheMise necessary.
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Annex B : Disaster Recovery and Backup Plan for Google Cloud Platform (GCP)

OBJECTIVE

To ensure business continuity, data integrity, and swift recovery of systems and seNices
hosted on GCP in the event of accidental data loss, system failure, or disasters through a
structured and automated disaster recovery and backup framework.

BAGKUP STRATEGY OVERVIEW

1 . Compute Engine

r Type of Backup: Snapshot of persistent disk
. Backup Frequency: Every 3 months (quadeAy)
. Storage Media: Cloud Storage
o Retention Period: 1 year (rolling)
. Automation: Backups scheduled using Google Cloud Scheduler and Cloud Func.tions

or via automated scripts
. Purpose: Full instance recovery in case of Vlvl corruption or critical OS failure

2. Cloud SQL

o Type of Backup: Aulomaled daily backup
. Backup Frequency: Once every 24 hours (daily)
. Storage Media: GCP Managed Cloud SQL Backup Storage
r Retention Period: 7 days (auto-deletion afier 7 days)
. Automation: Fully managed by Cloud SQL
. Purpo8e: Poinfin{ime recovery and data protection against unintended deletions or

corruption

3. Cloud Storage

r Type of Backup Strategy: Data resilience through policy-based management
. Key Strategies:

o Retention Policies: Enforced retention to prevent deletion before minimum time
frame (e.9., 30 days)

o Object Versioning: Enabled to retain older versions of overwriften or deleted
files

o Lifecycle Rules: Automatically move obiects to Coldline or Archive Storage
after 90 days (or whichever the client decides in line with ISO rules)

. Storage Media: Single-region Cloud Storage buckets

. Purpose: Long-term storage durability and protection against acridental deletions
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BACKUP & RESTORATION PROCESS

A. Compute Engine (VM Snapshot Restoration)

1 . ln the event of a failure:
o Access GCP Console -' Compute Engine --- Snapshots.

2. Select the most recent valid snapshot.
3. Create a new disk from the snapshot.
4. Attach the disk to a new or existing VM Instance.
5. Reconfigure instance if needed and start the VM.

Estimated Downtime: 2-4 hours depending on snapshot size and configurations

B. Cloud SQL (Database Restoration)

1 . Navigate to Cloud SQL --- Backups.
2. Select a backup from within the 7-day window.
3. Ghoose "Restore to existing instance" or "Create new instance" from the backup
4. Update application config with new DB credentials if restoring to a new instance.

Estimated Downtime: 30 minutes to 2 hours depending on data size.

C, Cloud Storage (Fil€/Data Restoration)

For deleted/overwritten files, use Object Versioning
o Locate previous versions vta GCP Console

2. For lifecycle-deleted obiects:
o Objects are irre@verable once deleted post-lifecycle policy.
o Preemptive recovery from Coldline or Archive tiers must be initiated before

exPiry.

Estimated Recovery Time: Near-instant for versioned files; minutes to hours for
cold/archived files.

DISASTER RECOVERY TESTING & VALIDATION

o Frequency: Once every 3 months
. Process:

o Simulate a failure scenario (e.9., database corruption or VM crash).
o Perform restoration using backup procedures.
o Document time to recovery, data integrity, and service resumption

Responsibility: Service Provider Cloud Admin Teama
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ROLES AND RESPONSIBILITIES

RISKS & MITIGATION

Role Responsibility

Service
Admin

Provider Cloud Manage snapshots, SQL
configurations

backups, and retention policy

ocPo lT
applicable)

Admin (if Monitor system health and coordinate in OR testing

GCP Platform Ensures automated backup tasks and backup integrity under
SLA

Risk Mitigation Strategy

Backup storage cost overflow Enforce storage class transitions via lifecycle rules

Retention policy misconfi guration Monthly audits and alerts on policy enforcement

Failed backup tasks Use Cloud Monitoring alerts for job failures
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