
TERMS OF REFERENCE

SUPPLY AND DEUVERY OF TECHNICALMAI.NTENANCESERVICES OF' THE QUEZON- CITJ
DEPARTMENT OF BUTLDTNG OFFTCTAL DROP-OFF TERMINALS (DOTJ AND ONLINE

cENTRALTZED AUTOMATED SYSTEM (OCAS) MODULES

I. HATIO-IIAT,E'AND BRIEF SACKGROIIND

The Quezon City Department of Building Official [DBO) is committed to ensuring the
continued reliable operation of its public-facing digital services. Two mission-critical
platforms enable this commitment:

1. Drop-Off Terminals (DOT) - self-service kiosks that allow citizens to lodge permit and
license documenB without face-to-face interaction, easing queues and accelerating
processlIIg.

2. Online Centralized Automated System (OCAS) Modules - specifically the Checklist
Generator, Pre-evaluation, Technica[ Evaluation, and Inspection modules that power end-
to.end electronic permit workflows;

Both systems require structured maintenance to remain resilient, secure, and available.
This Terms of Reference (TORJ consolidates the complete maintenance requiiements for
botlr' platforms into one. engagement.

II. PROJECT DESCRIPTION

The contract covers the. following components:

- Component A - Drop-Off Terminals (DOTJ. Monitorin& incident response, security
hardening, preventite maintenance, and resolution of technical issues strictly within the
kiosks' existing functions for the'calendar year of 2026

- Component B - OCAS Modules. Delivery of secure cloud hosting, weekly security testing;
incident resolution, and continuous maintenance for tle Checklist Generator, Pie-
evaluatiory Teclinical'Evaluation; and lnspection modules for the calen dat yeat of ZO25

III. PROJECT SCOPE OF WORK

The services are organized into two layers: (1J Common Services that apply to'both the
Drop-Off Terminals [DOT] and the OCAS Modules, and [2) Component-specific Services that
address unique needs ofeach platform.
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1. Common Services (D0T & OCAS)

- Resolve all software defects and technical issues as they arise.

- Technical support availability:

. Workdays 08:00-17:00 - response within the day or by next workday'

. Weekends / holidays - response by next workday such as server downtime, system

errors that affects the end to end operations except for critical issues that must be resolved

immediately or within the day.

- Provide 24 / 7 mofitoringwith automated alerts and incident response.

- Perform daily backups of system data with copies retained both in-clbud and on-premises.

- conduct vulnerability Assessment & Penetration Testing [vAPT) in line with Qc-DBo

security policy and remediate all findings, including those from DICT or other QC-

aurhortsed ttrird-pdfqr' assessiredts.

- Monthly KPI Reporting: VAPT lssues & Actions, lncident & Change-management KPls,

System Availability.

2. Drop-Off Terminals [DOT) - Additional Requirements

- Maintain kissk hardware and,initiate hardware remediation-within-sLA timeftamesr

- Ensure kiosk firmware, device drivers, and peripheral integrations are updated and

s€eu'rEd.

3. OCAS Modules - Additional Requirements

- Conduct weekly VAPT on application and database workloads and apply mitigations for all

findings.

- Maintain existing s€cure cloud hosting for wholecalendar year of 2o26 with minimum 8

GB RAM, 2 vCPU, and 120 GB storage allocated each for application and database servers.

- Mzinage sreiver-side irifiastlucanre paEhes; middleware updefesl, zihd d:if,ib'asc

optimisation to meet scaling andperformance obiectives.

IV. AREA OF COVERAGE

The engagement covers all existing Erop-off Terminals of the QC DBO and the cheeklist

Generator, Pre-evaluation, Technical Evaluation, and lnspection modules of the ocAs

platform.

V.-PROJEET STAN DARDS AND REQUIREMENTS
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Track Record

. At least five [5J years in the IT indusry per DTI / SEC records'

. Operational for at least frve (5) years'

. lmplemented system maintenance within the last three [3) years

. Delivered at least one similar project with a single completed contract valued at > 50 o/o of

the ABC.

Orga ization

. Platinum PHILGEPS registration

. DTI / SEC registration as an IT company engaged in software development and related

services.

. Nati,onal Privacy CoEmission'registration'

. Compliance with t}Ie Data Privacy Actof 2012'

Manpower

.One(1)ProgramManagerwithSoft'wareandHardwareDevelopmentfora'tleastSyears'

. At least eight (8) Software Developers and one (1) Hardware T'echnician with at least 2

year experience

.Atleasttwo[2JQualityAssurance/TestingStaffforHardwareandSoftwareTestingwith
at least 2 year exPerience

(All personnel must be direct employees ofthe service provider')

VI. TRAINING

No end-user training is required; the engagement is purely for maintenance seruices

VII. AFTER-SALES SUPPORT

A. Drop-OffTerminals

Warranty: One [1).year for softwarebugs and-fixes from dateof acceptance'

Response Time

. Workdays 08:00-17:00 - response within the day or by next workday'
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. Weekends/holidays - response by next workday.

Incident Resolution Times

. Critical Issues (system Dbwn or Major [mpact):

-Software<4hours

- Hardware - start < 24 hours

. High Priority Issues (significant Impact, worliaround available):

- Software < 24 hours

- Hardware. - start.<ZdaYs

. Medium Priority Issues (Minor Impactj:

-Software<7daYs

- Hardurare - start < 7 days

. Low Priority Issues (General inquiries / minor issues):

- Software < 14 daYs

- Hardware - start 3 7 days

(lncident Resolution Times exclude Change Requests'J

Reporting: Monthly service-performance reports'

B. OCAS Modules

Warranty: One (11 year for software bugs and fixes from date ofacceptance'

Response Time - identical to DOT.

lncident Resolution Times

. Critical lssues (System Down or Major Impact): Resolution < 2 hours

. High Priority lssues (significant lmpact, workaround available): Resolution < 4-8 hours

. Msdiu'm Pridr-rg/'Is-s'ues (Mirioi-lmpzict): Resn-lutiori < 7 deir's

. Low Priority Issues (General inquiries / minor issuesJ: Resolution s 14 days

Reporting: Monthly service'performance reports'
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VIII, PROJECT DURATION

One (1) year upon issuance of the Notice to Proceed [NTPJ,

IX. DELIVERY SCHEDULE

All maintenance activities commence immediately upon request by the end-user valid fbr
the calendar year of 2026.

X. APPROVED BUDGET FOR THE CONTRACT (ABC)

The Approved Budget for the Contract (ABCJ amounts to Seven Million Nine Hundred

Thousand Pesos and 00/100 (PhP 7,900,000.00J only, VAT inclusive.

Componenb Amount(PHP,.VATinclusive)

A - Drop-Off Termihals :

B - OCAS Modules

GRAND TOTAL-

Detailed Allocation fbr Drop-0ffl ferminals

. Hardware Maintenance -

. Software Maintenance -

. Security & Monitoring .

Detailed Allocauon for OCAS Modules

. Checklist Generator -

. Pre-evaluation.

. Technical Evaluation

. fnspection System

XI. BASIS OF PAYMENT

Paynrent Percentage I Deliverable / Milestone

15% | Upon submission and acceptance ofthe Proiect Maintenance Plan
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300/o I Upon confirmation that all Drop-Off Terminals are fully operational

55% l. Upon implementation and acceptance of the KPI and Incident Reporting.worldlow

XII. PENALTIES FOR BREACH OF CONTRACT

Failure to deliver services accordingto the standards and requirements se!by the city shall

subiect the Contractor to penalties and/or liquidated damages pursuant to RA 12009 and its

Implementing Rules and Regulations'

XITT, CAII[CETUTTION ORTER}IIIIIATTON OF CONTRACT

Conkact termination shall follow RA 12009 and its IRR' ln case of default, insolvency, or

othercause,thecitymayresorttoneSotiatedprocurementundersection35ofRA12009.

Prepared By:

lnformation- Techrolog[/ officer I'

Noted By:

MARY NG. CRUZ

orc, rmation Technologlr Development Deparrment

City Building Official YENGR r RVERSOZA, l
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