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TERMS OF REFERENCE (TOR)
RENEWAL OF HOSPITAL NETWORK FIREWALL AND COMPUTER ANTWIRUS

SOFTWARE LICENSES FORQUEZON CITY GENERAL HOsPITAL

RATIONALE AND BRIEF BACKGROUND

The procurement of network firewall and antivirus software licenses support
for the Quezon City General Hospital is a critical initiative at enhancing the
hospital's cybersecudty inlrastructure and digital data management
capabilities. Quezon City General Hospital is a public healthcare institution
serving a large population in Quezon City, and rely heavily on information
technology to manage patient records, administrative data, and
communications. However, with the increasing number of cyber threats and the
need to comply with data protection regulatioru, it is imperative for eCGH to
invest in robust cybersecurity solutions.

The key component of this renewal includes:
1. Network Ffuewall to protect ecGH's internar network from unauthorized

access, malware, ransomware, and other cyber threats. It will act as a barrier
between the hospital's internal systems and external netrvorks, ensuring
data securify and network integrity.

2. Antivirus soffware for real-time detection and prevention of malware,
viruses, and other malicious software. It will help sareguard the hospital,s
computer systems and data from potential threats that could disrupt
operations or compromise sensitive patient injormation.

The successful implementation of these components will contribute to the
following:

' Improved data security: protecting sensitive patient information and
ensuring compliance with data protection regulations.

' Enhanced network resirience: saleguarding the hospital's network
infrastructure against cyberattacks and potential disruptions.

. Efficient data management: Streamlining the storage, retrieval, and
marutgement of digital records and documents, ultimately improving
administrative processes and patient care.
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This initiative underscores the hospital's commitment to providing quality

healthcare services while safeguarding patient information and maintaining

operational efficiency in the Iace of the evolving digital landscape and

cybersecurity challenges.

il. PROIECT DESCRTPTION

The key components of the p,roject are as follows:

1. Renewal, Installatiory Configuratiory and Testing of Antivirus Software:
. A total of 216 units of antivirus software will be supplied, delivered,

and irutalled across various deparhrents and offices within Quezon
City General Hospital.

. These antivirus software units will be configured by provider to
ensure optimal protection against digital tlueats.

. Rigorous testing will be conducted to verify the effectiveness of the

antivirus software.
2. Renewal and Configuration of Hospital Network Firewall:

. Renewal subscription will be deployed in the hospital's IT server
room.

. A one-year subscription of network firewall services will be included
in this management appliance.

. The network firewall will be configured by provider to enhance the
security and integrity of the hospital's digital infrastructure.

. Included 4 hours of training or seminar to 6(six) I.T. Personnel with
certificate.

,,, The project aims to safeguard the hospital's digital assets and data by
implemmting comprehmsive security measures. The deployment and
configuration of these software and hardware solutions will be executed to the
highest standards to ensure the hospital's digital environment remafu$ seflrre
and resilient.
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uL PROJECTSCOPEOFWORK

The project shall cover the delivery of services for the installation, configuratiorl
testing, deployment, documentatiory and implementation of hospital network
fuewall and antivirus software which indudes but not limited to the following:

r Project Management
a. Project Plan
b. lnstallation and Configuration of Network Firewall and Antivirus

software
. ProiectDocumentation
. Warranty and Support Services 1. year coverage after full acceptance of

proiect
. Expand respond to provider
. Configure by Service Provider on Initial Installation

Computer Antivirus Software (216 units)
o Antivirus Software Licenses
o TraininB to QCGH Applicable Users for Antivirus Software and

Management
Technical Support for Computer Antivirus Software and

Management
. Features

a. Real-Time Antivirus
b. Online Payment Protection
c. PerformanceOptimization
d. Unlimited Superfast VpN
e. Data l,eak Checker
f. Identity Protection
g. Expert Virus Check & Removal
h. Hard Disk Cleaner & Health Monitor
i. Anti-Hacking
j. Existing Threat Removal
k. Anti-Ransomware

Managed senrices:
a. Renewal Management

i. Project Kick off
ii. Qualified Project Manager and pM Team
iii. Full Documentation on Proiect implementation

b. Warranty, Maintenance and Support
1. 24/7, One (1) hours response time for cridcal

issues/Priority, Two (2) hours response time for Major and
Three (3) hours response time for Minor
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2. 1 year coverage after full acceptance of project

AREAOFCOVERAGE

The deployment of the hospital network firewall and antivirus software will
encompass all computers within Quezon City General Hospital. These security
measures will be applied uniforrrly across all departments and offices to ensure

comprehensive protection against digital tfueats.

V. PROJECTSTANDARDREQUIREMENTS

The following are the minimum qualifications and requirements for ttre

Contractor or Bidder:

I. Track Record

a. The service provider must be in the same industry as per SEC or DTI
filing for at least five (5) years.

b. The service provider should have bem in operation for at least five (5)

years.

c. The service provider must have implemented and completed an
implementation of Network Firewall and Antivirus Software within the
last three (3) years.

d. The service provider must have implemented and completed a digital
archiving project within the last three (3) years.

e. The senrice provider should have implemented a public or private
project with a single completed contract amounting to at least fifty
percent (50%) of the ABC.

tr. Organization

a. Service provider must have a Platinum status in PhilGEPS.
b. The service provider nust be a duly registered company with SEC or DTI

filir,g.
c. The service provider muot be dufy registered under National Privacy

Commission.
d. The service provider shall guarantee that the system shall abide with the

DATA PRMCY ACT OE 2072 to ensure that the personal information is
protected.
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m. Manpower

The contactor/Service Provider/Bidder shall have the critical technical
knowledge tlrat includes lnowledge of irutallation systems; ability to
manage database system integration, implementatio4 and testing ability to
manage relational databases and create complex reports; knowledge and
ability to implement data and information policies, security requirements;
and knowledge of dient tools used by business users. The project should
provide the following Professional Services.

VI. TRAININGS

The service provider will provide necessary four (4) hours of trainings to six (6)

Integrated Management hrlormation System (IMIS) personnel of QCGH.

VII. AFTERSALESSUPPORT

The service provider will submit an Affidavit of Undertaking stating the
following:

. Software Component will have one (1) year warranty upon
implementation.

o User manual and installer will be provided for software components.

vrIL DELTVERY SCHEDI.JLE
Sixty (60) calendar days delivery period.
The project duration shall be one (1 ) year upon issuance of the Notice to proceed

observing the schedule of delivery as stated below:
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MILESTONES DELTVERY PERIOD
Renewal irutallation and
Configuration of Network Firewall and
Antivirus Software

Within 60 days upon receip/issuance of
the Notice to Proceed

Training and Turnover 7 calendar days upon completion of
installation and conliguration of Network
firewall and antivirus software.
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Project Support and Maintenance One (1) year upon project completion and
acceptance.

BASIS FORPAYMENT
The ternrs of paymmt shall be based on the following complaed deliverables:

a. Upon submission of the delivery of the Project Management Plan, the
procuring entity will release fifteen percent (15%) of the total winning bid
amount to the service provider.

b. Upon completion of delivery of software renewal completion of
configuration and setup. The procuring entity will release twenty three
percent (23%) of the total winning bid amount to the service provider.

c. Upon deployment of the network firewall and antivirus software, the
procuring enfity will release sixty one percent (677,1 of the total winning
bid amount to the service provider, induding the following:

o Renewal installation and Configuration of Network Firewall and
Antivirus softr,vare

o Knowledge Transler / Training
d. One percent (1%) of the total winning bid arnount will be released one

(1) year after the final acceptance of the system as performance security.

X. APPROVEDBUDGETFORTHECONTRACT

The Apprwed Budget for the Contract (ABC) amounts to Three Million pesos.

(Php3,000,000.00)

XI. PENALTIES FOR BREACH OF CONTRACT

Failure to deliver the services according to the standards and requirements set
by the city shall constitute an offense and shall subject the contractor to
penalties and/or liquidated damages pursuant to RA 12009 and its revised
Implementing Rules and Regulations.
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XII. CANCELLATION OR TERMINATION OF CONTRACT

The guidelines contained in RA 12009 and its revised IRR shall be followed in
the termination of any senrice contract In the event the Crty terminated the
Contract due to default insolvmcy, or for cause, it may enter negotiated
procurement pursuant to RA 12009 and its IRR.

Prepared by:

ames MMPA
QCGH-Director's Office -
Integrated Management Information System (IMIS) Section

Noted by:

ose RD FPB M FP A
Center Chief II

Hospital Director

Approved by:

Cruz
Officer-In{har ge, l'IDDb
Quezon City

ISO e00!;rotjA
Page 7 of 7

QCG.QCGH.ITS.F.02

ffi


