TERMS OF REFERENCE
SUPPLY, DELIVERY, TESTING, AND COMMISSIONING FOR THE
PROVISION OF AN ADDITIONAL 120 LICENSES FOR THE QC DOCUMENT
MANAGEMENT SUITE FOR IDENTIFIED QUEZON CITY HALL
DEPARTMENTS/OFFICES (PHASE 2)

1 RATIONALE OF THE PROJECT

The government recognizes the vital role of information and communications techoology (ICT) in
nation-building. In support of this, Republic Act No. 9470, “The National Archives of the
Philippines Act,” mandates local government units to strengthen the management of their archival
records—both physical and electronic—and to streamline internal and interdepartmental processes.

In compliance with this legislative mandate, the Quezon City Local Government (QC LGU)
implemented Phase 1 of its Document Management Systern (DMS) Suite by installing the Docuware
On-Premise Enterprise Platform. This initial phase was successfully implemented and began the

process of streamlining city government services and computerizing transactions for identified
departments/offices.

This project, Phase 2 of the DMS Suite, builds upon the initial implementation by expanding the
system's coverage to additional departments and ephancing current digital processes. The
procurement of additional perpetual vser licenses is necessary to grant more authotized QC LGU
personnel the capability to digitally stote, access, manage, and track the city’s documents.

2 PROJECT DESCRIPTION AND OBJECTIVES

In compliance of its pivotal governmental function of securing public and confidential records, both
physical and digital, while establishing greater easc and functionality of processes through aa effective
all-encompassing platform, phase 2 seeks to do the following:

1. LICENSES .

Expand System Access for Departments, Offices, and Users

‘The project’s pdmary objectve is to provide DMS access to more pessonnel through the
procurement of additional on-premise perpetual licenses. This expansion will cover identified
depattments and offices not only within the main Quezon City Hall compound but also
external facilities, e.g., district offices and city-run hospitals, as may be determined in the
project plan. This shall remain an on-premise deployment.

2. SYSTEM ENHANCEMENTS

a. Enhancements and Additional Worlkflows
This project will upgrade and enhance the current digital processes across QCLGU
depattments. ‘This inchudes the enhanccment that will improve the existing
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inter-departmental communication and transactions, New and specific digital
workflows shall be iacluded.

b. Iroplement a Digiral Archiving System

A key goal is to implement and configure the digital archiving capabilities of the
DMS Suite to preserve and safeguard vital governmental records, This system is
intended to greatly decrease the need for physical paper storage, which will aliow the
city to tepuspose current storage fadlities and provide more efficient services

3 PROJECT SCOPE OF WORK

3.1 Process Mapping and Submission of Approved Implementation Plan

This initial step focuses on planning and prepatation for the additional instaliations and the
implementation of the DMS Suite. The Service Provider will conduct a thorough analysis to
create a comprehensive project plan. '

Conduct ocular inspections, arrange preliminary meetings, and draft 2
project implementation plan in coordination with key Quezon City LGU
officials.

Hold Kick-off and Discovery Workshops with key QC LGU cnd-users to
define the deliverables,

Inspect the different types of documents used in the day-to-day operations
of QCLGU users.

Identify key members of the QC LGU Project Organization for system
access and administration.

Collaborate with various QC LGU users to map internal and interrelated
processes for creating additional and enhanced digital workflow structures.

3.2 Supply and Complete Installation of the DMS Suite

This step covers the delivety, configuradon, and testing of all technical components,
including sofrerare licenses, system enhancements, and the necessary awsdliary support.

LICENSES

3.2.1 Core Deliverables and Configuration:

Deliver, configure, test, and commission an additional one hundred twenty
(120) user accounts for the DMS Software and remain on-premise
deployrent. '
Create a2 Statement of Work for specific project segments to guide the
installation and implementation at pivotal stages.

In collaboration with the QC LGU Project Organization, configure the
identified hardware and software needed for all users.

Administration of user roles, division-level access, and security permissions.

Assign the additional QC LGU users their access keys, access controls, and
audit trails. '
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SYSTEM ENHANCEMENTS

3.2.2 Workflow Development and Enhancement:

®  Configure additional digital workflows, document routing, and approval processes for
identified QC LGU users, as may be determined by the project implementation plan,

B Enhance current digital wotkflows to improve commmunications and transactions
between departments by providing professional services, softwate configuration, and
support to enhance and expand the existing Document Management System (DMS).
The scope of work shall include, but not be limited to, the following areas:

A. Core System Enhancements
m Implementadon of improved document routing and
communication featuzes (e.g., storing, sending, replying,
acknowledgment, rejection, invalidation, notification, annotation
notification, and directly sending via email). '
m Customizable user options, including document grouping,

B. Workflow and Process Antomation

m  Streamlining approval, routing, and escalation processes to
reduce turnaround time.

u  Improvement of workflows for special use cases such as digital
response-to-response documents and the Office of the City
Mayor (OCM) processes.

® Provide options for specifying primary and secondary recipients,
with the ability to select default groups (e.g., Legislative and
Executive offices).

m  Enhancement of the Stamp feature to allow remarks and ensure
seamless use during multi-user docament access.

C. Monitoring, Tracking, and Reporting

m Enhanced digital monitoring of document status for
acknowledgment and response actions, with functionality for
departments to manage document history through internal
remarks or records.

m  Capability to generate system-level reports, dashboards, and
analytics for administrators and users, including the ability to -
measure the number of paper savings (¢.g., reduced printing and
paper use).

D. Compliance, and Standards
m Incorporation of document lifecycle features, such as retention
and disposal of public records, in compliance with laws and

regulations.
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E. System Administration and Maintenance

m  Provision of a test envitonment for validation of new features.

m Administrative access for database management and system-level
configuration. ' a

m  Regular automated backups and monitoting of system health and
performance.

m Ticketing system for user inquiries and technical support.

m  Network Attached Storage (NAS), with a specified amount of
usable disk space for backup and recovery.

3.2.3 Digital Archiving and Document Management:

® Implement additional Digital Archiving capabilities to store vadous document types.
® Provide licensed users with continuing access to all archived digital files in
accordance with QC LGU regulations.

3.2.4 Auxiliary Support:

m Provide the necessary auxiliary suppott to ensure the platform's continuous
operability and access. '

3.2.5 User Acceptance, Training, and System Go-Live

This focuses on ensuring the configured system meets user requircments, providing
comprehensive training, and offically lauaching the enhanced suite for day-to-day
operations.

e User Acceptance Testing (UAT):
m  Demonstrate the additional and enhanced digital workflow processes to the
different QC LGU Users.
m  Conduet User Acceptance Testing for the newly configured and enhanced
digital workfiows.
®  Make adjustments to internal processes in the pre-configured DMS Suite
based on the approved UAT feedback report.

3.2.6 Trainipg and Documentation:

m  Provide training for identified department petsonnel on theit user access and
controls based on the final configuration.

®  Guidance on workflows, compliance requirements, and best practices in
document management. '

m Provide additional User Manuals for day-to-day operations and onboarding
activities.

® Providc a system administration manual for reporting, managing,
maintaining, and troubleshooting the system.
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3.2.7 Go-Live and Ongoing Maintenance:

m  Hand over the additional software access keys for the pre-configured DMS
Suite, _

®  Provide further assistance as the additional users and workflows ‘go live’ for
daily business operations, inchading troubleshooting, bug fixes, and other
analogous circumstances,

®  Deliver a technical support team for sofr.warc a.nd ha.tdwate configuration,
ptoviding one year of techmical and maintenance support after go-live.

m Institation of Service Level Protocols

& Regular automated backups and monitoting of system health and
performance.

W System Updates and Patches

o Conduct regular maintenance cvery quarter and engage in special
maintenance a$ needed to ensure continuity of operations after the
handover.

© Provision of a test envitopment platform for validation of software
updates prior to actual spplicztion to the pre-configured DMS.

4 TECHNICAL SPECIFICATIONS
This secton details the comprehensive technical, non-functional, and semce-level reqmrements
for the Document Management System (DMS3) Suite project.

4.1 The Service Provider must deliver one hundred twenty (120) perpetual user accounts for its -

4.2

4.3

4.4

digital archiving and document management, The licenses shall be perpetual Licenses, either
assigned as concurrent or named users.

As needed, the Service Provider will provide support to QC LGU ITDD in making their
datsbase tables and data accessible. This includes providing technical support and
documentation to explain the data structures and table schema, as well as providing
descriptors for all tables and fields.

The Service Provider shall not disclose ot use any confidential information outside the scope
of this project without ptior written consent. This obligation shall remain in effect during
and after the contract period.

All datz generated, processed, stored (including all clond-back storage generated if any), or
transmitted through the system shall remnain the sole and exclusive property of the Quezon
City Government. The provider shall have no ownership rights or claims. Data handling shall
comply with the Datz Prvacy Act of 2012 (RA 10173), with appropriate technical,
organizational, and physical safeguards.
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5 AREA OF COVERAGE

4.5 The service provider will provide all necessary software training (a minimum of 4 training
days/minimum of 5 hours per training day) and manuals to key users of the system. The
The service provider will provide 1 day of training for at least four (4 ITDD personael
regarding QC DMS System data teporting, server administration, and system

administration.

4.6 The Service Provider shall provide one (1) year technical support and mainrenance support
(e.g updates, patches, troubleshooting, etc) which shall be availzble during regular business
bours.The following listed protocol shall be highly considered in the implementation planning

and the execution stage.

- VSupport Tier and Response Times for Service Provider Availability

o

0

Minor Issues:
Issues with low impact on operations {e.g, minor configuration
adjustments).

> Response time: within twenty-four (24) hours of report.

> Resolution time: estimated within two (2) weeks

Major Issues:
Moderate-impact issues (e.g., workflow disruptions, software errors),
> Response dme: within four to eight (4-8) business houts.
> Resolution time: estitnated within seventy-two (72) hours.
Escalation to op-site support if nceessary,

Critical Issues:
High-impact issues causing system nnavailability. :
> Response time: within 1-2 houts during business hours.
> Resolution time: estimated within twenty-four (24) hours.
Escalation to on-site support if necessary

m  Response Timing:
All support requests should be reported via email ot the available
communication channels, as may be determined in the implementation

planning and execution stage

The additional configurations and/or enhancements of the Document Management System
(DMS) Suite will be implemented at the identified departments/offices of Quezon City local
government determined during the implementation planning and execution.

Page 6 of 10



- . - m—t—r i — s mokn 4 AW 2 iy sz e et ——————

6 DELIVERY SCHEDULR

The delivery schedule will be within one hundred twenty (120) calendar days upon the issvance
of the Notice to Proceed (NTP).

TTEM SCHEDULE OF DELIVERY

Process Mapping and Submission of an | Within thirty (30) days upon issnance of the

Approved Implementation Plan for the DMS | Notice to Proceed
Suite :

Report for the Supply and Complete o _
Tostallation of the DMS Suite, inchusive of | o oty G0 days upon isspance of the

license accoonts and auxiliary support Notice to Proceed

User  Acccptance  Reports for User |
Accepmanee, customized  diginl workfows,
taining of wusers, dama dictionary, and
production of mammsl gnides for DMS Suice
opemability

Within one hundred twenty (120) days upon
issuance of the Notice to Proceed

7 APPROVED BUDGET FOR THE CONTRACT

The Approved Budget for the Contract (ABC) amounts to Thirty Million Pesos and 00/100 only
[PHP 30,000,000.00] VAT inclusive.

COST DERIVATION

DESCRIPTION AMOUNT

Approved Implementaton Plan for the DMS Suite

twenty (120) nddxtsomlDMS Suite licenses |

Software Configuration and Enhmumcntﬂmpzovanmts -
inchodes additional DMS Suite module implementation, digital
storage, and additional configeration in relation to the available
Quezon LGU intetnal netwotk

Project Management, System Documentation, End User and -
Admin Trining — includes process mapping, ineetings,
mobilization, scope of work documents, conduct of new user
scceptance t:sunghumm:s,sysﬁmnmdbuslnesa go-live
requirements

DMS Technicel and Customer Service Support-— 12 months

TOTAL : P 30,000,000.00
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8 BASIS OF PAYMENT

No. Particular Weight

1 Submission of the Approved Project Implementation Plan 15%
Supply and Installation of the DMS Suite, additdonal 35%

2 configurations, together with user license accounts, and

auxiliary suppott
User aceeptance of the comrtﬁséioncd digital workflows,
testing wutkflows, completion of training for selected

3 authotized users and IT training, submission of data 50%
(]

dictionary, submission of training maouals and guides,
creation of setvice escalation procedure for DMS Suite for
continued operability

9 PROJECT STANDARDS AND REQUIREMENTS

9.1 Setvice Provider Qualifications

9.2 The service provider must be a Telecommunication Company with a Congressional
Franchise and authorized by the National Telecommunication Commission to provide value

The Provider must have a Platinum sratus in PHILGEPS.

The system should be an on-premise-based service for a period of one (1) year_

The Service Provider should have an office in the National Capital Region,

Philippines.

The systems implementor should have a technical team focused on the proposed

DMS Suite.

The Service Provider can provide additional licenses and configurations in 2
document management systan software that has gamnered global recognition for
quality management, information security, and softwate engincering excellence in the

field of document management. Certifications of the foliowing shall be considered:

o ISO 9001:2015
o 1SO/IEC 27001:2013
o AFNOR Certificadon

added sexrvices (VAS).

9.3 Submit copies of its company’s organization structure, manpower schedule, functions,

duties, with related Information Technology Certifications.

9.4 The Service Provider shall assign a highly competent and technical staff comprsing of
one (1) Project Manager, one (1) Software Development Manager, one (1) Product Manager,

three (3) IT Staff, with the following qualifications:
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Project Manager
' - Must have a masteral or doctorate degree with expmim'cc in
telecommunications industry for at least three (3) years.

- At least a year of cxpetience in business devclopment and project
management

- Must have excellent leadership skills

Software Development Manager
- Must have at least 2 masters in sdence in Communication System
- Must be highly technically and highly skilled in implementing document
manggement systems

Product Manager
- Must be at least a graduate of electronics and computer engineeting
- Must have at least 5 years experience in telecomtmunications industry
- Must bave certification in docutnent management systems development

IT Staff
- All IT staff must have at least a college degree in Computer Eagincering,
Computer Information System or Information Technology.
- TIT Manager must have expetience as.a data privacy officer and IT -
operations,
- IT Manager must be highly trained, skilled and technical in I'T.

9.5 Submit Certification/Undertakings in software system and licenses services.

9.6 The system shall undergo Vulnerability Assessment and Penetration Testing (VAPT)
conducted by the Information Technology Development Department (ITDD) and/or the
Department of Information and Communications Technology (DICT). The provider shall
cooperate fully and address all ideatified vulnerabilities at no zdditional cost within an
agreed-upon timeframe. '

9.7 The systcms shall implement Secure Sockets Layer (SSL) certificates issued by 2 trusted
Certificate Authotity, ensuring secure, encrypted commmunication’ between users and the

systetn.

9.8 Statement of warranty (as indicated in section 4.6), provide techsical suppott and service
during business hours in the coutse of installation and implementation.

9.9 Affidavit of Undertaking that the system should conform with applicable data ptivacy
laws and non-disclosure of the agency’s data.

9,10 The service provider should be at least 2 domestic entity incorporated under the laws of
the Philippines and with an entity existence of at least five (5) yeats in the Philippines.
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9.11 When deployed on doud infrastrucrure, the subscription shall be registered under the
Quezon City Government. When hosted on in-house servers, the provider shall adhere to
the specified hardware, softwate, backup, and disaster recovery requirements.

10 PENALTIES FOR BREACH OF CONTRACT

Failuze to deliver the services according to the standards and requirements set by the City shall
constitute an offence and shall subject the service provider to penalties and/or liquidated
damages pursuant to RA 12009 and its Implementing Rules and Regulations (TRR).

11 CANCELLATION OR TERMINATION OF CONTRACT

The guidelines contained in RA 12009 and its IRR shall be followed in the termination of any
service contract. In the event the City terminated the Contract due to default insolvency, ot
for cause, it may enter negotiated procurement pursuant to RA 12009 and its Implementing

Rules and Regulations (TRR).

Prepared by:

o o roMABIAS

IT Officer I, TTDD
Approved by:

G. CRUZ
Officer-in-Charge, ITDD
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