TERMS OF REFERENCE (TOR)

SUPPLY, DELIVERY, INSTALLATION, TESTING AND COMMISSIONING OF THE UNIVERSAL ORDER OF PAYMENT

SYSTEM OF QUEZON CITY LGU

RATIONALE AND BRIEF BACKGROUND _

A universal order of payment system provides a standardized platform for generating,
tracking, and logging orders of payment across all offices and departments within the
LGU. Currently, different offices may follow varied practices in preparing orders of
payment, which may include manual or semi-automated methods or a mix of both. By
adopting a unified system, each office or department can efficiently generate bills that
clearly specify the services rendered or items charged, along with the corresponding
amounts due,

PROJECT DESCRIPTION -
T ,
This project is for a software system that can be used by any office or department within
QC LGU to generate orders of payment for their respective fees and services. The system
should have the following capabilities:
¢ Provides an onboarding process for any department or office to be eligible to use
the system.
¢ Has the ability to track all generated orders of payment per department or office.
¢ The generated orders of payment can be used to pay for the specific service at any
cashiering location managed by the City Treasurer’s Office (CTO).
¢ Also provides a cashless means of paying for the service, with the option of either
obtaining a physical Official Receipt from CTO, or an Electronic Official Receipt
eOR, if applicable.

PROJECT SCOPE OF WORK

~
a. Technical Specifications:

i. All internal users will require a valid email address to log in to the official QC-
eServices portal and use the system. They can recover their password through
their email.

ii. The web applications will be accessible using the latest versions of Google
Chrome on Mac/iOS and Windows/Android.

lii. The web applications will store alt data and documents in the cloud: WEB/API:
100 GB; Cloud Storage: 100 GB;DB Storage: 100 GB, instead of on-premises
servers.

iv. Ali data generated, processed, stored, or transmitted through the system shall
remain the sole and exclusive property of the Quezon City Government. The
service provider shall have no ownership rights or claims over any portion of
the data. Access to the data shall be granted only for the purpose of fulfilling
contractual obligations, and any unauthorized use, disclosure, or retention of
such data is strictly prohibited.

v. The service provider should disclose if any component of the solution is
offered under a Software-as-a-Service (SaaS) model. Such disclosure shall

Page1of6



Vi.

vii.

viii.

ownership implications, and measures for data portability in case of contract
termination or non-renewal.

The software and source code of the system will be owned by the city and will
be turned over to the end-user department or the Information Technology and
Development Department (ITDD) at no additional cost upon request or upon
termination and non-renewal of any maintenance agreement.

At the instruction of QC LGU ITDD, with consideration to any existing hosting
plans of the system, the Service Provider shall port their system’s cloud
storage repositories to the cloud hosting provider contracted by ITDD, ensure
the system is working and any Vulnerability Assessment and Penetration
Testing (VAPT) concerns are addressed.

The Service Provider will provide support to QC LGU ITDD in making their
database tables and data accessible to and ready for the unified dashboard
managed by ITDD. This includes providing technical support and
documentation to explain the data structures and table schema as well as
providing descriptors for all tables and fields.

For existing systems that are affected by and will not be replaced by this
project, the service provider will utilize the same technology stack of the
current system unless otherwise approved by the Information Technology and
Development Department (ITDD).

The Service Provider shall not disclose or use any confidential information
outside the scope of this project without prior written consent. This obligation
shall remain in effect during and after the contract period.

b. Security

i.
ii.
tif

The web server will be protected by Secure Socket Layer {SSL) certificates.
The web server will be a separate instance from the database server.

The system will implement industry standard measures to protect user data,
prevent web fraud, mitigate bot attacks, secure APIs, and prevent
unauthorized application access.

The system should conform with applicable data privacy laws.

The publicly accessible web servers will undergo a Vulnerability Assessment
and Penetration Testing (VAPT) scan that will be conducted by a party
approved and/or provided by QC LGU. Any findings in the VAPT scan must be
addressed by the service provider. QC LGU may waive this requirement if such
testing by an approved party is unavailable or impractical.

c. System Features

f.

Super Admin User Module

1. The system enables users to designate emails as Office Admin
accounts, associating each with an Office Code from the database
tables managed by the Information Technology Development
Department (ITDD).

2. The system allows users to modify certain details of user accounts, such
as designation, office code, or active status.

3. The system grants access to view complete transaction logs for all
offices, including the ability to see corresponding electronic official
receipts (eORs) and Orders of Payment.
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v.

ii. Office Admin User Module

1
2.

The system Permits users to assign emails as Encoder accounts.

The system allows users to modify certain details of user accounts, such
as designation or active status.

The system Enables the addition of services by selecting Account Codes
from the ITDD tables.

Loads service details from the ITDD table, with the option for users to
provide supplementary information.

Supports editing or updating certain service fields, such as additional
descriptions, unit, maximum units per day, and active status. Details
sourced from the ITDD table cannot be changed.

The system allows viewing of all office transactions, as well as access to
eORs and related Orders of Payment.

Can generate static QR codes intended for services with flat fees

iii. Encoder User Module

1. Supports scanning of QCitizen ID (QCID) QR codes to retrieve citizen
information.

2. Allows entry of an email address linked to a QCID to access citizen
details in the QCID system.

3. Enables manual input of details for citizens without a QCID or linked
email to continue transactions.

4. Displays all available office services with descriptions and an add-to-
cart function.

5. Permits citizen information updates through the edit option on the
service selection page.

6. Provides access to a transaction logs viewer for reviewing prior citizen
transactions, including eORs and Orders of Payment,

7. Shows all items added to the cart, allowing review and providing a
summary of selections.

8. Order of Payment can be viewed from the cart page.

9. After reviewing, users can proceed to payment.

10. Generates a dynamic QR code for payment processing.Alternatively,
user can opt to display or print the order of payment for in-person
cashier payment.

11. After payment, displays the paid items and provides a link to view the
eOR. |

12. Sends an email notification to citizens upon payment, directing them to
view their eOR.

AREA OF COVERAGE

The web application will be deployed online through the administrator version of the QC-
eServices platform and will be available for use by applicable internal QC LGU offices.

PROJECT STANDARDS AND REQUIREMENTS

The following are the minimum qualifications and requirements for the Contractor or

Bidder:
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i. Track Record

a.

The service provider must be in the same industry as per their SEC/DTI filing
for at least five (5) years

The service provider should have been in operation for at least five (5) years
The service provider must have supported similar web application projects
within the last three (3) years.

. The service provider should have implemented a public or private project with

a single completed contract amounting to at least fifty percent (50%) of the
ABC.

ii. Organization

a.
b.
c.

Service providers must have Platinum status in PHILGEPS

The service provider must be a duly registered corporation with SEC/DTI filing
The service provider must be filed with SEC/DTI as an IT company with the
purpose of software development and the supply of IT-related goods and
services

The service provider must be duly registered under the National Privacy
Commission

The service provider shall guarantee that the system shall abide by the DATA
PRIVACY ACT OF 2012.

iii. Manpower

a.
b.

The service provider must have their own headcount of software developers.

The service provider must have their own support staff to conduct support

tasks for the project such as system administrators and quality assurance

testers.

Staff complement:

e One (1) Overall Program Manager - college graduate {preferably IT-related
courses) and with at least five (5) years’ experience on this field

e One (1) Senior Web Development Project Manager — college graduate
(preferably IT-related courses) and with at least two {2) years’ experience
on this field

¢ One (1) Google Cloud Platform Server Administrator — college graduate
(preferably IT-related courses) and with at least one (1) year experience on
this field

e One (1) Web Security Engineer — college graduate {(preferably IT-related
courses} and with at least one (1) year experience on this field

e One (1) Quality Assurance and Testing Staff — college graduate (preferably
IT-related courses) and with at least one (1) year experience on this field

iv.  After Sales Support and Warranty

a.

For a period of one (1) year starting from the acceptance date of the system,

the provider will maintain the same including the resolution of software issues

related to the implemented changes.

Technical support:

* Workdays from 8AM to 5PM, expect a response within the day or by next
day

¢ Weekends and holidays, expect a response by next workday

¢ Expected turnarcund times:
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1. For lines down situations / critical incidents, resolution within
eight (8) hours of confirmed and acknowledged reporting

2. For individual support queries, response and/or resolution
within twenty-four (24) hours of confirmed and acknowledged
reporting

VI TRAINING

a. The service provider will provide the equivalent of three (3) total hours of training
necessary for the proper usage of the software system inclusive of system manuals to

~ at least two (2) users of the system as well as one (1) ITDD persennel.

b. Upon turnover of the system maintenance responsibilities to QC LGU, the latest and
up to date technical documentation such as the following will be provided to QC LGU
at no additional cost upon request or upon termination and non-renewal of any
maintenance agreement.

i. Database Dictionary and Schema (softcopy only)
ii. System Architecture Diagram
iii. Server Specifications
iv. User Manual
v. Installation Guide (if applicable)

VIl.  DELIVERY SCHEDULE

The system updates will be deployed within one hundred twenty (120) days upon the
issuance of the Notice to Proceed (NTP).

Vili. APPROVED BUDGET FOR THE CONTRACT

The Approved Budget for this Contract {ABC) amounts to Fifteen (15} Million Pesos and
00/100 only [Php15,000,000.00]. '
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IX.

Xl.

BASIS OF PAYMENT

The project shall be subject to final acceptance upon successful completion of testing,
commissioning, and turnover of all required documentation and assets (if applicable) to
the Quezon City Government.

Final payment shall be released only upon issuance of the Certificate of Acceptance.

PENALTIES FOR BREACH OF CONTRACT

Failure to deliver the services according to the standards and requirements set by the City
shall constitute an offence and shall subject the Contractor to penalties and/or liquidated
damages pursuant to RA 12009 and its Implementing Rules and Regulations (IRR).

CANCELLATION OR TERMINATION OF CONTRACT

The guidelines contained in RA 12009 and its Implementing Rules and Regulations (IRR)
shall be followed in the termination of any service contract. In the event the City
terminated the Contract due to default insolvency, or for cause, it may enter negotiated
procurement pursuant to RA 12009 and its IRR.

Reviewed/Noted by:

MARY ANN G. CRUZ
OIC, Information Technology Development Department (ITDD)

Noted:

P

MICHAEL VICTOR N. ALIMURUNG
City Administrator
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