TERMS OF REFERENCE (TOR)

SUPPLY, DELIVERY, INSTALLATION, TESTING AND COMMISSIONING OF ENHANCEMENTS TO THE

QC-ESERVICES WEB APPLICATIONS OF QUEZON CITY

RATIONALE AND BRIEF BACKGROUND

The QC-eServices portal has been providing online services to QCitizens since 2021. It is
an adaptable platform that serves as the centralized entry point for all city services that
go online. The services are provided in the form of web applications that can be accessed
from any internet-enabled computer or smart device. To maintain relevance and to adapt

to evolving needs of QCitizens, the web applications of QC-eServices need to be updated
and enhanced for 2026.

PROJECT DESCRIPTION

This project Is forfeature enhancementsuntil December 31, 2026, for several web
applications housed by the QC-eServices platform. The coverage includes system
modifications that may also include the addition of new modules that are not part of the
original feature list of the web applications. The project includes the extension of
technical support to the affected web applications until December 31, 2026.

PROJECT SCOPE OF WORK

a. Technical Specifications:

i All internal users will require a valid email address to log in to the official QC-
eServices portal and use the system. They can recover their password through
their email,

ii. The web applications will be accessible using the latest versions of Google
Chrome on Mac/iOS and Windows/Android.

fii. The web applications will store all data and documents in the cloud: WEB/API:
100 GB; Cloud Storage: 100 GB; DB Storage: 100 GB, instead of on-premises
servers.

iv. All data captured by the system shall remain the property of the City, and the
data will be turned over to the City at no additional cost when the service
agreement expires or is terminated.

v. The system software and source code will be owned by the city and will be
turned over to the end-user department or the Information Technology and
Development Department (ITDD) at no additional cost upon request or upon
termination and non-renewal of any maintenance agreement.

vi. At the instruction of QC LGU ITDD, with consideration to any existing hosting
plans of the system, the Service Provider shall port their system’s cloud
storage repositories to the cloud hosting provider contracted by ITDD, ensure
the system is working and any Vulnerability Assessment and Penetration
Testing (VAPT) concerns are addressed.

vii. The Service Provider will provide support to QC LGU ITDD in making their
database tables and data accessible to and ready for the unified dashboard
managed by ITDD. This includes providing technical support and
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viii.

ix.

documentation to explain the data structures and table schema as well as
providing descriptors for all tables and fields.

For existing systems that are affected by and will not be replaced by this
project, the service provider will utilize the same technology stack of the
current system unless otherwise approved by the Information Technology and
Development Department (ITDD).

The Service Provider shall not disclose or use any confidential information
outside the scope of this project without prior written consent. This obligation
shall remain in effect during and after the contract period

b. Security

The web server will be protected by Secure Socket Layer (SSL) certificates.
The web server will be a separate instance from the database server.

The system will implement industry standard measures to protect user data,
prevent web fraud, mitigate bot attacks, secure APIs, and prevent
unauthorized application access.

The system should conform with applicable data privacy laws.

The publicly accessible web servers will undergo a Vulnerability Assessment
and Penetration Testing (VAPT) scan that will be conducted by a party
approved and/or provided by QC LGU. Any findings in the VAPT scan must be
addressed by the service provider. QC LGU may waive this requirement if such
testing by an approved party is unavailable or impractical.

¢. System Features

Resolution and fixes for all technical bugs of the listed web applications of the
QC-eServices portal below should and when they occur;
The service provider is also expected to provide technical support and feature
enhancements for the following web applications currently running on the QC-
eServices portal:
1. Tricycle Registration and Franchise System
a. Special Character Handling in Tricycle Regulatory Division (TRD)
and Tricycle Franchise Board (TFB) Access
b. Driver Management Adjustment
i. Same as the driver fields in the In-person application
ii. Add a Collapse and Expand function in the Driver 1-4
section
iii. Apply the Driver Restriction for In-person Application to
TRD Encoder and TRD Evaluator Access
iv. Allow TRD Head Access to bypass Driver Restriction
when updating drivers in the Driver Management
Module
c. Changing the Chairman in generated Franchise Certificates —
TFB
d. Order of Payment template enhancement
Optimization of System Modules for TRD
f. O.R. Checking enhancement
i. Change O.R. detection interval from daily to hourly
ii. Add On-Demand button for O.R. detection
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g. Create New — Additional Franchise application process for TRD
and TFB

2. Scholarship Application and Renewal System
a. New Modules / Process / Documents
i. Applicant Side
1. Additional selection for either face-to-face or
online interview for QC Excel Scholarship
application. Link of the online interview and
scheduling must show up if online interview is
selected.
2. New Application for General and QCU: Guardian
Details. Provide a way to consolidate this by
allowing change or update in Phase 1.
3. Anew status is proposed alongside Non-
Compliance. When tagged for compliance, the
student is required to submit the requested
documents by a given deadline.
4. Directory should apply on scholar side upon
submission

ii. Administrator / Payroll Officer / Budget Officer Side

1. Grants Uploader for Budget Officer

2. QCU Upioader

3. New management page to update Grants and
Certificate of Scholarship (COS) Amount

4. COS Regeneration for Payroll Officer and Section
Head Access

5. Email blast: Management page to upload
different templates

6. Add Status Phase for all Access Levels

7. Allow Viewing for all Access Levels

8. For scholar who transferred from a Private
University/College (PUC) to State
University/College (SUC), Payroli Officer should
edit school name and need to regen COS to be
able to update scholar COS

b. Generated Reports
f. Main reports: Main Application and Renewal
1. Include QCID no. in report
2. Include the YFP information
3. Ali generated reports should be proper not Caps
lock

¢. Feature and Change Request on Pre-Existing Modules
i. Modification of Registration/Dashboard form
1. Add/Update/Remove Fields
a. Add Field of Study

Page 3 of 11



b. Removal of e-copy of grades in Gen-
Vocational

c. Changes of Alumni

d. Changes on Excel Scholarship

i. Show requirements once selected
Sub-Category is “Excel
Scholarship”

ii. Additional Application Status
(Change Sub-Category) on exam
phase and interview.

iii. Revision of some labels

iv. Add Type of Interview {Face to
Face Interview and Online
Interview)

v. Free Text on Place of Interview
field

. Remove N/A on semester

f.  Update of COS

g. Category should base on selected current
educational level (Pre-Screening question)

h. Downloadable e-Contract even if the
scholar is approved Statement of Account
(SOA)

i. Updating of e-Contract

j.- The most recent application will be
displayed.

k. Additional validation for multiple
application with one QCID number. Cross-
checking for dual status
(approved/disapproved) in a single
application per semester with different
QCID email

2. Authorized Data Correction
a. Administrator Side
i. Grants disbursed date update
ii. Update grants matrix amount

Pangkabuhayang QC
a. Application Management Page
i. Provision to transfer applications from new email
address
ii. Allow transfer of application if the email is already tied
in applicant’s QCID
iii. If email is not yet tied in applicant’s QCID, do not allow
transfer of application
iv. Applied in Super Admin access only
b. Display prompt for Save As Draft application once applicant
landed onto the dashboard
c. Delete all “Saved as Draft” status every after-application period
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d. Automatic sending of email notification

Provide automatic email for applicants that deleted and
cancelled their application

Auto send email for auto deleted “Saved as Draft”
application

e. Extend auto rejection from 7 days to 10 days
f. Update email notification content

I
il

Modify Content for Application for resubmission
Update Text on Follow up email on resubmission

4. Civil Society Organization Registration System

a. Application Form

i.
i
iii.
iv.
Vv,
i,

Vii.
viii.

Xi.
Xii.

xiii.
Xiv.

XV,
Xvi.

5. Alagang QC

Basic Information page

Registering Agency

Additional departments on the drop-down list:
National Commission of Senior Citizens
Representative page

QCID requirement for non-resident selected
representatives for NGO only

Name and Birthday Fields non-editable

4th page — Supporting Documents

Barangay Certification of Existence to be added as a
required field

Move all non-required fields to the Others tab

Add an asterisk to all required fields.

Add Description in sector, advocacy, beneficiary and
tags.

If sector is Solo Parent, require uploading of file
Update lists of tags in dropdown menu. If OTHERS, allow
applicant to input another value

Add description under members/ employee label
Add advocacies to the filter dropdown list

a. Provide New Report - Application report with the following details:

i.
i.
jii.
iv.
V.
vi.
vii.

QCID number
Name

Address

Contact number
Worker type
Occupation
Application status

b. Provide search function for said report

6. Social Welfare Allowance

a. Case Summary Report Enhancements and Updates

Viewing and generation
Signatories
Removal of date

iv. Space for Signature
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V. Removal of Final Approver in CSR (PDAOQ)
vi. Realignment of signatories
vii. Update names and designation
viii. Change Header {PDAO)
ix. Re-align the approved by
b. Application Evaluator Assignment
i. Update prompt message
ii. Add the 'Assigned Evaluator field to the Approval tab.
c. Generated Report Enhancements
i. Add columns: Status and Date of Approvai
ii. Display the proper format of the QCID number

d. Add Payroll Signatory in Payroll Master
e. Integrate User Access Management page
f. Override Status Feature for SWA Module
g. Process Validation Update
i. The photo requirement for 'Applicant holding a
newspaper with representative’ is now optional if the
applicant is not bedridden.
ii. For online re-applications, the Encoder module must
allow users to edit the address.
7. QC Startup

a. Integration to QCID
i. System Checking and Validation for Existing QCID
ii. Pre-fill Data Based on Matching QCID
iii. Addition of QCID Number in Downloadable Form
iv. Update Information Displayed in Downloadable Form
b. Applicant Access for Student Category
i. Initial Reminders Page
1. Update Business Proposal Hyperlink
2. Revise Initial Documentary Requirements
3. AddLink to View QC eServices Privacy Policy
ii. Individual Information
1. UpdateButton from Proof of Identification to
Proof of Identification and Residence {.pdf, .jpg &
.png)
2. Add New Field: Valid ID
3. Add New Field: Sex
iii. Team Member information
1. Update Proof of Identification to Proof of
Identification and Residence (pdf, .jpg & .png)
2. Add New Field: Valid ID
3. AddNew Field: Sex
iv. Business Profile Summary and Video Pitch
1. Add New Field: Business One Liner/Elevator Pitch
2. Add New Field: Product Concept
v. Requirements
1. AddNew Field: Logo of Business Plan
2. Add New Field: School Logo
3. AddNew Field: Business Proposal
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c. Approver Access for Student Category
i. Generated Report
1. Add Category List Column
2. AddBusiness One Liner/Elevator Pitch
3. Add the Following Columns in Team Leader

Information:
a. University/School Name
b. Province
c. City
d. Barangay
e. District Number
f. Age
E. Sex
4. Add the Following Columns in Team Member
Information:
a. University/School Name
b. Province
¢. City
d. Barangay
e. District Number
f. Age
B. Sex

ii. Add"Send Notification to Applicant” Option During Final

Review

d. Approver Access for Professional Category
i. Add “Send Notification to Applicant” Option During Final

Review

e. Applicant Access for Professional Category
i. Add Download Application Form Feature
ii. Add Validation for Mayor’s Permit
f. Management Page for QC Startup Admin Access
i. Scheduler Page for Opening of Online Submissions
1. Date Range Selection for Opening of Online
Submissions
2. Optional Selection of Applicant Requirement
Compliance Allowance After Online Submission

Closing

3. Email Notification Reminder for Closing of Online
Submissions
iil. User Management Page
1. Display Table for All Existing User Records
2. Add/Update/Deactivate Startup Personnel

Access

8. QC Investor’'s Portal

a. Integration to OBPAS

i. System Validation of Mayor’s Permit Number and
Business Name
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Iv.

ii. Once validated, system to push business details to
investors Portal
b. Integration to QCID
i. System Validation of QCID Number
il. Once validated, system to push QCID citizen details to
Investors Portal
c. QCIinvestor’s Portal System Changes

i. Applicant Access
1. Search Application Module .
2. Added capability to edit application once

application form is returned

3. Added Transaction History Viewer

ii. Approver Access
1. Reports Generation
2. Added Report Filters:

a. Business Activity
b. District
iii. Email Notifications
1. Applicant Submission
2. Return to Applicant
3. Approval: Updating of Status from Initial
Screening to For Review and Approval

4. Reject Application

AREA OF COVERAGE

The web application will be deployed online through QC-eServices and will be available
for public use where applicable, and for internal use by applicable internal QC LGU offices.

PROJECT STANDARDS AND REQUIREMENTS

The following are the minimum qualifications and requirements for the Contractor or
Bidder:

i.  Track Record
a. The service provider must be in the same industry as per their SEC/DTI filing
for at least five (5) years
b. The service provider should have been in operation for at least five (5) years
The service provider must have supported similar web application projects
within the last three (3) years.
d. The service provider should have implemented a public or private project with

a single completed contract amounting to at least fifty percent (50%) of the
ABC.

ii. Organization
a. Service providers must have Platinum status in PHILGEPS
b. The service provider must be a duly registered corporation with SEC/DTI filing
c. The service provider must be filed with SEC/DTI as an IT company with the

purpose of software development and the supply of IT-related goods and
services
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VI,

d. The service provider must be duly registered under the National Privacy
Commission

e. The service provider shall guarantee that the system shall abide by the DATA
PRIVACY ACT OF 2012,

iii. Manpower
a. The service provider must have their own headcount of software developers.
b. The service provider must have their own support staff to conduct support

tasks for the project such as system administrators and quality assurance
testers.

c. Staff complement:

* One (1) Overall Program Manager — college graduate (preferably 1T-
related courses) and with at least five {5) years’ experience on this field

* One (1) Senior Web Development Project Manager — college graduate
(preferably IT-related courses) and with at least two (2) years’
experience on this field

¢ One (1) Google Cloud Platform Server Administrator — college graduate
(preferably IT-related courses) and with at least one (1) year experience
on this field

* One (1) Web Security Engineer ~ college graduate (preferably IT-related
courses) and with at least one (1) year experience on this field

* One (1) Quality Assurance and Testing Staff — college graduate
(preferably IT-related courses) and with at least one (1) year experience
on this field

iv.  After Sales Support and Warranty
a. For the period of the current year until December 31, 2026 the service
provider will maintain the system including the resolution of software issues
related to the implemented changes.
‘b. Technical support:
¢ Workdays from 8AM to 5PM, expect a response within the day or by
next day .
¢ Weekends and holidays, expect a response by next workday
* Expected turnaround times:
1. For lines down situations / critical incidents, resolution within
eight (8} hours of confirmed and acknowledged reporting
2. For individual support queries, response and/or resolution
within twenty-four (24) hours of confirmed and acknowledged
reporting

TRAINING

a. The service provider will provide the equivalent of three (3) total hours of training
necessary for the proper usage of the software system inclusive of system manuals to
at least two (2) users of the system as well as one (1) ITDD personnel.

b. Upon turnover of the system maintenance responsibilities to QC LGU, the latest and
up to date technical documentation such as the following will be provided to QC LGU
at no additional cost upon request or upon termination and non-renewal of any
maintenance agreement.
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Vil

VIH.

IX.

XL

i. Database Dictionary and Schema (softcopy only)
ii. System Architecture Diagram
iii. Server Specifications
iv. User Manual
v. Installation Guide (if applicable)

DELIVERY SCHEDULE

The system updates will be deployed within ninety (90) calendar days upon the issuance
of the Notice to Proceed {NTP).

PROJECT DURATION

The project maintenance duration shall be until December 31, 2026.

APPROVED BUDGET FOR THE CONTRACT

The Approved Budget for this Contract (ABC) amounts to Thirty-Five Million Pesos and
00/100 only [Php35,000,000.00].

BASIS OF PAYMENT

The project shall be subject to final acceptance upon successful completion of testing,
commissioning, and turnover of all required dotumentation and assets {if applicable} to
the Quezon City Government.

Final payment shall be released only upon issuance of the Certificate of Acceptance.

PENALTIES FOR BREACH OF CONTRACT

Failure to deliver the services according to the standards and requirements set by the City
shall constitute an offence and shall subject the Contractor to penalties and/or liquidated
damages pursuant to RA 12009 and its Implementing Rules and Regulations.
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XIl.  CANCELLATION OR TERMINATION OF CONTRACT

The guidelines contained in RA 12009 and its Implementing Rules and Regulations (IRR}
shall be followed in the termination of any service contract. In the event the City
terminated the Contract due to default insolvency, or for cause, it may enter negotiated
procurement pursuant to RA 12009 and its IRR.

Reviewed/Noted by:

MARM. CRUZ

OIC, Information Technology Development Department (ITDD)

Noted by:

R

MICHAEL VICTOR N. ALIMURUNG
City Administrator

Page 11 of 11



